8.7 Network

WIRELESS DHCP AND DNS

HOSTNAMES

STATIC ROUTES DIAGNOSTICS FIREWALL GSM

The page shows information about the current interface status, and its configurations, provides various interface, and
network properties configuration capabilities and contains the following subsections:

¢ INTERFACES: shows information about current interface status, and allows for creating and configuring new ones.

¢ WIRELESS: shows information about wireless radio stations, and covers the physical settings of the wireless

hardware.

*« DHCP AND DNS: allows management of DHCP and DNS servers.

* HOSTNAMES: allows management of host names.

e STATIC ROUTES: allows management of IPv4 and IPv6 static routes.

¢ FIREWALL: allows management of firewall zones and various firewall properties.
¢ DIAGNOSTICS: provides network diagnostics utilities.

¢ GSM: allows management of GSM modem and SIM cards.

OVERVY W\

Network Status Actions
Uptime: Oh 20m 275
MAC-Address: C4:93:00:0B:F4:57
AN RX: 0 B (0 Pkt

br-lan IPv4: 192.168.1.1/24
IPv6: 704:746:4008:: 1/60

GSM Uptime: Oh 20m 20s
- MAC-Address: 00:00:00:00:00:00

= RX: 256.18 KB (4425 Pkis.) ConnectReconnect

wwand X 271.71 KB (4364 Pkts.)

Uptime: Oh 20m 225
WAN MAC-Address: C4:93:00:0B:F4:56

o= RX: 497.67 KB (2523 Pkis.) Connect/Reconnect
ethl TX: 663.41 KB (1238 Pkts.)
IPv4: 192.168.5.131/24

WANE Uptime: Oh Om 0s
I MAC-Address: C4:93:00:0B:F4:56 P —— [ ] I
= RX: 407.67 KB (2523 Pkis.) ConnectReconnect

TX: 663.41 KB (1238 Pkts.)

Add new interface...

Current information and status of various network interfaces (GSM, LAN, WAN).
Uptime: The current interface uptime in hours, minutes and seconds.

MAC address: Physical interface address.

RX: Received data in bytes (packet count).

TX: Transmitted data in bytes (packet count).

IPv4: Internet protocol version 4 address.

IPv6: Internet protocol version 6 address.

In addition to the network interface status, several actions may be performed:

Connect/Reconnect: Connect to the configured interface network if it does not do it automatically. If it is already
connected to the network it will be trying to reconnect to it.

Stop: Shutdown interface. If you are connected through this interface the connection may be lost.

Edit: Edit interface settings.

Delete: Delete interface.

Add new interface: Adding new Ethernet, GSM or wireless interface with the custom name, protocol, etc.

eth0 ethl
Type Static DHCP
Address 192.168.1.1
Subnet mask 255.255.255.0

Gateway
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#0 Changes will only take effect after the device reboots.

Network interfaces can be configured on the common page, which can be accessed through adding a new interface or
an edit button.

Mame of the new interface

@ The allowed charactars are: A-£, 2-z, 8-9 and _

Mote: interface name length
@ Mazimum length of the name is 15 characters including the automatic protocolibridge prefix (br-, 8ind-, pppoe- etc.)

Protocol of the new interface Static address v

Create a bridge over multiple interfaces D

Cover the following interface
& Ethernet Adapter: "eth0" (lan)

&~ Ethernet Adapter: "eth1" (wan, wan@)
&= Ethemet Adapter: "wwan0" (gsm)

# Wireless Network: Client "WCC Lite" (lan)

COO00O0

= Custom Interface:

Back to Overview m

The following options can be defined in the interface creation panel: name of the interface, protocol, coverage of a
particular interface or bridging with other interfaces. After the general setup is done, more detailed settings can be
set.

Advanced Settings ‘ ‘ Physical Settings H Firewall Settings
Uptime: Oh 2m 42s
¢_-f_ MAC-Address: CE:0A:91:C9:25:F2

usbo RX: 0 B (0 Pkts.)
Status TX: 0 B (0 Pkis.)

Protocol Static address =

IPv4 address

qb

IPv4 netmask
IPv4 gateway

IPv4 broadcast

Use custom DNS servers U

IPv6 assignment length
disabled <@ Assign a part of given length of every public IPv8-prefix to this interface

IPv6 address

IPvE gateway

IPvE routed prefix
1@ Public prefix routed to this device for distribution to clients.

General common interface setup panel.
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General Setup | ERUWIEGLESAL R | Physical Settings ‘ ‘ Firewall Settings
Bring up on boot -
Use builtin IPv&-management .
Override MAC address CE:0A91:C9:25:F2
Override MTU 1500
Use gateway metric 0

Advanced common interface setup panel.

General Setup ‘ ‘ Advanced Settings | JElpYElERSE Firewall Settings

Bridge interfaces @ creates a bridge over
specified interface(s)

s~ Ethernet Adapter:
Interface "eth0" (lan)

4 Ethernet Adapter:
"ethl” (wan, wan&g)

4 Ethernet Adapter:
0 "usbd" (gsm)

¥ Wireless Metwork:

Master "WCC Lite”
(lan)

¥ Wireless Metwork:
Client "APS" (wwan)

* Custom Interface:

Physical common interface setup panel.

General Setup ‘ ‘ Advanced Settings H Physical Settings

Create / Assign firewall-zone

1@ choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface
from the associated zone or fill out the create field to define a new zone and attach the interface to it.

unspecified -or- create:

Firewall common interface setup panel.
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CIER 0 | Advanced Settings | | IPvG Settings

Ignare interface (@ Disable DHGE for
this interface.

Start
100 @ Lowest leased address as offset from the network address.
Limnit 150 LQ Maximum number of leased addresses.
Leasetime
12h @ Expiry time of leased addresses, minimum is 2 minutes (2m).

DHCP server general setup panel.

General Setup | EWTEREL RV IPvE Settings
Dynamic DHCP
- @ Dynamically allocate DHCP addresses for clients. If disabled. only clients

having static leases will be served.

Force @ Force DHCP on this network even if
another server is detected.

1Pv4-Netmask
() override the netmask sent to clients. MNormally it is calculated from the subnet that is served.

DHCP-Options
Lg Define additional DHCP options, for example "6,192.168.2.1,192.168. 2. 2" which advertises different
U DMS servers to clients.

DHCP server advanced setup panel.

General Setup || Advanced Settings | JIMNEt= ]
Router Advertisement-Service server mode =
DHCPv6B-Service hybrid mode =
NDP-Proxy hybrid mode =
DHCPv6-Mode stateless + stateful = [ Default is stateless + stateful
Always announce default router @ Announce as default router even if no
public prefix is available.
Announced DNS servers U
Announced DNS domains 0

DHCP server IPv6 settings setup panel.

GSM

Interfaces - GSM

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces

| Advanced Settings || Firewall Setings

Status
Uptime: 1h 18m 58s
= MAC-Address: 00:00:00:00:00:00
wwan( RX: 437.84 KB (7532 Pkis.)

TX: 456.23 KB (7490 Pkis.)

Protocol wwan v
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General Settings Information tab. Gives you the name of the physical GSM interface, and lets you choose the protocol
(not recommended!).

Py Note: Make sure you won’t change the GSM interface's protocol, which is set by default to WWAN. Changing this
parameter will lead to undefined GSM modem behaviour.

Interfaces - GSM

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces

COMMON CONFIGURATION
General Setup Firewall Settings
Bring up on boot |+
Use builtin IPvG-management £
Faorce link J

@ Setinterface properties regardless of the link carrier (If set, carrier sense events do not invoke hotplug handlers).

Enable IPv6 neqotiation on the PPP link I

Modem init imeout 30
@ Maximum amount of seconds to wait for the modem to become ready

Use default gateway o]
@ If unchecked, no default route is configured

Prefer PPP connection [
@  If checked, modem will prioritise PPP type connection over other types (if available)

Use gateway metric Q

Use DNS servers advertised by peer |+
@  If unchecked, the advertised DNS server addresses are ignored

LCP echo failure threshold 0
@ Presume peer to be dead after given amount of LCP echo failures, use 0 to ignore failures

LCP echo interval 5
@ Send LCP echo requests at the given interval in seconds, only effective in conjunction with failure threshold

Inactivity imeout Q
@ Close inactive connection after the given amount of seconds, use 0 to persist connection

Owverride MTU 1500

Advanced Settings tab enables users to configure advanced settings for mobile communication. It includes the
following options:

Bring up on boot: Checkbox to start a GSM interface on startup;

Use built-in IPv6-management: Checkbox to select if the device is going to use its tools to manage IPv6 transport layer
messages;

Force link: Specifies whether IP address, route, and gateway are assigned to the interface regardless of whether the
link is active or only after the link has become active; when active, carrier sense events do not invoke hotplug
handlers;

IPv6 support: The user can select if IPv6 support is handled automatically, manually or disabled altogether;

Modem init timeout: Maximum amount of seconds before the device gives up on finishing initialization;

Use default gateway: Uses the default gateway obtained through DHCP. If left unchecked, no default route is
configured;

Prefer PPP_connection: If, the modem, supports PPP and any other communication protocol (e.g. QMI, RNDIS etc.),
prioritize PPP type connection;

Use gateway metric: The WAN configuration by default generates a routing table entry. In this field, you can alter the
metric of that entry. Higher metric means higher priority;

Use DNS servers advertised by peer Uses DNS servers obtained from DHCP. If left unchecked, the advertised DNS
server addresses are ignored;

LCP echo failure threshold: LCP (link control protocol) is a part of PPP (Point-to-Point Protocol) and helps to determine
the quality of data transmission. If enough failures happen, LCP presumes the link to be dead. 0 disables failure count
checking;

LCP echo interval: Determines the period of LCP echo requests. Only effective if the LCP echo failure threshold is more
than zero;

Inactivity timeout: Station inactivity limit in seconds: if a station does not send anything, the connection will be
dropped. A value of 0 can be used to persist the connection.

Override MTU: Set custom MTU to GSM interface.
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@ Note: If the modem uses QMI connection protocol and the user hasn’t defined a custom MTU setting, the MTU on
the interface will be set to the operator’s defined MTU value.

COMMON CONFIGURATION

| General Setup || Advanced Settings | Firewall Settings

Create / Assign firewall-zone

unspecified -or- create:

@ Choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the associated zone or fill out

the create field to define a new zone and attach the interface to it.

GSM configuration ends with firewall settings. A user can assign an already-defined firewall zone or create a new one.

Wireless

The wireless network interface parameters and configuration are described in this section.

= Generic MAC80211 802.11bgn (radio0) Scan
\.”"“.j Channel: 11 (2.462 GHz) | Bitrate: 1 Mbit/s Add

BeSID: Co.03:0000caas | En | Remove |

0% BSSID: C6:93:00:0E:C4:33 | Encryption: None Disable Edit Remove
BeSID: Do LA LER 80 | Remove |

44 50% BsSID: 02:1A:11:FF:87:09 | Encryption: WPA2 PSK (CCMP) Disable Edit Remove

Configured interfaces for the physical radio device.

Channel: Specifies the wireless channel to use.

Bitrate: Specifies transfer rate in Mbit/s.

SSID: The broadcasted service set identifier of the wireless network.

Mode: Select the operation mode of the wireless network interface controller.

BSSID: The basic service set identification of the network, only applicable in ad-hoc or STA mode.
Encryption: Wireless encryption method.

SSID MAC-Address Host Signal | Noise RX Rate | TX Rate
& \wiano AP5 02:1A:11:FF:87:09 192.168.43.1 A 75/ .95 dBm i'g mg:gz ggm:;

List of associated wireless stations.

The Device Configuration section covers the physical settings of the radio hardware such as channel, transmit power or
antenna selection which are shared among all defined wireless networks (if the radio hardware is multi-SSID capable).
Network settings like encryption or operation mode are grouped in the Interface Configuration.
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[eHEIEINTE Ol | Advanced Settings

Mode: Client | SSID: AP5
BSSID: 02:1A:11:FF:87:09 | Encryption: WPA2 PSK (CCMP)
Channel: 11 (2.462 GHz) | Tx-Power: 20 dBm
47% gignal: -77 dBm | Noise: -95 dBm
Status Bitrate: 6.5 Mbit/s | Country: US

Wireless network is enabled w

Operating frequency Mode Channel Width
N = 11 (2462 MHz) < 20 MHz =
Transmit Power auto s @ dBm

General device settings.

General Setup | JRLIEN =R il[i

Country Code US - United States ~
@ Use ISQVIEC 3168 alphaZ country codes.

Allow legacy 802.11b rates

Distance Optimization

@ Diztance to farthest network member in meters.

Fragmentation Threshold

RTS/CTS Threshold

Advanced device settings.

ON URATION

General Setup | Wireless Security || MAC-Filter || Advanced Settings
Mode Access Point ~
ESSID WCC Lite
Metwork
lan: g2 &
[] wan: g*
[] wané: z*
] create:
@ Choose the network(s) you want to attach to this wireless interface or fill out the create field to define a new network.
Hide ESSID ]
WM Mode

General interface settings.
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ON URATION

General Setup | MAC-Filter || Advanced Settings |

Encryption | WPA2-PSK v|

Cipher auto A4

Key &

Enable key reinstallation (KRACK)

countermeasures O

@ Complicates key reinstallation attacks on the client side by disabling retransmission of EAPOL-Key frames that are used to install keys. This workaround might cause

interoperability issues and reduced robustness of key negotiation especially in environments with heawy traffic load.

Wireless security interface settings.

General Setup H Wireless Security | MAC-Filter Advanced Setlings

MAC-Address Filter disahle ~

MAC-Filter settings.

ON URATION

| General Setup || Wireless Security || MAC-Filter |

Izolate Clients O

@ Prevents client-to-client communication

Interface name
@ Cwvernide default interface name

Advanced interface settings.

DHCP and DNS

DHCP server and DNS forward for NAT firewalls are described in this section.
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General Settings | Resolv and Hosts Files || TFTF Settings || Advanced Settings

Domain required
Dion't forward DNS-Requests without DMS-Name

Authoritative
@ This is the only QHGE in the local network

Local server Nan/

@ Local domain specification. Mames matching this domain are never forwarded and are resolved from DHCP or hosts files only

Local domain lan

@ Local domain suffiz appended to DHCP names and hosts file entries

Log queries ]
@ Wirite recaived DMNE reguests to syslog

DMNS forwardings lexample.orgM0.1.2.3 Ii]

@ List of DMS servers to forward requests to

Rebind protection
@ Dizcard upstream RFC1218 responses

Allow localhost

@ Allow upstream responses in the 127.0.0.048 range. e.g. for RBL services

Domain whitelist ihost netilix.com Ii]

@ List of domains to allow RFC1818 responses for

Local Service Only

@ Lirnit OMS service to subnets interfaces on which we are serving DONS.

Non-wildcard O
@ Bind only to specific interfaces rather than wildeard address.

General DHCP settings.

General Seftings Resolv and Hosts Files | TFTFP Settings || Advanced Settings

Use /etc/ethers

@ Read fetc/ethers to configure the |

_Server

Leaseiile ftmp/dhcp leases
@ file where given DHCP-leases will be stored

lgnore resolve file ]

Resolve file ftmp/resolv.conf auto
@ ooz s e

lgnore /etc/hosts D

Additional Hosts files ol

Resolve and host file settings.

| General Settings || Resolv and Hosis Files | TFTP Setlings Advanced Setlings

Enable TFTF server

TFTP server root
@ Raoot directory for files served via TFTP

Metworl boot image pxelinux. 0

@ Filename of the boot image advertised to clients

TFTP server settings.
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| General Settings || Resolv and Hosts Files || TFTF Settings | Advanced Settings

Suppress logging O

@ Suppress logging of the routine operation of these profocols

Allocate IP sequentially D

@ Allozate |P addrezsses sequentially, starting from the lowsst availsble addraszs

Filter private

@ Do not forward reverse lookups for local networics.

Filter useless ]

@ Do not forward requests that cannot be answered by public name servers

Localise queries

@ Localise hostname depending on the reguesting subnet f multiple IPs are available

Expand hosts

@ Add |local domain suffix to names served from hosts files

Mo negative cache D

@ Do not cache negative replies, e.g. for not existing domainz

Additional servers file

@ Thiz file may contain lines like 'server=/domain/1.2.3.4' or "server=1.2.3.4" fordomain-specific or full upstream QMS servers.

Strict order ]

@ DME servers will be gueried in the order of the resolvfile

Bogus NX Domain Override 67.215.65.132 Ii]
@ List of hosts that supply bogus WX domain results

OMNS server port 53

DOMNS query port any

@ Fized source port for outbound DME queries

May, DHCFE leases unlimited
@ Maximum allowed number of active DHCF leases

Max. EDNS0 packet size 1280
@ Maximum allowed size of EDNS.0 UDP packets

Max. concurrent queries 150

@ Maximum allowed number of concurrent DMS queries

Advanced settings.
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ACTIVE DHCP LEASES

Hostname IPv4-Address MAC-Address Leasetime remaining

There are no active leases.

ACTIVE DHCPV6 LEASES

Host IPv6-Address DUID Leasetime remaining

? fd74:8536:7bae::331/128 00046836d59efa382760f3193e5ecShfdaz4 11h 54m 16s

STATIC LEASES

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface
configurations where only hosts with a corresponding lease are served.

Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the
Hostname is assigned as symbolic name to the requesting host. The optional Lease time can be used to set non-standard host-specific lease time,
e.g. 12h, 3d or infinite.

Hostname MAG-Address IPv4-Address Lease time IPv6&-Suffix (hex)

host2 f0:76:1c:3b:ch:13 (192.168.2.2) + 192.168.2.2 % 10

Add

List of active DHCP and static leases. It is also possible to assign fixed IP addresses to hosts on the network, based on
their MAC (hardware) address.

Hostnames

Hostname IP address

Hostl 192.168.2.35 s

Add

List of existing host names. Addition or deletion is allowed for the user.

Static routes

Routes specify over which interface and gateway a certain host or network can be reached.

STATIC IPV4 ROUTES

Interface Target IPv4-Netmask IPv4-Gateway Metric MTU Route type
Host-]P or Network if target is a network
lan — 192.168.0.254 255.255.255.255 192.168.0.254 0 1500 unicast =
Add

STATIC IPV6 ROUTES

Interface Target IPv&-Gateway Metric MTU Route type

IPvé-Address or Network (CIDR)

lan - 0:0:0:0:0:ffff:c0a8:fe 0:0:0:0:0:ffff:c0a8:fe 0 1500 unicast =
lan = 0 1500 unicast =
Add

Current IPv4 and IPv6 static routes configuration.
Interface: Let to choose for which interface static route is created.
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Target: Defines target host IP or network.

IPv4 Netmask: Defines netmask if the target is a network.

IPv4/IPv6 Gateway: Defines IPv4 or IPv6 gateway.

Metric: Specifies the route metric to use for the route.

MTU: Maximum Transmit/Receive Unit, in bytes.

Route type: All incoming packets can be: accepted, rejected, or dropped.

Diagnostics

192.168.2.2 openwrt.org openwrt.org
IPvd < ISESE Traceroute

Nslookup

Diagnostics tools which can be used to diagnose some of the networking problems: ping, traceroute and nslookup.

Firewall

This subsection is divided into four categories: general settings, port forwards, traffic rules and custom rules.

General settings

| _____GENERAL SETTINGS|
Enable SYM-flood protection
Drop invalid packets ]
Input accept w
Output accept w
Forward reject v

General firewall settings can be changed in the General Settings screen. These settings are defined as follows:
Input: All incoming packets can be: accepted, rejected, or dropped.

Output: All outgoing packets can be: accepted, rejected, or dropped.

Forward: All packets being sent to another device can be: accepted, rejected, or dropped.

ZONES
Zone = Forwardings Input Output Forward Masquerading MSS clamping
lan: Edit
o0 wan accept < accept < accept <

lan: . B = Delete
wan:

wan: l.-‘

e .
. . v o

wané: .*. reject accept * reject Edit

gsm: .° Delete

wwan: o = REJECT

—

Add

Additional zones for the firewall can be created, edited or deleted.

Zone => Forwardings: Defines zones and their traffic flow.

Input: All incoming packets can be: accepted, rejected, or dropped.

Output: All outgoing packets can be: accepted, rejected, or dropped.

Forward: All packets being sent to another device can be: accepted, rejected, or dropped.

Masquerading: Allows one or more devices in a zone network without assigned IP addresses to communicate with the
Internet.

MSS clamping: Change the maximum segment size (MSS) of all TCP connections passing through this zone with MTU
lower than the Ethernet default of 1500.

4 Additional actions can be performed with zones: add, edit, delete.
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General Settings Advanced Settings

Name | newzone |
Input | accept V|
Output | accept V|
Forward | reject V|
Masquerading O

MSS clamping |:|

Covered networks

(] gsm: 52

(] tam: 2] @

(] wan: L=l

[] wans: ;2

O create: | |

Common properties of newly created or edited zones can be edited in this panel. The input and output options set the
default policies for traffic entering and leaving this zone while the forward option describes the policy for forwarded
traffic between different networks within the zone. Covered networks specify which available networks are members of
this zone.

General Seftings | QabCEN = E= il

Restrict to address family | IPv4 and IPvE V|
Restrict Masquerading to given source .
subnets [0.0.0.00 [
Restrict Masquerading to given destination .
subnets [0.0.0.010 [
Force connection tracking |:|

Enable logging on this zone |:|

Advanced settings of newly created or edited zones. Restrict to address family option defines to what IP families the
zone belongs to IPv4, IPv6 or both. Restrict masquerading to given source/destination subnets defines one or more
subnets for which the masquerading option is applied. Connection tracking and logging options enable additional
information gathering on the zone.

Allow forward to destination zones:

] lan: Lol sy

g

Allow forward from source zZones:

O lan: L=l sy

Controls the forwarding policies between new/edited zone and other zones. Destination zones cover forwarded traffic
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originating from the new/edited zone. Source zones match forwarded traffic from other zones targeted at the
new/edited zone. The forwarding rule is unidirectional, e.g. a forward from LAN to WAN does not imply permission to
forward from WAN to LAN as well.

Port forwards

PORT FORWARDS

Forward to

IP 192.168.2.1, port 4000 in lan

IP 192.168.2.1, port 4001 in lan

New port forward:

Name Match
IPvd-tcp
4000 From any host in wan
Via any router IP at port 4000
IPv4-tcp, udp
4001 From any host in wan
Via any router IP at port 4001
Name Protocol External External port
zone
New port forwal | |TCP+UDP =% wan %

Internal
zone

Internal IP address

lan %

Enable Sort

Internal port

Edit
v
Delete

Edit
F .
Delete

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private
LAN. It is done in a way of routing network packets within a private network created by the device. Settings for the port
forwarding of the device are defined as follows:
Name: The name of the port forwarding rule.

Match: Informs what port forward is matched to.
Forward to: Informs where the port is forwarded to.
Enable: Enable (checked) or disable port forward.
Sort: Allows to sort port forwarding.

The user can add, edit or delete port forwarding rules.

Traffic rules

TRAFFIC RULES

Name

Allow-
DHCP-
Renew

Allow-
Ping

Allow-
IGMP

Allow-
DHCPvE

Match

IPv4-udp
From any host in wan
To any router IP at port 68 on this device

IPvd-icmp with type echo-request
From any host in wan
To any router [P on this device

IPvd-igmp
From any host in wan
To any router IP on this device

IPvG-udp
From IP range fc00:2/6 in wan

Action

Accept input

Accept input

Accept input

Accept input

To IP range fc00:/6 at port 546 on this device

Traffic rules define policies for packets travelling between different zones.
Name: The name of the traffic rule.

Match: Informs what ICMP types are matched.
Action: Informs what action would be performed.
Enable: Enable (checked) or disable the rule.

Sort: Allows to sort rules.

Enable Sort
v

AW
v

AW
v

AW
v

F i

Edit
Delete
Edit
EEE
Edit
Delete

Edit
EEE

The user can add, edit or delete traffic rules. Every rule can be defined by these options: name, restrict to address
family, protocol, match ICMP type, source and destination zones, source MAC, IP addresses and port, destination IP
address and port, action and extra arguments, month and weekdays for which rule will apply, start/stop dates and

times, time in UTC.
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Name Match Action Enable Sort

This section contains no values yet

New source NAT:

Name Source zone Deszt‘lannaetlon To source IP To source port

New SMNAT rule lan < wan Do not rewrite + || Do not rewrite Add and edit...

Source NAT is a specific form of masquerading which allows fine-grained control over the source IP used for outgoing
traffic, for example, to map multiple WAN addresses to internal subnets.

The user can add, edit or delete source NAT rules. For every rule can be defined these options: name, protocol, source
and destination zones, source, destination, SNAT IP addresses, ports, extra arguments, month and weekdays for which
rule will apply, start/stop dates and times, time in UTC.

Custom rules

# This file is interpreted as shell script.

# Put your custom iptables rules here, they will

# be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated on reload, so

# put custom rules into the root chains e.g. INPUT or FORWARD or into the
# special user chains, e.g. input_wan_rule or postrouting_lan_rule.

Custom rules allow the execution of arbitrary iptables commands which are not otherwise covered by the firewall
framework. The commands are executed after each firewall restart, right after the default ruleset has been loaded.

GSM

Gsm settings
o Note: If you have a WCC Lite without a modem, the GSM tab will still be visible, but these changes won't affect
anything.

4 Note: From FW version 1.9.1 Pinger is disabled by default.

Fy Note: If the SIM card has been blocked and a PUK code is required, after entering the new PIN code, delete the
old one, as the new code won't be saved automatically.
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GSM

Configuration page for GS5M modem

STATUS

Active SIM 1

SIM status READY
PIM retry count lefi 3
PUK retry count left 10

SIMCARDS PARAMETERS
- [E8

Enable

FIN coda | |

APN | |

PAP/CHAF username | |

PAPICHAP password | |

Dralnurnber "HgE |

Additional pppd options | |
MODEM PARAMETER 5

Enable data connection

Priority SIM [ 1 W |

@  Which SIM wil be prioritised when swilching cards

Service Type | 2G13GMAG w |

B choos ng modem service bype. For service type fo come o effect, you will have restar conneclion.

PINGER CONFIGURATION

Disable O
Failed ping count | 3
la Limil af failed ping requests, before pinger decides, thal internel connection is lost
Reset modem

la Reset modemn after failed pings

Switch SIM

@ Switch SIM 1o non-priarity afier specified retry count

Pricrity SIM redry count E |
@ How much blocks of filed pings will Bie pinger lalerate, bafare switching o nan-peionty S
Ping interval {minutes) | 2 |
Primary host | google.com |
Secondary host 2244 |
MNetwaork interface | gsm ha |

SIM cards parameters

Parameters for SIM card. If a single SIM modem is used, there won’t be "SIM 1” and "SIM 2" tabs.
Enable: Enable or disable this SIM card.

PIN code: PIN code to use on that SIM card.

APN: APN to use on that SIM car.

PAP/CHAP username: Username (optional).

PAP/CHAP password: Password (optional).

Modem parameters

Enable data connection: Enable or disable data connection through a GSM modem.
Priority SIM: Primary SIM card (if Dual SIM modem is used). Mainly used for pinger configuration.
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Service Type: Which radio access technology will be used when connecting to the GSM network.

Pinger configuration

Pinger is a service which pings defined hosts to check internet connection. If both of these hosts are unreachable
pinger will wait and restart the modem (or switch SIM card, if Dual-SIM modem is installed in WCC Lite)

Disable: Disable pinger functionality.

Failed ping count: Limit of failed ping requests, before the pinger decides that the internet connection is lost.

Reset modem: If checked, pinger resets the gsm modem after "Failed ping count”.

Switch SIM: If checked, pinger switches SIM to non-priority after "Priority SIM retry count”. If an internet connection is
not available with a non-priority SIM as well, the pinger switches back to a priority SIM after one failed ping attempt.
Priority SIM retry count: How many blocks of failed pings will the pinger tolerate, before switching to non-priority SIM.
Ping interval (minutes): Interval between ping requests.

Primary host: The host that will be pinged first.

Secondary host: The host that will be pinged second, if the primary host fails.

Network interface: GSM network interface name.

GSM Pinger is used to detect the status of network connections via cellular networks. This status is written to file

Y (/var/run/board/internet-status) and can be configured to be sent to SCADAs. If the pinger is disabled, the status
is always set equal to zero and should not be trusted to represent internet status. Additionally, this status is
reflected in the "Status”-> “GSM Status” window.

This is Pinger functionality described step by step:

e Pinger will ping the primary host every 2 minutes.

« |f the primary host fails, the pinger redirects to the secondary host immediately.

« If either the primary or secondary host is responding to ping requests, the pinger will continue testing the connection
with every "Ping interval (minutes)” parameter and no further action is taken.

 If both primary and secondary hosts are unreachable, the pinger will start pinging these hosts every "Ping interval
(minutes) / 2” minute for "Failed ping count” times.

 If hosts are still unreachable, the pinger will try to switch SIM and restart the modem (if corresponding parameters
are set) or will restart immediately if a single SIM modem is used.

¢ SIM card is switched to non-priority SIM after "Priority SIM retry count” failed modem restarts with priority SIM. If a
non-priority SIM fails, it is switched to a priority SIM in the next pinger action.

Dual SIM start procedure

The table below shows, which card is expected on boot when a selection is made between Enable/Disable SIM cards
and Primary card.

SIM 1 Enabled SIM 2 Enabled Priority SIM SIM on boot
X 1 1
X 2 1
X 1 2
X 2 2
X X 1 1
X X 2 2
1 Undefined
2 Undefined

SMS Log

#0 SMS logging is available from firmware version 1.9.1

Here the user can find all the messages that were sent to the device. It shows the time that the message was received,
the sender's phone number and the text sent. The SIM card column shows to which SIM card (1 or 2) was the message
sent.



PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT) e wcc LITE

INTERFACES WIRELESS DHCP AND DNS HOSTHAMES STATIC ROUTES DIAGNOSTICS FIREWALL GSM

GSM SETTINGS Hlaa

SMS LOG

Auto refresh Number of items: | 50 v
[ Column filter

Timestamp Phone number Text message SIM card

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor

2024-07-3112:11:56.114 phone_number incididunt ut labore et dolore magna 1
aligua.
2024-07-31 12:11:40.011 phone_number your_text 1

Download sms log archive:

Layer 2 Tunneling Protocol

In computer networking, Layer 2 Tunneling Protocol (L2TP) is a tunnelling protocol used to support virtual private
networks (VPNs) or as part of the delivery of services by ISPs. It does not provide any encryption or confidentiality by
itself. Rather, it relies on an encryption protocol that it passes within the tunnel to provide privacy.

Description

The entire L2TP packet, including payload and L2TP header, is sent within a User Datagram Protocol (UDP) datagram. It
is common to carry PPP sessions within an L2TP tunnel. L2TP does not provide confidentiality or strong authentication
by itself. IPsec is often used to secure L2TP packets by providing confidentiality, authentication and integrity. The
combination of these two protocols is generally known as L2TP/IPsec (discussed below). The two endpoints of an L2TP
tunnel are called the LAC (L2TP Access Concentrator) and the LNS (L2TP Network Server). The LNS waits for new
tunnels. Once a tunnel is established, the network traffic between the peers is bidirectional. To be useful for
networking, higher-level protocols are then run through the L2TP tunnel. To facilitate this, an L2TP session (or 'call’) is
established within the tunnel for each higher-level protocol such as PPP. Either the LAC or LNS may initiate sessions.
The traffic for each session is isolated by L2TP, so it is possible to set up multiple virtual networks across a single
tunnel. MTU should be considered when implementing L2TP. The packets exchanged within an L2TP tunnel are
categorized as either control packets or data packets. L2TP provides reliability features for the control packets, but no
reliability for data packets. Reliability, if desired, must be provided by the nested protocols running within each session
of the L2TP tunnel. L2TP allows the creation of a virtual private dialup network (VPDN) to connect a remote client to its
corporate network by using a shared infrastructure, which could be the Internet or a service provider’'s network.

Setting up the L2TP interface

To create an L2TP tunnel following steps are required:

1. Go to Network > Interfaces > Add new interface:


https://wiki.elseta.com/uploads/images/gallery/2024-07/image-1722428314941.png

WIRELESS DHCP AND DNS

Interfaces

HOSTHAMES

STATIC ROUTES DIAGNOSTICS FIREWALL GSM

Network Status

Uptime: 4h 17m 20s
MAC-Address: C4:93:00:3D:C91E

LAN RX: 2.32 MB {15721 Pkis.)
@ ® ) TX 6.87 MB (11065 Pkis.)
br-lan IPwd: 192,168 1.1/24
IPvG: fd63 55e7 9abc2:01/63
IPwB: fd67-d32b:6158:1/60
Uptime: Oh 4m 595
G5SM MAC-Address: 00:00:00:00:00:00

= RX: 638 B (3 Pkis.)

wwanl TX: 1.04 KB (7 Pids )
IPw4: 100.89.198 57/30
Uptime: 4h 17m 10s
WAN MAC-Address: C4:93:00:3D:C9:1F

= RX: 13.73 MB (98667 Phis )

ath1 TX: 186.53 KB (2266 Pkis.)
IPv4: 192.168.67.118/24
Uptime: 4h 17m 25
MAC-Address: C4:93:00:3D:C9:1F
WANG RX: 13.73 MEB (98667 Pkts.)

P TX: 186.53 KB (2266 Pkis.)

IPwG: fd63:55e7:9abc::c693:f-fe3d.cO1fic4
IPwG: fdG3:55e7:Dabc: 3477128

IPwG-PD: fdG3:55e7:9abc:2::/63

Add new interface. .

Actions

e T T

2. Enter the interface name and select L2TP protocol:

Create Interface

Mame of the new interface I2tp
@ The zllowed characters ars: A-Z, 2-2, 8-9 and _
Mote: interface name length
@ Maximnum length of the name is 15 characters including the sutomatic protocolibridge prefix (br-, Gind-. pppoe- etc.)
Protocol of the new interface L2TP v
Back to Overview
3. Enter the server name and authorization parameters:
COMMON CONFIGURATION
| Advanced Settings || Firewall Settings
‘5 RX: 0B (0 Pkis.)
121p-12tp TX: 0B (0 Pkis.)
Status
Protocol LZTP v
L2TP Server servername
PAP/CHAP username username
PAP/CHAP password rensare @

4. Save and apply the new configuration. A new network interface will appear.

“Revision #6
* Created 26 January 2024 13:13:13 by Gabriele
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