IOMOD 8DI8DO User Manual IEC
60870-5-103

Introduction

IOmod 8DI8DO is a small size stand-alone Modbus RTU or IEC 60870-5-103 digital input and digital output controller
(protocol depends on firmware). IOmod can be used for industrial applications, where digital signalling is used and
robust communication is needed. IOmod is an ideal solution for applications such as data acquisition, control, process
monitoring at remote places. This user manual is written for IEC 60870-5-103 protocol firmware version.

Features

e 8 digital inputs;

Configurable active input signal polarity or input inversion;
8 digital open collector outputs;

Galvanically isolated inputs and outputs;

Pulsed or latched mode for individual outputs;

Possible output feedback measurement with inputs;
Configuration over USB console;

Values with data and time information;

Time synchronization over IEC-60870-5-103;

Drag and Drop firmware upgrade over USB mass storage;
Modbus RTU, IEC-60870-5-103 communication over RS485;
Software-selectable line termination resistor on RS485;
LED indication for input/output and data transmission;
Easy integration with WCC Lite gateway and CloudIndustries.eu platform;

Operational information

IOmod 8DI8DO uses Modbus RTU or IEC 60870-5-103 protocol to communicate with master device over RS485
interface. Protocol used by device can be changed by uploading corresponding firmware. Default communication
settings are: 9600 baud rate, 8N1, Link address - 1.

I0mod 8DI8DO configuration can be changed over USB interface with terminal console likePuTTY or similar.

Status LED

Status LED can be in 3 colors :

Red - Missing power souce to the outputs.
Blue - Device connected to USB.

Green - Normal operation.

Rx/Tx LED

The RX/TX LED on the IOMod flashes when data is either being transmitted or received via the RS485 port.

IEC 60870-5-103 working information

Initialization

IOmod uses a standard IEC-60870-5-103 communication scheme. Initiation, control messages and queries are initiated
by the master (controlling station), while IOmod device (controlled station) only answers these requests. Therefore, the
first message should be sent by master to start/restart communication (7 (RESET CU or LINK RESET FCB). This
message is answered by IOmod with an acknowledgement (ACK). to enable master to proceed with sending other
messages defined by IEC- 60870-5-103 protocol. Other messages are ignored until a successful initialization has taken
place.

Data polling

When initialization is complete, master may poll IOmod device with both Class 1 and Class 2 requests. Class 2 is used


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

when master polls for a cyclic data. Controlled device answers with a message containing Access Demand flag when
spontaneous data exists and master then sends request for Class 1. IOmod would then respond with time-tagged
message.

On first Class 1 request IOmod device always asks for the Access Demand to send an identification string. However, if
there are spontaneous messages to be sent, they will be sent before the identification string.

Output control

To control device outputs master (controlling station) sends command conforming to the IEC-60870-5- 103 protocols. It
should contain output address which is 128 by default. Info number represents number of output pin, while info
elements shows DPI information of output state (1 - off, 2 - on, 0 - intermediate and 3 - not used (defines error)).
Successful command is accepted with a positive acknowledge. Negative acknowledge is returned if the output is
already set or if another command for the same output is already in progress and hasn’t finished yet.

Input messages

When input status changes, IOmod device filters input glitches through filters with a user configurable filter time. When
the filter is passed device sends “Spontaneous” message with “Function type” as input address (default function type
of inputs - 160), and “Info number” as input pin number. Please note that spontaneous messages are answered with a
four-byte time structure not containing date info. Controlling station should therefore be able to handle the signals sent
before the start of a new day.

Time synchronization

To initiate the time synchronization between devices master must send variable frame, with function code “User data
with ACK”, ASDU type “6” and Cause of Transmission “8". Info elements must contain the 7- byte time structure.

As per IEC-60870-5-103 protocol specification time synchronization can be completed for multiple devices using
broadcasting messages. It is included in IEC-60870-5-103 firmware since version 1.7.3. To broadcast time
synchronization message, link address should be equal to 255.

General interrogation

General Interrogation (Gl) is initiated by the master with variable frame, including function code “3” (User data with
ACK), ASDU type “7” and Cause of Transmission “9”. Slave device then responds with an acknowledgement (ACK).
Master gets Gl data by polling with Class 2 request till slave transmits “End of GI” (Cause of Transmission - “10").
IOmod device responds with a time-tagged message, including DPI states of inputs and outputs (Outputs are sent
first). Output and input numbers are represented by “Info number” in protocol.

Device configuration

Input inversion and polarity selection

When active low signalling is needed, user can configure input polarity. When internal pull-up resistors are turned on,
all input statuses are turned on. When low signal is connected to input, status of that input is turned off. If user desires
to turn input status on, when that input signal is low, user then inverts inputs logically. All input indication LED’s stay
the same (are not inverted).

Input / Output grouping

Sometimes two inputs or two outputs must be captured as one DPI input or output. Inputs and outputs can be grouped
into the pairs of two. This allows outputs to be controlled by one DPI command (of address of first output in the group).
Only two neighbour pins can be grouped into pair, while first pin in pair must be an odd number pin. When grouped,
second pin in the pair is not used anymore - all requests for this pin generate an error. For example - OUT1 and OUT2
can be grouped, after that OUT2 is not used; OUT2 and OUT3 cannot be grouped; OUT3 and OUT4 can be grouped, but
OUT4 is not used, etc.
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Picture shows outputs and inputs ungrouped and controlled independently. In this mode, General Interrogation will be
composed of 8 output states and 8 input states.
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In addition to this, picture shows first two outputs grouped into pair, while 3rd and 4th inputs are grouped into pair.
Now, General interrogation will be composed of 7 output states (with OUT2 missing), and 7 input states (with IN4
missing). Output and input numbers is represented by “Info number” in protocol.

Input filter

Input filter is a simple glitch filter with time input. This filter time corresponds to stable time that input must achieve
before sending a status change.

Output pulse time

User can configure outputs to be pulse controlled - it means that output will be turned on for configured amount of
time. When this time runs out, output is turned off. This is useful when pulse toggle relays are used. Output pulse is
independent from output grouping option and can be used on both grouped and ungrouped outputs. When output is
grouped, device will allow only one command completion at a time - when output is already turned ON, other “turn
ON" requests will be responded with NACK. If user desires latching outputs to be used, output pulse time is set to 0.
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Picture shows example of pulse output usage. In this example inputs and outputs are grouped, and output pulse time
is set to 1s. When user sends ON command, OUT2 is pulsed for 1s, and relay is set. This will connect NO contact and
IN2 will turn on (assuming it is not inverted). When user sends OFF command, OUT1 is pulsed, and relay is reset,
turning IN1 on.

Addressing configuration

Devices Output, Input and Output feedback addresses are configurable. This addresses in IEC 60870- 5-103 protocol
are considered as “Function Type”. Output address and Output feedback address are 128 by default. Input address is
160 by default.

i Device is addressed by “Link address”, which is 1 by default.

Testing with The Vinci Software

To test IOmod with default settings, user connects device through RS485 to IEC 60870-5-103 master. Example using
“The Vinci Expert” as serial interface converter and adapter to PC with “The Vinci” software.

# To download The Vinci software please visit website: https://the-vinci.com/

When opening “The Vinci” software, choose IEC 60870-5-103 - Master mode. Initial settings - 9600 baud rate; 8 data,
no parity, 1 stop bit. Press Start, send Time synchronization, General interrogation and go to the “Statistic” tab:

© THEVINCIPROTOCOL ANALYZER
File Tegs Options Help

Protocol: [IEC 608705103 Bxira
Mode: COM33 0 cven 81~ | [ setViNClports | [ Deviee manager | [ Swap ports
= [Master

@
51
=

Seftings T Console I Events I Statistic T The Vinci Expert ]

Tl | Couse [ aspu [ Fun [inF Value Status TimeTag | Count [ Name
(TI=005) Start/restart 1 255 1 (0) z ASC=IOMOD-88 FREE=1414745157 - 0 -
{TI=008) End of g. int 1 255 0 (0 SCAN:Q - - 3
(TI=001) Generzl inter 1 1z8 1 (o OFF[01] S5IN=0 [W12017_.03_20 11:44:00_303 0
{TI=001) Generzl inter 1 1ze z OFF[01] SIN=1 [W]12017.03.20 11:44:00.418 0
(TI=001) Generzl inter 1 1z8 3 (m OFF[01] S5IN=zZ [W12017_.03_20 11:44:00_5Z25 0
{TI=001) Generzl inter 1 1ze 4 (0 OFF[01] SIN=3 [W]12017.03.20 11:44:00.632 0
(TI=001) Generzl inter 1 1z8 5 () OFF[01] 5IN=4 [W12017_.03_20 11:44:00.733 0
(TI=001) Generzl inter 1 1zs & () OFF[01] SIN=5 [W12017.03.20 11:44:00.848 0
(TI=001) Generzl inter 1 1z8 7 OFF[01] S5IN=¢ [W12017.03_20 11:44:00._953 0
(TI=001) Generzl inter 1 1zs 8 OFF[01] SIN=T7 [W12017.03.20 11:44:01.080 0
(TI=001) Generzl inter 1 1&0 1 (m OFF[01] SIN=8 [W12017.03_20 11:44:01_18&7 0
{TI=001) Generzl inter 1 180 z m OFF[01] SIN=3 [W]2017.03.20 11:44:01.274 0
(TI=001) Generzl inter 1 1&0 3 () OFF[01] SIN=10 [W12017.03_20 11:44:01_381 0
{TI=001) Generzsl inter 1 1&0 4 (o) OFF[01] SIN=11 [W]2017.03.20 11:44:01.488 0
(TI=001) Generzl inter 1 1&0 5 () OFF[01] SIN=12 [W12017.03_20 11:44:01_535 0
{TI=001) Generzsl inter 1 1&0 & (0) OFF[01] SIN=13 [W]2017.03.20 11:44:01.702 0
{TI=001) Generzl inter 1 160 T (0 OFF[01] SIN=14 [W]2017.03.20 11:44:01.80% 0
{TI=001) Generzsl inter 1 1&0 e (o) OFF[01] SIN=1% [W]2017.03.20 11:44:01.31¢ 0

As seen in picture, Outputs and inputs are shown with info numbers 1-8, and function types are 128 and 160
respectively.


https://wiki.elseta.com/uploads/images/gallery/2022-03/image-1648639748729.png
https://the-vinci.com/
https://wiki.elseta.com/uploads/images/gallery/2020-10/image-1601991100040.png

General Interrogation, Time Synchronization and General Command options can be found at right side of the program,
in “System” tab.

Output commands are controlled by “General command” window at right side of the program, in “System” tab, with
Output address (Function type) 128, and output number (Info number). Picture shows 1st and 6th output command
sent and “CMD ACK" response received.

° THE VINCI PROTOCOL ANALYZER
File Tags Optiocns Help

Extra

Protocol:
Mode: even 81 ’r | Set VINC! ports H Device man
Settings I Console T Events I Statistic I The Vinci Expert ] System | Tags
[T [Couse [ASDU [run  TimF [alue [ Status [TimeTag [Court [Nz [1|[ddress
TI=005) Start/restart | 255 10 z RSC=IOM... - U] - [ Custom ASDU ASDU:
(TI=008) End of g. int 1 255 a (o SCAN:0 - - 3 - [ Custom Couse Couse:
[TI=001) CMD ACE pos 1 128 14m _s:m=n [W12017.03.20 11:47... 2 -
(TI=001) General inter | 128 z o OFF[01] 5IN=1 [W12017.03.20 11:44... 0 - General i
(TI=001) General inter 1 1z8 3 (o OFF[01] SIN=2 [W12017.03.20 11:44._. 0 - { SCAN number: EI
(TI=001) Cenerzl inter 1 1z8 4 (0 OFF[01] SIN=2 [W]12017.03.20 11:44... 0 - rClock synchronisati
(TI=001) General inter 1 1z8 5 (0 OFF[01] S5IN=4 [W12017.03.20 11:44._. 0 - D v D SM D 5B
(TI=001) CMD ACK pos 1 1z8 & (o) _sm:o [W12017.03.20 11:47._. 2 -
[TI=001) Ceneral inter 1 1z8 7 0 OFF[01] SIN=6 [W12017.03.20 11:44._. 0 - bl PCtime
(TI=001) General inter 1 1z8 8 () OFF[01] SIN=7 [W12017.03.20 11:44._. 0 - rGeneral mmand
(TI=001) General inter 1 160 140 OFF[01] SIN=8 [W12017.03.20 11:44._. 0 -
ITI=001) General inter 1 160 z (o OFF[01] SIN=9 [W12017.03.20 11:44._. 0 -
[TI=001) Cenerzl inter 1 180 3o OFF[01] SIN=10 [W12017.03.20 11:44._. 0 -
(TI=001) General inter 1 160 4 OFF[01] SIN=11 [W12017.03.20 11:44._. 0 -
ITI=001) General inter 1 160 5 (0 OFF[01] SIN=12 [W12017.03.20 11:44._. 0 -
[TI=001) Cenerzl inter 1 180 & o OFF[01] SIN=13 [W12017.03.20 11:44._. 0 -
(TI=001) General inter 1 160 T OFF[01] SIN=14 [W12017.03.20 11:44._. 0 -
(TI=001) General inter 1 160 8 (0) OFF[01] SIN=15 [W12017.03.20 11:44._. 0 -

Picture shows first 4 Outputs and last 4 Inputs grouped (notice the order of info numbers).

© THE VINCI PROTOCOL ANALYZER
File Tags Options Help

Extra

even, 8.1 { | Set VINC] ports || Device mal

Protocol: 70
Mode:

Settings I Conzole I Events I Statistic IThe\.ﬁnci Expert System | Tags
-Address
[ Custom ASDU ASDU
=008) End of g. int 1 255 o (o) SCAN:-0 - - 3 - [ Custom Couse Couse
(TI=001} General inter | 128 1om OFF[01] SIN=0 [W12017.03.20 12:00... 0 -
- -
(TI=001} Cenersl inter | 128 3 (m oFF[01] sIN=2 [W12017.02.20 12:00... O - General
(TI=001} General inter 1 128 5 (o OFF[01] SIN=4 [W12017.03.20 12:00... 0 - SCAN rumber: EI
(TI=001} Ceneral inter | 128 & (o oFF[01] SIN-% [W12017.02.20 12:00... O - rClock synch t
(TI=001) General inter 1 128 7 m OFF[O01] SIN=6 [W12017.03.20 12:00... 0 - ON OsM [Ise
(TI=001} General inter 1 128 8 (o OFF[01] SIN=7 [W12017.03.20 12:00... O -
(TI=001) General inter 1 1e0 1 (0 OFF[01] SIN=8 [W]12017.03_.20 1z-00_._ O - @ FC time Shll
(TI=001} General inter | 180 z m OFF[01] SIN=3 [W12017.03.20 12:00... 0 - General command
(TI=001} Cenersl inter | 180 3 (m oFF[01] SIN=10 [W12017.02.20 12:00... O -
(TI=001) General inter 1 160 4 (m OFF[O01] SIN=11 [W12017.03.20 12:00... 0 -
(TI=001} Ceneral inter | 180 5 (o INTERIM[0O] SIN=12 [W12017.02.20 12:00... O -
(TI=001) General inter | 180 7 m INTERIM[00] SIN=14 [W12017.03.20 12:00... 0 -
T I I . I . f t .
System
1. Dimensions 101 x 119 x 17.5, mm
2. Case IP20, blend PC/ABS self-extinguishing, black

3. Working environment Indoors
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4. Operating temperature

5. Humidity
6. Configuration
7. Firmware upgrade

Electrical specifications

8. Inputs
9. Outputs
Power
10. Power Supply
11. Current consumption

40 | +85°C

5-95% RH (non-condensing)

USB - serial console

USB - mass storage device

8 x 2kV RMS (1 minute) isolated 12-24VDC;
Selectable inversion.

8 x 3kV isolated open collector outputs (300mA
each, Max 50V);

9V to 33V

70 mA

Mounting and installation guide

IOmod 8DI8DO RS485 interface

IOmod 8DI8DO has an integrated 120Q termination resistor which can be enabled or disabled over USB configuration.
It is recommended to use termination at each end of the RS485 cable. See typical connection diagram on Fig. 5.1.

Examplo of RS485 Bus configuration

Omod SOM00 |

MASTER
& &
|l‘R"
L] l - - - B —t ]
‘ Intmgrates termination
resistor snabied
2 - = a =
|
= =a
Hr Fr OTHER
SLave
Gmod SO0 mad SUE00D DEWCE
Integrated termination Imegrated temménation
resiston deapied resistor disabied

IOmod 8DI8DO has 1/8 Unit load receiver which allows to have up to 256 units on line (compared to standard 32 units).
To reduce reflections, keep the stubs (cable distance from main RS5485 bus line) as short as possible when connecting

device.

IOmod 8DI8DO inputs

Typical application of IOmod 8DI8DO inputs is shown on Fig. 5.2. When default configuration for inputs is applied, user
will see inputs connected to +12-24V as “high” or state “1” and input status LED will glow.
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User also can configure to enable pull-up resistors (function is applied for all inputs) and software input inversion. With

this configuration, user will see inputs connected to 0V (see Fig. 5.3) as “high” or state “1”, input status LED will NOT
glow.
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IOmod 8DI8DO outputs

IOmod 8DI8DO has 8 open collector digital outputs. Internal clamp diodes are connected to each output which makes
IOmod 8DI8DO ideal for driving inductive loads like relays. Maximum 300mA per output is allowed. For higher loads

outputs can be connected in parallel. Make sure your power supply can provide enough power. Typical application of
outputs is shown on Fig. 5.4
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Configuration over USB

Driver installation

Device requires USB drivers to work as a Virtual COM port. First-time connection between device and computer could
result in “Device driver software was not successfully installed” error (Fig. 6.1).

Device driver software was not successiully installed

Please corault with your device manufacturer for sssistance getting this device installed.

L5 VO0NE xN{}dnm found

| what can i do if my cevice did not ingall propey?

User then manually installs drivers by selecting downloaded driver folder:
Go to Control Panel -> Device Manager;

Select failed device;

Press “Update driver software”; screen in Fig. 6.2. should appear:

L&) o Update Diirer Software - Unlonown Device

How do you want to search for driver software?

+ Search automatically for updated driver software
Windows will search your computer and the Internet for the Latest driver software
for your device, unbess you've disabled this festure in your device installatson
settings.

2+ Browse my computer for driver software
Lozate and install deiver software manually.,

Select “x86" driver for 32-bit machine, or x64 for 64-bit machine. If not sure, select root folder (folder in which x64 and
x86 lays inside).

1 libewry = Share with = Bum Hew folder

Hame Date modified Type Size

Lo
4 85
& Ipc-vcom
B Ipecen

IOmod configuration with PUTTY terminal

Configuration of IOmod device is done through CLI (Command Line Interface) on a virtual COM port. Drivers needed for
MS Windows to install VCOM will be provided. To open up CLI simply connect to specific V-COM port with terminal
software (it is advised to use PuTTY terminal software. If other software is being used, user might need to send
<return> symbol after each command). When connected user should immediately see main screen. Accidental close
of the terminal window doesn’t stop USB connection, user can connect terminal program again, and press any key on
keyboard to show up main menu again.

User can select the link address of the device as shown on Fig. 6.4.
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£P COMIS - PuTTY e

Navigation is performed by sending number to terminal. User then proceeds by following further on-screen
instructions. For example, to set Baud rate, press [2] to enter baud rate screen; press [1] to edit; enter new
configuration; press [RETURN] to save, or [ESC] to cancel changes. When done, press [0] (exit) before disconnecting
device. Default values is set by pressing [6] on main screen and confirming changes [1]. Baud rate window is shown in
Fig 6.5.

£ COMIS - PuTTY -- | (e

A lot of options can be changed after entering Input / Output configure screen (Fig.6.6). These include filter time,
output pulse time, input and output configuration, output detection with inputs screens.

&P COMI9 - PuTTY [ =)

Input (Fig.6.7) and output grouping screen show the connection between neighbour pins. Straight pins show that input
or outputs are not grouped. Grouped inputs or outputs contain fold slashes in direction of another pin in the pair.
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Input / Output Configure screen lets user to configure Output detection with input (Fig. 6.8). This screen contains
feedback time and connection between inputs and outputs. Connection between inputs and outputs is noted with
straight pins. Attached pins are automatically grouped to conform to IEC-60870-5-103 protocol

£ COM19 - PuTTY [ o il

Changes in the device and firmware version are shown in a Diagnostics Screen. Such diagnostics screen for IOmod
8DIDO is shown in Fig. 6.10.

Main Menu
Menu name Function Values Default values
1. Link Address Setts Link address 1-255 1
Enters configuring
> Baudrate, Parity and screen for 841 or 8+2 (Data+Stop), 9600,
' stop bits communication None, Odd, Even, Mark, Space (Parity) 8+1, Parity -None

settings
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6.1

6.2

6.3

6.4

6.5

Data addressing
config

RS485 Terminating
Resistor

Input pull-up enable
and state inversion

Input / Output
configure

Input grouping;

Output grouping;

Input filter time;

Output pulse time;

Output detection with
inputs (feedback)

Set Default Settings

Firmware Upgrade

Diagnostics

Exit

Protocol simulator

When entered diagnostics screen, user can turn on protocol simulator by pressing [9]. When protocol simulator is
turned on, device will communicate through USB port rather than RS-485 line. Communication on RS-485 line is closed
and all IEC-103 commands will be accepted only from USB. To exit this mode user must restart device.

Enters configuring
screen for Input/
Output address
(function type)

RS485 120 Ohms
Terminating Resistor

Enables input pull-up
resistor. Inputs then
activated by low
signal;

Input inversion
(Inverts input states
in protocol logic)

Enters screen for
configuring (see 6.1 -
6.5 rows below)

Groups or ungroups
inputs

Groups or ungroups
outputs

Input glitch filter -
minimum stable time
to detect input

Sets output pulse
time

Attach and detach
inputs to outputs for
detection;

Set detection timeout
(timeout to send
“Remote Operation” if
inputs not triggered)

Sets Default Settings

Mass Storage Device
Firmware Upgrade

Input / Output states

Exit and disconnect

Firmware upgrade over USB

To update device firmware user must enter main configuration menu and enter Firmware upgrade screen by pressing
[4]is shown in Fig 6.11.

1 - 255 each

0 - 1 (off/on)

0 - 1 (off/on)

8 inputs ungrouped / 4 pairs grouped

8 outputs ungrouped / 4 pairs grouped

1 - 60000 milliseconds

0 - 60000 milliseconds (0 if not used)

0 - 60000 milliseconds (0 if not used)

(1 to confirm, 0 to cancel)

(1 to confirm, 0 to cancel)

160 - Inputs;
128 - Outputs;
128 - Output
feedback

0 (both off)

All inputs ungrouped
by default
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Confirm upgrade by pressing [1];

Device should enter a Firmware Upgrade mode. It means that device switches from USB Console mode into Mass
storage device and computer recognize it as USB Storage.

' It is recommended to close terminal window when entered firmware
. upgrade mode.

Device should the reconnect as a Mass Storage Device:
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Reconnect device, set default settings and check firmware version in Diagnostics screen.
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