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Introduction

IOMOD 8DI8DO is a compact size stand-alone Modbus (RTU) or IEC 60870-5-103 digital input and digital output
controller. IOMOD is used for industrial applications, where digital signaling is used and robust communication is
needed. IOMOD is ideal solution for applications such as data acquisition, observation, control, process monitoring,
testing and measurement at remote places. It is controlled over Modbus or IEC 60870-5-103 protocol, and can be
used with any SCADA system.

Features

8 digital inputs with configurable active signal polarity, or input inversion; Pulse count and ON time count
8 digital open collector outputs for relays

Galvanically isolated inputs and outputs

Configurable over USB

Drag And Drop firmware upgrade over USB

RS485 communication

LED input / output indications, + Data transmission (Rx and Tx) indication.
Spring contact connectors

Small sized case with removable front panel

DIN rail mount

Operating temperature

Power Requirements: 12-24 VDC

Device operational information

IOMOD 8DI8DO uses Modbus (RTU) or IEC 60870-5-103 protocol over the RS485 interface. The protocol used by the
device can be changed by uploading the corresponding firmware. Default communication settings are: 9600 baudrate,
8N1, Slave address - 1.

Status LED

Status LED can be in 3 colors :

Red - Missing power souce to the outputs.
Blue - Device connected to USB.

Green - Normal operation.

Rx/Tx LED

The RX/TX LED on the IOMod flashes when data is either being transmitted or received via the RS485 port.

MODBUS operational information

To read output status, send 01 Modbus command (Read Coils) with resolution of the first register (0), and size of 8.
Returned value will show all 8 output states (1 - turned On, O - turned Off).

To read input status, send 02 Modbus command (Read Discrete Inputs) with resolution of first register (0) and size of 8.
Returned value will show 8 input states.

To read input counter values, send 04 Modbus command (Read Input Registers) or 03 Modbus command (Read Holding
Registers) with resolution of first register (0) and size of 24. Returned data will show pulse count (first register) and ON
time (2" and 3 registers) for each input - pulse count of input #2 will be at register &, and so on. ON time will be
shown as seconds. ON time and pulse count will increase when input pulse is longer than Filter time, which is
configured by user in USB terminal menu. Shorter pulses will be ignored in both pulse and ON time registers. From
software version 1.10, as capacity of input counter expanded to 32-bits, additional 16 registers depict such wider
values in registers 00023-00039.

These input counter values can be changed by using 06 Modbus command.

To turn single output on or off, send command 05 (Write Single Coil), with output address (0 to 7). To turn output on -
send hex value FF0O; to turn off - hex value 0000.



To turn multiple outputs on or off, use command 15 (Write Multiple Coils), and send binary coded value for 8 coils at
address (0) and length 8.

To invert input states by software, or to use pull-up resistors on inputs, configure device over USB terminal. Useable
Modbus commands shown in table below.

Supported MODBUS functions

01 (0x01) Read Coil Status
Reads status of relays (Off or On). IOMOD 8DI8DO has 8 digital outputs from address 0 to address 7.

02 (0x02) Read Discrete Inputs
Reads status of digital inputs (Off or On). IOMOD 8DI8DO has 8 digital inputs from address 0 to address 7; These inputs
are active-high by default; user can turn on pull-up resistors (through USB) to these inputs to make them active-low.

03 (0x03) Read Holding Registers

Lets user read counter/timer values dedicated to digital inputs. There are 40 MODBUS registers. Values held in these
registers are explained in a table below. There are two types of values - Pulse Counter and On Timer, the latter
calculating the time that respective input was held in its active state.

04 (0x04) Read Input Registers

Lets user read counter/timer values dedicated to digital inputs. There are 80 MODBUS registers. Values held in these
registers are explained in a table below. There are two types of values - Pulse Counter and On Timer, the latter
calculating the time in seconds that respective input was held in its active state. This function is deprecated and
mirrors function 0x03 to conform to past versions of IOMOD 16DI.

05 (0x05) Write Single Coil
Sets single digital output On or Off. Output addresses from 0 to 7 (first output - address 0, last output - address 7).

06 (0x06) Preset Single Register
Sets single register. Register addresses is identical to “Read Input Registers” addresses.

15 (OxOF) Write Multiple Coils
Sets multiple digital output On or Off. Output addresses from 0 to 7 (first output - address 0, last output - address 7).

Modbus register mapping table

Register Description Value range

Read coil status (01)
00000-00007 Reading digital outputs DO1-DO8 0-255

Read discrete inputs (02)

00000-00007 Reading digital inputs DI1-DI8 0-255

Read holding register (03), Read input
register (04), Preset Single Register (06)

00000 Pulse count for DI1, Least Significant Word 0-65535

On time, in seconds, for DI1, Least Significant

00001-00002 Word first*

0-4 294967 295

00021 Pulse count for DI8, Least Significant Word 0-65535

On time, in seconds, for DI8, Least Significant

Word first* 0-4294 967 295

00022-00023

Pulse count for DI1-DI8, Least Significant Word

00024-00039 first*

0-4294 967 295
Write single coil (05)

00000-00007 Writing digital outputs DO1-DO8 0x0000 / OxFFOO



Write multiple coils (15)

00000-00007 Writing multiple digital outputs DO1-DO8 0-255

*It is advised to set most significant word of counter/timer first

Testing With “THE VINCI” software

To test IOMOD with default settings for Modbus, user connects device through RS485 to Modbus master. Example using
“The Vinci Expert” device as serial interface converter and adapter to PC with “The Vinci” software. Default settings for
Modbus - 9600 baudrate; 8 data, no parity, 1 stop bit. When opening “The Vinci” software, choose Modbus serial -
Master mode. In settings tab, choose station number (default - 1); configure tags (as described in section 3.A. Modbus
working information); Press start and go to “Statistic” tab:
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Fig. 3.1. Statistic Tab in “The Vinci” software

To test IOMOD with default settings, user connects device through RS485 to IEC 60870-5-103 master. Example using
“The Vinci Expert” as serial interface converter and adapter to PC with “The Vinci” software. When opening “The Vinci”
software, choose IEC 60870-5-103 - Master mode. Initial settings - 9600 baudrate; 8 data, no parity, 1 stop bit. Press
start, send time synchronization, General interrogation and go to “Statistic” tab:
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As seen in Fig. 3.5, Outputs and inputs are shown with info numbers 1-8, and function type is 128 and 160
respectively.

Gl, time synchronization and general command options can be found at right side of the program, in “System” tab.
Output commands are controlled by “General command” window at right side of the program, in “System” tab, with

Output address (Function type) 128, and output number (Info number). Fig. 3.6 shows 15t and 6" output command
sent and “CMD ACK” response received.
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Fig. 3.7 shows first 4 Outputs and last 4 Inputs grouped (notice order of info numbers).
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Technical inf ti
System
1. Dimensions 101 x 119 x 17.5, mm
2. Case ABS, black
3. Working environment Indoors
4, Working temperature -30 | +70°C
5. Recommended operating conditions 5-60°C and 20 - 80%RH;
6. Configuration usB
7. Firmware upgrade USB - mass storage device

Electrical specifications

8 X 2kV isolated 12-24VDC;

8. Inputs Selectable inversion.

8 X 2kV isolated open collector outputs (300mA

9. Outputs each, Max 50V);



Power

10. Power Supply 9V to 33V

11. Current consumption 38mA @ 12VDC, 20mA @ 24VDC

Mounting and installation guide
IOMOD 8DI8DO RS485 interface

IOMOD 8DI8DO has integrated 120Q termination resistor which can be enabled or disabled over USB configuration. It is
recommended to use termination at each end of the RS485 cable. See typical connection diagram on Fig. 5.1.

Termination resistor Termination resistor Termination resistor
R disabled Ry disabled Rr enabled

Fig. 5.1. Connection example of RS485 interface

IOMOD 8DI8DO has 1/8 Unit load receiver which allows to have up to 256 units on line (compared to standard 32

units). To reduce reflections, keep the stubs (cable distance from main RS485 bus line) as short as possible when
connecting device.

IOMOD 8DI8DO inputs

Typical application of IOMOD 8DI8DO inputs is shown on Fig. 5.2. When default configuration for inputs is applied, user
will see inputs connected to +12/24V as “high” or state “1” and input status LED will glow.
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Fig. 5.2. Typical application

User also can configure to enable internal input pull-up resistors (function is applied for all inputs) and software input

inversion. With this configuration, user will see inputs connected to 0V (see Fig. 5.3) as “high” or state “1”, input status
LED will NOT glow.


https://wiki.elseta.com/uploads/images/gallery/2021-06/image-1623932730266.png
https://wiki.elseta.com/uploads/images/gallery/2022-05/image-1651651714870.png

GND (-)

VDC (+)

M
M
g —
M
M
g -
rgp—
M

0101000101000

ouTe

ouT?

ouT8
IN1
IN2
IN3
IN4

s o O s s ) s [ o o

%)|%)|%)1%)|%]|%]|%.

QI oUT4
QI oUTS
QI INS
QI ING
QI IN7
QI INS
QI VDC (+)
Sl GND (-)

®[| ouT3

®[| ouT1
®I] ouT2

Fig. 5.3. Input configuration
IOMOD 8DI8DO outputs

IOMOD 8DI8DO has 8 open collector digital outputs. Internal clamp diodes are connected to each output which makes
IOMOD 8DI8DO ideal for driving inductive loads like relays. Maximum 300mA per output is allowed. For higher loads

outputs can be connected in parallel. Make sure your power supply can provide enough power. Typical application of
outputs is shown on Fig. 5.4
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Fig. 5.4. Output configuration

Configuration over USB

Driver installation

Device requires USB drivers to work as virtual com port. First-time connection between device and computer could
result in “Device driver software was not successfully installed” error.

2 Driver Software nstallation

Device driver software was not successfully installed

Pleade consull with yous dévice manulfacturer for assistance getting this dévice indtalled.

USH VOOM M Mo driver found

Fig. 6.1. Device driver error

User then manually installs drivers by selecting downloaded driver folder:
Go to Control Panel -> Device Manager;
Select failed device;

Press “Update driver software”; following screen should appear:
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fert il Update Dirver Software = Unkncwn Device

How do you want to search for driver software?

# Search automatically for updated driver software

5 will search y uter and the Intemet for the latest driver software

of your device, unless you've disabled this festure in your device installation
seftings.

% Browse my computer for driver software

Locate and install driver software manualby.

Fig. 6.2. Driver update screen

Select “x86" driver for 32bit machine, or x64 for 64bit machine. If not sure, select root folder (folder in which x64 and
x86 lays inside).

# Ipc-veom

a | Ipc-veom

Fig. 6.3. Driver folder for IOMOD device

IOMOD configuration with PUTTY terminal

Configuration of IOMOD device is done through CLI (Command Line Interface) on virtual COM port. Drivers needed for
MS Windows to install VCOM will be provided. To open up CLI simply connect to specific V-COM port with terminal
software (advised to use PUTTY terminal software. If other software is being used, user might need to send <return>
symbol after each command). When connected user should immediately see main screen (Fig. 6.4.)

£P COM39 - PuTTY R =

Fig. 6.4. Main configuration menu

Navigation is performed by sending number to terminal. User then proceeds by following further on-screen
instructions. For example, to set Baudrate, press [2] to enter Baudrate screen; press [1] to edit; enter new
configuration; press [RETURN] to save, or [ESC] to cancel changes. When done, press [0] (exit) before disconnecting
device. Default values is set by pressing [6] on main screen, and confirming changes [1].

If accidentally closed the terminal window, user can connect terminal program again, and press any key on keyboard
to show up main menu.

Main Menu
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Menu Name Function Values Default Values

1. Slave Address Modbus Slave address / ID 1-247 (default: 1)

N . Enters baudrate, data and . .
2. Communication settings parity bit screen - (default: 9600; 8+1+N)

Enables input pull-up
3. Input pull-up enable resistor. Inputs then 0 - 1 (off/on) (default: 1)
activated by low signal

Input inversion (Inverts

4. Input State Inversion input states in modbus) 0 - 1 (off/on) (default: 0)
5. Input filter time Filter for short input pulses 0 - 256000 (ms) (default: 100)
Restarts all input counter .
6. Input counter restart registers to 0 (1 to confirm, 0 to cancel) -
7. Set Default Settings Sets Default Settings (1 to confirm, 0 to cancel) -
. Mass Storage Device )
8. Firmware Upgrade Firmware Upgrade (1 to confirm, 0 to cancel) -
9. Diagnostics Input / Output states - -
0. Exit Exit and disconnect - -

Protocol simulator

After entering diagnostics screen user can turn on protocol simulator by pressing [9]. When protocol simulator is
turned on, device will communicate through USB port rather than RS-485 line. Communication on RS-485 line is closed
and all Modbus commands will be accepted only from USB. To exit this mode user must restart device.

Firmware upgrade over USB

To update device firmware user must enter main configuration menu.

Enter Firmware update screen by pressing [4];

Confirm update by pressing [1];

Device now enters Firmware Upgrade mode. Device reconnects as mass storage device (Fig 6.5.).

4k It is recommended to close terminal window after entering firmware upgrade mode.

. CRP1 ENABLD (E)
-

General options

l Open folder to view files

y using Windows Exploner

ks use this dive for badap
==, y using Windows Badoup

g3 Imoort photas and videos

TOpOas

View maore AutoPlay options in Control Panel

Fig. 6.5. Mass storage device warning

User then must delete existing file “firmware.bin”, and simply upload new firmware file by drag and drop.
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Fig. 6.5. Dragging and dropping new firmware file

Reconnect device and check firmware version. It should now represent the one it was updated to.
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Introduction

IOmod 8DI8DO is a small size stand-alone Modbus RTU or IEC 60870-5-103 digital input and digital output controller
(protocol depends on firmware). IOmod can be used for industrial applications, where digital signalling is used and
robust communication is needed. IOmod is an ideal solution for applications such as data acquisition, control, process
monitoring at remote places. This user manual is written for IEC 60870-5-103 protocol firmware version.

Features

e 8 digital inputs;

Configurable active input signal polarity or input inversion;
8 digital open collector outputs;

Galvanically isolated inputs and outputs;

Pulsed or latched mode for individual outputs;

Possible output feedback measurement with inputs;
Configuration over USB console;

Values with data and time information;

Time synchronization over IEC-60870-5-103;

Drag and Drop firmware upgrade over USB mass storage;
Modbus RTU, IEC-60870-5-103 communication over RS485;
Software-selectable line termination resistor on RS485;
LED indication for input/output and data transmission;
Easy integration with WCC Lite gateway and CloudIndustries.eu platform;

Operational information

IOmod 8DI8DO uses Modbus RTU or IEC 60870-5-103 protocol to communicate with master device over RS485
interface. Protocol used by device can be changed by uploading corresponding firmware. Default communication
settings are: 9600 baud rate, 8N1, Link address - 1.

I0mod 8DI8DO configuration can be changed over USB interface with terminal console likePuTTY or similar.

Status LED

Status LED can be in 3 colors :

Red - Missing power souce to the outputs.
Blue - Device connected to USB.

Green - Normal operation.

Rx/Tx LED

The RX/TX LED on the IOMod flashes when data is either being transmitted or received via the RS485 port.

IEC 60870-5-103 working information

Initialization

IOmod uses a standard IEC-60870-5-103 communication scheme. Initiation, control messages and queries are initiated
by the master (controlling station), while IOmod device (controlled station) only answers these requests. Therefore, the
first message should be sent by master to start/restart communication (7 (RESET CU or LINK RESET FCB). This
message is answered by IOmod with an acknowledgement (ACK). to enable master to proceed with sending other
messages defined by IEC- 60870-5-103 protocol. Other messages are ignored until a successful initialization has taken
place.

Data polling

When initialization is complete, master may poll IOmod device with both Class 1 and Class 2 requests. Class 2 is used


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

when master polls for a cyclic data. Controlled device answers with a message containing Access Demand flag when
spontaneous data exists and master then sends request for Class 1. IOmod would then respond with time-tagged
message.

On first Class 1 request IOmod device always asks for the Access Demand to send an identification string. However, if
there are spontaneous messages to be sent, they will be sent before the identification string.

Output control

To control device outputs master (controlling station) sends command conforming to the IEC-60870-5- 103 protocols. It
should contain output address which is 128 by default. Info number represents number of output pin, while info
elements shows DPI information of output state (1 - off, 2 - on, 0 - intermediate and 3 - not used (defines error)).
Successful command is accepted with a positive acknowledge. Negative acknowledge is returned if the output is
already set or if another command for the same output is already in progress and hasn’t finished yet.

Input messages

When input status changes, IOmod device filters input glitches through filters with a user configurable filter time. When
the filter is passed device sends “Spontaneous” message with “Function type” as input address (default function type
of inputs - 160), and “Info number” as input pin number. Please note that spontaneous messages are answered with a
four-byte time structure not containing date info. Controlling station should therefore be able to handle the signals sent
before the start of a new day.

Time synchronization

To initiate the time synchronization between devices master must send variable frame, with function code “User data
with ACK”, ASDU type “6” and Cause of Transmission “8". Info elements must contain the 7- byte time structure.

As per IEC-60870-5-103 protocol specification time synchronization can be completed for multiple devices using
broadcasting messages. It is included in IEC-60870-5-103 firmware since version 1.7.3. To broadcast time
synchronization message, link address should be equal to 255.

General interrogation

General Interrogation (Gl) is initiated by the master with variable frame, including function code “3” (User data with
ACK), ASDU type “7” and Cause of Transmission “9”. Slave device then responds with an acknowledgement (ACK).
Master gets Gl data by polling with Class 2 request till slave transmits “End of GI” (Cause of Transmission - “10").
IOmod device responds with a time-tagged message, including DPI states of inputs and outputs (Outputs are sent
first). Output and input numbers are represented by “Info number” in protocol.

Device configuration

Input inversion and polarity selection

When active low signalling is needed, user can configure input polarity. When internal pull-up resistors are turned on,
all input statuses are turned on. When low signal is connected to input, status of that input is turned off. If user desires
to turn input status on, when that input signal is low, user then inverts inputs logically. All input indication LED’s stay
the same (are not inverted).

Input / Output grouping

Sometimes two inputs or two outputs must be captured as one DPI input or output. Inputs and outputs can be grouped
into the pairs of two. This allows outputs to be controlled by one DPI command (of address of first output in the group).
Only two neighbour pins can be grouped into pair, while first pin in pair must be an odd number pin. When grouped,
second pin in the pair is not used anymore - all requests for this pin generate an error. For example - OUT1 and OUT2
can be grouped, after that OUT2 is not used; OUT2 and OUT3 cannot be grouped; OUT3 and OUT4 can be grouped, but
OUT4 is not used, etc.
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Picture shows outputs and inputs ungrouped and controlled independently. In this mode, General Interrogation will be
composed of 8 output states and 8 input states.
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In addition to this, picture shows first two outputs grouped into pair, while 3rd and 4th inputs are grouped into pair.
Now, General interrogation will be composed of 7 output states (with OUT2 missing), and 7 input states (with IN4
missing). Output and input numbers is represented by “Info number” in protocol.

Input filter

Input filter is a simple glitch filter with time input. This filter time corresponds to stable time that input must achieve
before sending a status change.

Output pulse time

User can configure outputs to be pulse controlled - it means that output will be turned on for configured amount of
time. When this time runs out, output is turned off. This is useful when pulse toggle relays are used. Output pulse is
independent from output grouping option and can be used on both grouped and ungrouped outputs. When output is
grouped, device will allow only one command completion at a time - when output is already turned ON, other “turn
ON" requests will be responded with NACK. If user desires latching outputs to be used, output pulse time is set to 0.
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Picture shows example of pulse output usage. In this example inputs and outputs are grouped, and output pulse time
is set to 1s. When user sends ON command, OUT2 is pulsed for 1s, and relay is set. This will connect NO contact and
IN2 will turn on (assuming it is not inverted). When user sends OFF command, OUT1 is pulsed, and relay is reset,
turning IN1 on.

Addressing configuration

Devices Output, Input and Output feedback addresses are configurable. This addresses in IEC 60870- 5-103 protocol
are considered as “Function Type”. Output address and Output feedback address are 128 by default. Input address is
160 by default.

i Device is addressed by “Link address”, which is 1 by default.

Testing with The Vinci Software

To test IOmod with default settings, user connects device through RS485 to IEC 60870-5-103 master. Example using
“The Vinci Expert” as serial interface converter and adapter to PC with “The Vinci” software.

# To download The Vinci software please visit website: https://the-vinci.com/

When opening “The Vinci” software, choose IEC 60870-5-103 - Master mode. Initial settings - 9600 baud rate; 8 data,
no parity, 1 stop bit. Press Start, send Time synchronization, General interrogation and go to the “Statistic” tab:

© THEVINCIPROTOCOL ANALYZER
File Tegs Options Help

Protocol: [IEC 608705103 Bxira
Mode: COM33 0 cven 81~ | [ setViNClports | [ Deviee manager | [ Swap ports
= [Master

@
51
=

Seftings T Console I Events I Statistic T The Vinci Expert ]

Tl | Couse [ aspu [ Fun [inF Value Status TimeTag | Count [ Name
(TI=005) Start/restart 1 255 1 (0) z ASC=IOMOD-88 FREE=1414745157 - 0 -
{TI=008) End of g. int 1 255 0 (0 SCAN:Q - - 3
(TI=001) Generzl inter 1 1z8 1 (o OFF[01] S5IN=0 [W12017_.03_20 11:44:00_303 0
{TI=001) General inter 1 1ze PN ] QFF[01] SIN=1 [W]2017.03.20 11:44:00.418 0
(TI=001) Generzl inter 1 1z8 3 (m OFF[01] S5IN=zZ [W12017_.03_20 11:44:00_5Z25 0
{TI=001) Generzl inter 1 1ze 4 (0 OFF[01] SIN=3 [W]12017.03.20 11:44:00.632 0
(TI=001) Generzl inter 1 1z8 5 () OFF[01] 5IN=4 [W12017_.03_20 11:44:00.733 0
(TI=001) Generzl inter 1 1zs & () OFF[01] SIN=5 [W12017.03.20 11:44:00.848 0
(TI=001) Generzl inter 1 1z8 7 OFF[01] 5IN=6 [W12017_.03_20 11:44:00.353 0
(TI=001) Generzl inter 1 1zs 8 OFF[01] SIN=T7 [W12017.03.20 11:44:01.080 0
(TI=001) Generzl inter 1 1&0 1 (m OFF[01] SIN=8 [W12017.03_20 11:44:01_18&7 0
{TI=001) Generzl inter 1 180 z m OFF[01] SIN=3 [W]2017.03.20 11:44:01.274 0
(TI=001) Generzl inter 1 1&0 3 () OFF[01] SIN=10 [W12017.03_20 11:44:01_381 0
{TI=001) Generzsl inter 1 1&0 4 (o) OFF[01] SIN=11 [W]2017.03.20 11:44:01.488 0
(TI=001) Generzl inter 1 1&0 5 () OFF[01] SIN=12 [W12017.03_20 11:44:01_535 0
{TI=001) Generzsl inter 1 1&0 & (0) OFF[01] SIN=13 [W]2017.03.20 11:44:01.702 0
{TI=001) Generzl inter 1 160 T (0 OFF[01] SIN=14 [W]2017.03.20 11:44:01.80% 0
{TI=001) Generzsl inter 1 1&0 e (o) OFF[01] SIN=1% [W]2017.03.20 11:44:01.31¢ 0

As seen in picture, Outputs and inputs are shown with info numbers 1-8, and function types are 128 and 160
respectively.
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General Interrogation, Time Synchronization and General Command options can be found at right side of the program,
in “System” tab.

Output commands are controlled by “General command” window at right side of the program, in “System” tab, with
Output address (Function type) 128, and output number (Info number). Picture shows 1st and 6th output command
sent and “CMD ACK" response received.

° THE VINCI PROTOCOL ANALYZER
File Tags Optiocns Help

Extra

Protocol:
Mode: even 81 ’r | Set VINC! ports H Device man
Settings I Console T Events I Statistic I The Vinci Expert ] System | Tags
[T [Couse [ASDU [run  TimF [alue [ Status [TimeTag [Court [Nz [1|[ddress
TI=005) Start/restart | 255 10 z RSC=IOM... - U] - [ Custom ASDU ASDU:
(TI=008) End of g. int 1 255 a (o SCAN:0 - - 3 - [ Custom Couse Couse:
[TI=001) CMD ACE pos 1 128 14m _s:m=n [W12017.03.20 11:47... 2 -
(TI=001) General inter | 128 z o OFF[01] 5IN=1 [W12017.03.20 11:44... 0 - General i
(TI=001) General inter 1 1z8 3 (o OFF[01] SIN=2 [W12017.03.20 11:44._. 0 - { SCAN number: EI
(TI=001) Cenerzl inter 1 1z8 4 (0 OFF[01] SIN=2 [W]12017.03.20 11:44... 0 - rClock synchronisati
(TI=001) General inter 1 1z8 5 (0 OFF[01] S5IN=4 [W12017.03.20 11:44._. 0 - D v D SM D 5B
(TI=001) CMD ACK pos 1 1z8 & (o) _sm:o [W12017.03.20 11:47._. 2 -
[TI=001) Ceneral inter 1 1z8 7 0 OFF[01] SIN=6 [W12017.03.20 11:44._. 0 - bl PCtime
(TI=001) General inter 1 1z8 8 () OFF[01] SIN=7 [W12017.03.20 11:44._. 0 - rGeneral mmand
(TI=001) General inter 1 160 140 OFF[01] SIN=8 [W12017.03.20 11:44._. 0 -
ITI=001) General inter 1 160 z (o OFF[01] SIN=9 [W12017.03.20 11:44._. 0 -
[TI=001) Cenerzl inter 1 180 3o OFF[01] SIN=10 [W12017.03.20 11:44._. 0 -
(TI=001) General inter 1 160 4 OFF[01] SIN=11 [W12017.03.20 11:44._. 0 -
ITI=001) General inter 1 160 5 (0 OFF[01] SIN=12 [W12017.03.20 11:44._. 0 -
[TI=001) Cenerzl inter 1 180 & o OFF[01] SIN=13 [W12017.03.20 11:44._. 0 -
(TI=001) General inter 1 160 T OFF[01] SIN=14 [W12017.03.20 11:44._. 0 -
(TI=001) General inter 1 160 8 (0) OFF[01] SIN=15 [W12017.03.20 11:44._. 0 -

Picture shows first 4 Outputs and last 4 Inputs grouped (notice the order of info numbers).

© THE VINCI PROTOCOL ANALYZER
File Tags Options Help

Extra

even, 8.1 { | Set VINC] ports || Device mal

Protocol: 70
Mode:

Settings I Conzole I Events I Statistic IThe\.ﬁnci Expert System | Tags
-Address
[ Custom ASDU ASDU
=008) End of g. int 1 255 o (o) SCAN:-0 - - 3 - [ Custom Couse Couse
(TI=001} General inter | 128 1om OFF[01] SIN=0 [W12017.03.20 12:00... 0 -
- -
(TI=001} Cenersl inter | 128 3 (m oFF[01] sIN=2 [W12017.02.20 12:00... O - General
(TI=001} General inter 1 128 5 (o OFF[01] SIN=4 [W12017.03.20 12:00... 0 - SCAN rumber: EI
(TI=001} Ceneral inter | 128 & (o oFF[01] SIN-% [W12017.02.20 12:00... O - rClock synch t
(TI=001) General inter 1 128 7 m OFF[O01] SIN=6 [W12017.03.20 12:00... 0 - ON OsM [Ise
(TI=001} General inter 1 128 8 (o OFF[01] SIN=7 [W12017.03.20 12:00... O -
(TI=001) General inter 1 1e0 1 (0 OFF[01] SIN=8 [W]12017.03_.20 1z-00_._ O - @ FC time Shll
(TI=001} General inter | 180 z m OFF[01] SIN=3 [W12017.03.20 12:00... 0 - General command
(TI=001} Cenersl inter | 180 3 (m oFF[01] SIN=10 [W12017.02.20 12:00... O -
(TI=001) General inter 1 160 4 (m OFF[O01] SIN=11 [W12017.03.20 12:00... 0 -
(TI=001} Ceneral inter | 180 5 (o INTERIM[0O] SIN=12 [W12017.02.20 12:00... O -
(TI=001) General inter 1 1e0 T (0} INTERIM[00] SIN=14 [W]12017.03_.20 1z-00_._ O -
T I I . I . f t .
System
1. Dimensions 101 x 119 x 17.5, mm
2. Case IP20, blend PC/ABS self-extinguishing, black

3. Working environment Indoors
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4. Operating temperature

5. Humidity
6. Configuration
7. Firmware upgrade

Electrical specifications

8. Inputs
9. Outputs
Power
10. Power Supply
11. Current consumption

40 | +85°C

5-95% RH (non-condensing)

USB - serial console

USB - mass storage device

8 x 2kV RMS (1 minute) isolated 12-24VDC;
Selectable inversion.

8 x 3kV isolated open collector outputs (300mA
each, Max 50V);

9V to 33V

70 mA

Mounting and installation guide

IOmod 8DI8DO RS485 interface

IOmod 8DI8DO has an integrated 120Q termination resistor which can be enabled or disabled over USB configuration.
It is recommended to use termination at each end of the RS485 cable. See typical connection diagram on Fig. 5.1.

Examplo of RS485 Bus configuration

Omod SOM00 |

MASTER
& &
|l‘R"
L] l - - - B —t ]
‘ Intmgrates termination
resistor snabied
2 - = a =
|
= =a
Hr Fr OTHER
SLave
Gmod SO0 mad SUE00D DEWCE
Integrated termination Imegrated temménation
resiston deapied resistor disabied

IOmod 8DI8DO has 1/8 Unit load receiver which allows to have up to 256 units on line (compared to standard 32 units).
To reduce reflections, keep the stubs (cable distance from main RS5485 bus line) as short as possible when connecting

device.

IOmod 8DI8DO inputs

Typical application of IOmod 8DI8DO inputs is shown on Fig. 5.2. When default configuration for inputs is applied, user
will see inputs connected to +12-24V as “high” or state “1” and input status LED will glow.
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User also can configure to enable pull-up resistors (function is applied for all inputs) and software input inversion. With

this configuration, user will see inputs connected to 0V (see Fig. 5.3) as “high” or state “1”, input status LED will NOT
glow.
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IOmod 8DI8DO outputs

IOmod 8DI8DO has 8 open collector digital outputs. Internal clamp diodes are connected to each output which makes
IOmod 8DI8DO ideal for driving inductive loads like relays. Maximum 300mA per output is allowed. For higher loads

outputs can be connected in parallel. Make sure your power supply can provide enough power. Typical application of
outputs is shown on Fig. 5.4

GND (-)

VDC (+)

I I I | S S G SO S G

ouT8
IN1

®[| ouT?7
Q

Q
Ol

I OUT1
®|] OuT2
QI OUT3
QI OuUT4
QI OUT5
®|] ouUT6
QI IN3
QI IN4
QI IN5
QI IN6
QI IN7
QI INS
QI VDC (+)
QI GND (-)
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Configuration over USB

Driver installation

Device requires USB drivers to work as a Virtual COM port. First-time connection between device and computer could
result in “Device driver software was not successfully installed” error (Fig. 6.1).

Device driver software was not successiully installed

Please corault with your device manufacturer for sssistance getting this device installed.

L5 VO0NE xN{}dnm found

| what can i do if my cevice did not ingall propey?

User then manually installs drivers by selecting downloaded driver folder:
Go to Control Panel -> Device Manager;

Select failed device;

Press “Update driver software”; screen in Fig. 6.2. should appear:

L&) o Update Diirer Software - Unlonown Device

How do you want to search for driver software?

+ Search automatically for updated driver software
Windows will search your computer and the Internet for the Latest driver software
for your device, unbess you've disabled this festure in your device installatson
settings.

2+ Browse my computer for driver software
Lozate and install deiver software manually.,

Select “x86" driver for 32-bit machine, or x64 for 64-bit machine. If not sure, select root folder (folder in which x64 and
x86 lays inside).

1 libewry = Share with = Bum Hew folder

Hame Date modified Type Size

Lo
4 85
& Ipc-vcom
B Ipecen

IOmod configuration with PUTTY terminal

Configuration of IOmod device is done through CLI (Command Line Interface) on a virtual COM port. Drivers needed for
MS Windows to install VCOM will be provided. To open up CLI simply connect to specific V-COM port with terminal
software (it is advised to use PuTTY terminal software. If other software is being used, user might need to send
<return> symbol after each command). When connected user should immediately see main screen. Accidental close
of the terminal window doesn’t stop USB connection, user can connect terminal program again, and press any key on
keyboard to show up main menu again.

User can select the link address of the device as shown on Fig. 6.4.
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£P COMIS - PuTTY e

Navigation is performed by sending number to terminal. User then proceeds by following further on-screen
instructions. For example, to set Baud rate, press [2] to enter baud rate screen; press [1] to edit; enter new
configuration; press [RETURN] to save, or [ESC] to cancel changes. When done, press [0] (exit) before disconnecting
device. Default values is set by pressing [6] on main screen and confirming changes [1]. Baud rate window is shown in
Fig 6.5.

£ COMIS - PuTTY -- | (e

A lot of options can be changed after entering Input / Output configure screen (Fig.6.6). These include filter time,
output pulse time, input and output configuration, output detection with inputs screens.

&P COMI9 - PuTTY [ =)

Input (Fig.6.7) and output grouping screen show the connection between neighbour pins. Straight pins show that input
or outputs are not grouped. Grouped inputs or outputs contain fold slashes in direction of another pin in the pair.
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4

Input / Output Configure screen lets user to configure Output detection with input (Fig. 6.8). This screen contains
feedback time and connection between inputs and outputs. Connection between inputs and outputs is noted with
straight pins. Attached pins are automatically grouped to conform to IEC-60870-5-103 protocol

£ COM19 - PuTTY [ o il

Changes in the device and firmware version are shown in a Diagnostics Screen. Such diagnostics screen for IOmod
8DIDO is shown in Fig. 6.10.

Main Menu
Menu name Function Values Default values
1. Link Address Setts Link address 1-255 1
Enters configuring
> Baudrate, Parity and screen for 841 or 8+2 (Data+Stop), 9600,
' stop bits communication None, Odd, Even, Mark, Space (Parity) 8+1, Parity -None

settings
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6.1

6.2

6.3

6.4

6.5

Data addressing
config

RS485 Terminating
Resistor

Input pull-up enable
and state inversion

Input / Output
configure

Input grouping;

Output grouping;

Input filter time;

Output pulse time;

Output detection with
inputs (feedback)

Set Default Settings

Firmware Upgrade

Diagnostics

Exit

Protocol simulator

When entered diagnostics screen, user can turn on protocol simulator by pressing [9]. When protocol simulator is
turned on, device will communicate through USB port rather than RS-485 line. Communication on RS-485 line is closed
and all IEC-103 commands will be accepted only from USB. To exit this mode user must restart device.

Enters configuring
screen for Input/
Output address
(function type)

RS485 120 Ohms
Terminating Resistor

Enables input pull-up
resistor. Inputs then
activated by low
signal;

Input inversion
(Inverts input states
in protocol logic)

Enters screen for
configuring (see 6.1 -
6.5 rows below)

Groups or ungroups
inputs

Groups or ungroups
outputs

Input glitch filter -
minimum stable time
to detect input

Sets output pulse
time

Attach and detach
inputs to outputs for
detection;

Set detection timeout
(timeout to send
“Remote Operation” if
inputs not triggered)

Sets Default Settings

Mass Storage Device
Firmware Upgrade

Input / Output states

Exit and disconnect

Firmware upgrade over USB

To update device firmware user must enter main configuration menu and enter Firmware upgrade screen by pressing
[4]is shown in Fig 6.11.

1 - 255 each

0 - 1 (off/on)

0 - 1 (off/on)

8 inputs ungrouped / 4 pairs grouped

8 outputs ungrouped / 4 pairs grouped

1 - 60000 milliseconds

0 - 60000 milliseconds (0 if not used)

0 - 60000 milliseconds (0 if not used)

(1 to confirm, 0 to cancel)

(1 to confirm, 0 to cancel)

160 - Inputs;
128 - Outputs;
128 - Output
feedback

0 (both off)

All inputs ungrouped
by default

All outputs ungrouped
by default

100



"8 com19 - purTy [EESTE>

Confirm upgrade by pressing [1];

Device should enter a Firmware Upgrade mode. It means that device switches from USB Console mode into Mass
storage device and computer recognize it as USB Storage.

' It is recommended to close terminal window when entered firmware
. upgrade mode.

Device should the reconnect as a Mass Storage Device:

. AutcPlay = ]

CRP1 ENABLD (E)
S
General options
Open folder to view files
Ak Use this drive for badup
;. L
=‘= Import photos and videos

User then must delete existing file “firmware.bin”, and simply drag and drop new firmware file.

{ 'K_Jﬂ""" » Computer » CRP1EMABLD (E)

Organize « Share with - Bum Mew folder - T ]
a' Music
=/ Pictures
firrveane
B videos

‘B Computer
&L Locwl Disk ()
e CRPLENABLD (E

W Network

1 item

Reconnect device, set default settings and check firmware version in Diagnostics screen.
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|IOmod 8DI8DO PykoBOACTBO
nonb3oBartend. lNpoTtokos1 MaK
60870-5-103

BBEOAEHWE

IOmod 8DI8DO 3T0 aBTOHOMHbIN KOHTPOJI1Ep LMdPOBON BXoA40B No npoTtokosnam Modbus RTU nam M3K 60870-5-103
(MPOTOKO/ 3aBUCUT OT BCTPOEHHOIrO NMporpamMmmMHoro obecneyerHuns). IOmod ncrnonb3lyeTcs 4as NPOMbILLAEHHOIO
NpPUMeHEeHUs, rae NCNob3yeTcs unudpoBas curHaamsaumnsa n HeobxoonumMa HagexHas cBasb. IOmod asnseTcs
naeasibHbIM peLleHneM A5 TaKuxX NPUIoXKeHUn, kKak cbop AaHHbIX, ynpaBsieHne, MOHUTOPUHI NMPOLLECCOB B
yAaNleHHbIX MecTax. [laHHOe pyKOBOACTBO MOJIb30BaTEssi HAaNUCAHO A1 BEPCUMM MUKPOMPOrpamMmbl NpoTokoaa MIK
60870-5-103.

OCOBEHHOCTW

8 UNGPOBLIX BXOLOB;

8 UMPOBbLIX BLIXOAOB C OTKPbLITbIM KOJIJIEKTOPOM;

HacTpanBaemas akTUBHas MOJNISPHOCTb BXOAHOMO CUrHaNa UN MHBEPCUS BXOAa;
MMy nbCHbIA N QUKCUPOBAHHbLIA PEXUM A1 OTAe/bHbIX BbIXOL0B;
Bo3M0O>XKHOE n3mepeHune BbIXoaHOM 06paTHOM CBA3U C BXOAAMU;
FanbBaHMYECKN pa3BA3aHHbIE BXOAbl U BbIXOAbI;

KoHpurypaumns 4yepe3 USB-KoHcOb;

O6HoBneHMe npoLwmnekn Yyepes USB-HakonuTenb;

CBs3b Modbus RTU, M3K-60870-5-103 yepe3 RS485;

3Ha4yeHns C LaHHbIMU U MH(OPMaLMen 0 BpEMEHU;

CUHXpOHM3auunsa BpeMeHun no M3K-60870-5-103;

MporpamMMHO BbibpaeMblli NocenoBaTeNbHbIA pe3nucTop Ha RS485;
CeeToonogHas UHAMKaUVs 05 BBOAA U Nepefayn AaHHbIX;

MpocTas nHterpaumns co winosom WCC Lite n nnatdopmon Cloudindustries.eu

OMNEPATUBHAA NHO®OPMALUNA

I0mod 16Dl ncnonb3yet npoTokon Modbus RTU nan M3K 60870-5-103 ons ceA3m C BeAyLmMM yYCTPONCTBOM Yepes
nHTepgenc RS485. MNMpoToKos, NCNOJSIb3yeMbll YCTPONCTBOM, MOXKHO U3MEHUTb, 3arpy3nB COOTBETCTBYIOLLYIO
NnpoLwmnBKY. HacTponku cBsA3mn no ymonydanuio: 9600 6oa, 8N1, agpec kaHana - 1.

KoHopurypaumo I0mod MOXXHO U3MeHUTb Yepe3 nHTeppenc USB € MOMOLLbI0 TEPMUHAJIBHOM KOHCOJN, Hanpuvep,
PUTTY nan aHanorn4Hom.

PABOYAA MHO®OPMAL WA MO M3K 60870-5-103

NHnumnanmnsaunsa

IOmod ncnonb3yeT cTaHAAPTHYO cxeMy cBaA3n MIK-60870-5-103. IHMUMMpoBaHMe, ynpasnsaowme coobieHns n
3anpochl MTHULMMPYIOTCA BeAyLWMM (ynpasnsaioLwas cTaHums), a yctponcteso IOmod (KoHTposanpyemas cTaHums)
OoTBEYaeT TOJIbKO Ha 3TW 3anpockl. No3ToMy nepBoe coobLLeHne [0/KHO ObITb OTNPaBIeHO MacTepoM AN Havana /
Bo306HoBNeHMA cBA3N (RESET CU unu LINK RESET FCB). Ha 3To coobuieHne oTBedaeT IOmod ¢ noaTBEp>XAEHNEM
(ACK), 4TOobbl MacTep MOr MPOAOJIKUTL OTMPaBKY APYrux COObLLEeHW, onpenesieHHbIX NpoTokosaoM MIK-60870-5-103.
Opyrve coobLLeHns NrHOPUPYIOTCS A0 YCNEeLWHON HLnanm3aLmm

Onpoc gaHHbIX

Korpa nHuunanusaumnsa 3aBeplueHa, MacTep MOXET onpalwmBaTb yCTponcTBo IOmod ¢ 3anpocaMm Kak kiacca 1, Tak u
Knacca 2. Knacc 2 ucnonb3yeTcsi MpyM OCHOBHbIX OMPOCax LUKINYECKNX AaHHbIX. KOHTponmpyemMoe yCTPOMCTBO
oTBeYaeT cooblleHmeM, coaepxawmm dnar Access Demand, Korfa CyLeCcTBYIOT CMIOHTaHHbIE AaHHbIE, N MacTep
3aTeM OTnpaBssSeT 3anpoc Ansa knacca 1. 3atem IOmod oTBe4YaeT coobLieHNEM C METKO BPEMEHMN.

[Mpn nepBoM 3anpoce knacca 1 ycTtponcTeo IOmMod Bcerga 3anpalimBaeT 3anpoc A0CTYyMNa Ha OTNPaBKYy CTPOKMU
naoeHTugpukaumm. OgHaKo, eci eCTb CNOHTaHHble co0bLEeHNs AN OTNpaBKK, OHM ByAyT OTnpaBiEHbl 40 CTPOKM
naoeHTnunKaumnu.



KOHTpPO/Ib BbIXOO0B

[na ynpaBsieHns BbIXOAaMW YCTPOMCTBa MacTep (ynpaBasoLwas CTaHUNSA) OTNpaBisSeT KOMaHay, COOTBETCTBYIOLLYIO
npoTokosnam M3K-60870-5-103. OH foJKEeH coep)KaTb BbIXOLHOW afpec, KOTOPbIA No yMosl4aHWUIo paBeH 128.
NHGOpMaLnOHHBIN HOMep NpeAcTaB/iSeT HOMepP BbIXO4a, B TO BpeMSA KakK MH(MOPMaLNOHHbIE 3JIEMEHTbI MOKa3blBaloT
nHdopmauuto DPI o cocTossHUM BbIxoAa: 1 - BbIKA, 2 - BKJ, 0 - NPOMEXYTO4YHbIN 1 3 - He Ucnosb3yeTca (onpepenseT
ownbky). YcrnewHaa kKoMaHaa NpuHATa € MOJIOKUTENbHbIM NoATBepaeHneM. OTpuuaTesibHOe NOATBEPXKAEHNE
BO3BpalllaeTCs, eC/IN BbIXO YK€ YCTaHOBJIEH WAN Apyras KOMaHAa A5 TOro Xe BbIX0[a y>Ke BbIMOJIHAETCS U eLle He
3aBepLueHa.

Bxopsawme coobLieHms

Korpa cocTosiHne BXxoda M3MeHseTcs, ycTponcTeo IOmod punbTpyeT BXOOHbIE MIOKK Yepe3 PUuabTpbl C
HaCTpaMBaeMbIM MOJib30BaTesIEM BpeMeHeM huabTpa. MNpy NpoxoXaeHun uabTpa yCTPONCTBO OTNpaBaseT
coobuieHne «CnoHTaHHOE» C «TunoM PyHKLNK» B KaYeCTBe BXOAHOro agpeca (Tun pyHKUUM BXoda rno yMOJ4aHuIo -
160) n «MHhOpPMaLMOHHbBIN HOMepP» B Ka4eCcTBe HOMEpa BXOAHOro KoOHTakTa. ObpaTnTe BHUMaHME, 4TO Ha
CMOHTaHHbIe coobLleHns oTBeYaeT YeTbipexbanToBas BpeMeHHasa CTPYKTypa, He coaeprkallas nHopmaLmio o gaTe.
MosToMy ynpasasoLwaa CTaHUMSA OO/DKHA UMEeTb BO3MOXXHOCTb 06pabaTbiBaTb CUrHabl, OTMPaB/EHHbIE 00 Havanla
HOBOIr0 OHSA.

CUHXpOHM3aLNA BpeEMEHN

[na 3anycka CMHXPOHM3aUNN BPEMEHU MexXAy YCTPONCTBaMn MacTep AOJIKEH OTNPaBUTb MepeMeHHbIN Kagp C KOAOM
hyHKUMN «[aHHble nosib3oBaTensa ¢ ACK», Tun ASDU «6» 1 npudnHa nepenaydun «8». NHpopMmaynoHHbIe 3/1eMeHThbl
[OJDKHBI coflepaTb 7-6aTOBYO CTPYKTYpPY BPEMEHN.

B cooTBeTCTBUMK CO cneundurkaymen npoTokosna MIK-60870-5-103 CMHXPOHMU3ALLINA BPEMEHN MOXKET ObITh 3aBepLUEeHa
ONA HECKONbKNX YCTPONCTB, UCMOJIb3YIOLNX LWMPOKOBeLlaTebHble coobLieHns. OH BKJIOYEH B NpoLMBKY M3IK-
60870-5-103 Ha4ymHasga ¢ Bepcmn 1.7.3. Ons TpaHCASLMN COOBLLEHNSA CUHXPOHM3ALMN BPEMEHWN afpec CCbINIKM AOKEH
6bITb paBeH 255.

O6wwmninn onpoc

O6wwmin onpoc (Gl) MHUUNMPYETCS MacTepoM C MepeMeHHbIM KaapoM, BKJIH0YaA KOA MYHKLUNK «3» (NOoNb30BaTeIbCKUEe
naHHble ¢ ACK), Tnn ASDU «7» 1 npu4nHy nepepayun «9». 3aTemM NogyMHEHHOe YCTPOMNCTBO OTBEYaeT
noateepxaeHuem (ACK). MacTep nony4yaeT faHHble Gl nyTem onpoca € 3anpocoM KJiacca 2, noka BeLOoMbll He
nepenaet «KoHew, Gl» (NnpuynHa nepefayu - «10»). YcTponcteo IOmod oTBeyaeT coobLieHnemM ¢ METKOM BPEMEHN,
BKJIt0OYasA cocTosaHMSA DPl BXO[40B 1 BbIXOA0B (BbIXOAbl OTNPaB/ATCS NepBbiMU). BoiIxoOHble 1 BXOOHbIE HOMepa
0603Ha4eHbl «MHOPMaLNOHHBI HOMEpP» B MPOTOKOJIE.

KOHOUTYPALLINA YCTPOUCTBA

NHBepcnsa BxoaoB 1 BbIGOp NOSISIPHOCTH

Korpa Tpe6yeTc;| aKTMBHaA CUrHaJIn3auna HA3KOIro YpoBH4A, MOJIb30BaTes/lb MOXKET HAaCTPOUTb NMONIAPHOCTb BXO4a.
Korpa BHYTPEHHUE NOoATArnBatowne pe3ncTtopbl BKJIKOYEHbI, BCE BXOOHbI€ COCTOAHNA BKJTKOHYEHDbI. Korga HuU3Kum
YpOBEeHb CUIHala NOAKMKHYEH K BXOAY, COCTOAHMUE 3TOIro BXo4a OTKJIIOHaeTCA. Ecnu nonb3oBaTenb XenaeT BKJIAKYUTb
COCTOSIHME BXOA4a, KOraa 3TOT BXOOAHOW CUIrHaN HU3KWUIA, NOJIb30BaTe b 3aTeM JIOrn4ecku MHBEPTUPYET BXOAbI. Bce
cBeToanmoaHble MHOMKATOPbI BXOAa OCTalOTCA HEU3MEHHbIMA (He I/IHBepTI/IpOBaHbI).

(pynnupoBKa BXO40B / BbIXOLOB

MHorpa oBa BXo4a wUanm Bbixoda OOJKHbI ObiTb 3apMKCMpPOBaHbl Kak 0gunH BXo4 uan Bbixod DPI. Bxoabl nnm Beixona
MOryT GbITb CrpynNMNMPOBaHbl B Mapbl MO ABa. TONIbLKO ABa COCeAHMe BXOA4a UK BbiIXxo4a MOryT BbITb CrpynnUMpoOBaHbl B
rnapbl, B TO BPEMS KaK MepBbI BXO4 UM BbIXOA B Mape A0JKeH BbiTb HEYETHbLIM BXOA0M. [pu rpynnmMpoBaHnumM BTOPOM
BXOZ WK Bbixon B Nape 6osbLUe He NCNOJIb3YEeTCs - BCE 3aMnpoChl K 3TOMY BXoAy reHepupytoT owmnbky. Hanpumep - IN
1 (OUT1) n IN 2 (OUT2) MoryT 6bITb crpynnupoBaHbl, nocse 3Ttoro IN 2 (OUT2) He ncnonb3lyeTtcs; IN 2 (OUT2) n IN 3
(OUT3) He moryT 6bITb crpynnupoBatsbl; IN 3 (OUT3) u IN 4 (OUT4) moryT 6bITb crpynnupoBaHsbl, HO IN 4 (OUT4) He
NCMoNb3yeTcsa U T. 4.

Ha puc. 3.1 nokasaHbl BX0Abl U BbIXOAbl, HE CTPYMMMPOBAHHbIE 1 YMpaB/sieMble He3aBUCUMO. B 3ToM pexnme, O6Lmi
onpoc ByaeT cocTosT U3 8 BXOAHbIX U 8 BbIXOAHbIX COCTOAHUIA. O6paTuTe BHUMaHWe Ha noaktdeHne + V10 un -V 10 :
korpa COM noAk/toYeH K oTpULATEeSIbHOMY HaMpPsHXKEHUI0 MUTaHWs, BXOAblI YNPABAOTCS NMONOXKNTENbHbLIM
Hanps>XeHneM.
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Puc. 3.1. He3aBNCUMbI KOHTPOJIb BXOA0B N BbIXO40B

B nononHeHue K 3TOMy, Ha puc. 3.2 NoKa3aHo, 4TO 1-bIl + 2-01 BbIXOAbl U 3-bii + 4-01 BXOAbl CFPYNMMPOBaHbI B Mapy.
Tenepb 06K onpoc ByaeT coCTOATb U3 7 COCTOSIHUI BbixoaoB (OUT2 6yaeT oTCyTCTBOBaTb) U U3 7 COCTOSIHUN
BxonoB (IN4 6yneT oTcyTCcTBOBaTh). LIndpbl BBOAOB 1 BLIXOA0B B MPOTOKOe ByneT npeacTaBaeHbl Kak
«/IH(hopMaLIMOHHbIM HOMepoM». 3aecb COM nNoaK/toYeH K MOSIOXKMUTENbHOMY HanpsXXeHI0 NCTOYHUKA NUTaHnS, a
BXO[lbl KOHTPOJIMPYOTCSA OTPULLATENbHbLIM Hanps>XeHNeM.

Grouped into DPI pair.
Sending "OFF" will turn
OUT1 On and OUT2 Off.

Grouped into DPI pair.

Input statuses will be shown
as DPI - e.g.: when Bl is
pressed - status "OFF" (01b)
occurs. When both buttons
are pressed "ERR" (11b)
status occurs.

0dasias aowol

. KOHTpOsb CrpynnupoBaHHbIX BXOL0B N BbIXOLOB

BxooHon punbTp

BxonHol hnnbTp NpencTaBnseT coboit NpocTon uibTp cbpoca ¢ BBOLOM BpeMeHW. DTO BpeMsi pusbTpa
COOTBETCTBYET CTabuSIbHOMY BPEMEHU, KOTOPOE LO/IKHO AOCTUYb BXOAHOE 3HaYeHVe nepes oTrpaBKoi N3MeHeHus
COCTOSIHUS.

Bpems nmnynbca Ha BbIXxoae

Monb3oBaTeslb MOXKET HACTPOUTL BbIXOAb! A5 UMIMYJIbCHOIO YNPaBJIEHNS - 3TO O3HAYAET, YTO BbiIXO OyneT BK/OYEH
B T€YeHMe 3afaHHOro BpemMeHun. Korfa 3To BpemMs UCTEKAET, BbIXO OTKJIOYAETCS. DTO M0JIe3HO, KOria NCMOoJsb3YTCS
UMMYJIbCHbIE peJie NepekstoYeHns. BbIXOAHOW UMMYJbC HE 3aBUCUT OT OMUUK FPYNMUPOBKM BbIXOLO0B U MOXKET
NCMNOJIb30BaTbCs Kak Ha CrpyrnnupoBaHHbIX, TaK U Ha He CrpynnuMpoBaHHbIX BbiXxoAax. Korga Bbixod CrpynnupoBaH,
yCTponcTBo 6yAeT pa3pellaTh BbINMOJHEHME TOJIbKO O4HOM KOMaHAbl 3a pas - KOrAa BbIXOL, Y)Ke BKJIOYEH, Ha Apyrue



3arpocChbl «BKJIIOHEHNA» 6yJJ,ET naH oteeT NACK. Ecnm nosb3oBaTesib XXesaeT UCMOJb30BaTh 3annpaemble BbiXO4bl,
BpeMa nMmnyJsibCa Ha BbiIXo4e yCTaHaBJINBaAeTCA Ha 0.

Ha puc. 3.3 nokasaH npuMep UCroJsib30BaHNA UMMYJIbCHOrO BbiX0o4a. B 3ToOM npumepe BXoA4bl N BbIXO4bI
CrpynmnuMpoBaHbl, a BpeMS BbIXOAHOIO UMMYyJ/ibCa YCTaHOBJIEHO paBHbIM 1 c. Korga rnosib3oBaTe b MocbllaeT KOMaHay
BKJ1, To BpeMs uMnynbca Ha OUT2 6yneTt 1 ¢, n pene yctaHaBameaeTcs. 9To coeanHUT HO KOHTakT 1 IN2 BKAOYMTCSA
(Npwn ycnoBmn, 4TO OH He NHBEPTMPOBaH). Korga nosb3oBaTenb oTnpasaseT komaHay OTKJ, To OUTL nonyyuT
MMMynbC, n pene cbpacoviBaeTcs, IN1 BKAOYNTLCA.

Pulse toggle relay

0dsias aool

Configured pulse outputs
and outputs grouped

NERRN

Puc. 3.3. YnpaBneHune pene € MMNyJbCHbIM BbIXO40M

ObHapy>XeHune BbiXx0o4a C NOMOLLbIO BXOO0B

Monb3oBaTesnb MOXXeT 0bHapPYXUTb N3MEHEHME BbIXO4a C MOMOLLbIO BXOA0B (MpyMep nokasaH Ha puc. 3.4).

0dasias aonol

Output feedback is
connected to respective
inputs (OUT1 to IN1,
OUT2 to IN2).

Puc. 3.4. ObHapy»xeHne BbIXOLOB C 06paTHOW CBSA3bIO BXOAa

YT06bl BLISICHUTb, BKJIIOYEHbI /N pesie, Mo/b30BaTelb MOXKeT MNOAKJII0YNTL penelHblie BbixoAbl K Bxogam I0mod
(Heo6Xx0AMMO YyUYMTbIBaTb MaKCMMaJIbHO OOMNYCTUMOE HanpsxeHne). Korga pesne BKJ/OYEHa, YCTPONCTBO OTBEYaEeT
coobuieHnem no npotokoay MIK-60870-5-103 «AncTaHUMOHHOE yrnpaBsieHne». ECnn BXxoabl HUKOrga He BKJIHOYAOTCA
VSN HEe BbIKJII0YAIOTCS, YCTPONCTBO OTNPaBuUT coobuieHne «AncTaHUMOHHOE yrpaB/ieHe» No NCTeYEHNN BPEMEHM
0XXNAAHNA C TEKYLLUMN COCTOAHUAMM BXOAa. Bpemsa oxxuaaHnsa HacTpanBaeTCs Nosib3oBaTeNieM Kak Bpemsa ObpaTHoM
CsAa3n.

HacTponka agpecos

Appeca obpaTHOW CBSI3N YCTPOMCTB BbiIXO4aA, BXOA4a U BbiIXO4a HAacTpamBaloTCca. TU afpeca B NpoTokoae M3K 60870-
5-103 paccMaTpuBatoTCsa Kak «Tun pyHKUnmM». Aopec Bbixo4a 1 agpec obpaTHOM CBA3M Mo yMondaHuto 128. BxoaHom
agpec no ymondaHuo 160.

YCTPONCTBO yKa3biBAaeTCsl B CTPOKE KaK «CCbIJIOYHbIN afpec», YTO Mo YMOYaHUI0 paBHO 1.

TECTUPOBAHWE C NMOMOLWbIO NMPOIrPAMMHOIO



OBECIEHEHWSA “THE VINCI*

YT106bI NpoTecTnpoBaTb IOMod C HacTpoMKaMm No YMOJIHaHUIO, MOb30BaTE b NOAKJOYAET YCTPOMCTBO Yepe3 RS485
K MacTepy M3K 60870-5-103. NMpumep ncnonb3loaHus «The Vinci Expert» B kayecTBe npeobpasoBaTtens
rnocrnenoBaTeNbHOro MHTepgernca n agantepa oasa NK c nporpamMmmHbiM obecnevyenmnem «The Vinci». Mpu oTKpbITUNK
nporpammMmHoro obecne4veHuns «The Vinci» Bbibepute MK 60870-5-103 - pexxum «MacTep». HavyanbHble HaCTPOMNKM -
9600 60p4/c, CKOPOCTb Nepefayun AaHHbIX; 8 AaHHbIX, 6e3 npoBepku YeTHocTn, 1 STOP 6uT. HaxxmuTe lMyck, oTnpasbTe
CuHXpOHM3aums BpemMeHun, O6bLwnm onpoc n nepenanTte Ha BkNaaky «CTaTUCTUKa»:

File Tage Option: Help

° Protocel |sc FRE]

Port A Baudrate [15200 *] Foma [wenzi -] | St viOpots || Devcrmurage || Swppots |

[ Conacle [ B | smsunc | ThevinciExpen |
[l [Coue [ASoU___TFUN__ [nF ™ s [T Tag T Couret [Marme ]
ITI=008} Stare/restaze 1 286 1 10} 2 ASCeIOMOD-88 FREE=1414745187 - [
ITI=008) End of g. int 1 288 o 1o = 3
ITT=001) General inter 1 128 1 10} STH=0 IN12017.03.20 11:44:00.309 L]
ITT=001) General inter 1 128 3 1o STW=1 [N13017.03.30 11:44:00.418 0
ITT=001) General inter 1 128 3 10 ST 13017 ]
ITT=001 ) General inter 1 128 4 10 sIwy 13017 0
(TIm003) General intex 1 1 5 10} sImwd 1301y ]
ITIm001) Genaral intex 1 1 € 10 Siu=s 13017 ]
1T2=004) General intex 1 1 7 10 SLM=6 [M13017. ]
1T2=004) Genaral intex 1 128 4 g IN12017. ]
ITI=008) General inter 1 160 1 10 Nia0ar. L]
(TI=008) General inter 1 160 2 e maoar L]
ITI=001) General inter 1 160 2t w120 0
ITI=001) General inter b 160 4% 13017 L)
(TI=008) General inter 1 160 (L] maoar ]
(TI=001} General inter 3 180 & 10 M1ao1y 0
(T3=003) General inter 1 180 T 10 m1aoar Q
1T3=003) Genaral intex 1 160 (L [WjaoaT. Q

Puc. 3.5. TectnpoaHme IOmod ycTpocTBO C nporpaMmHbiM obecriedyeHnem «The Vinci»

Kak BuaHoO 13 puc. 3.5, Bxofa 1 BbiIxofa npusefeHbl ¢ Homepamu 1-8, Tun pyHKuum - 128 n 160 cOOTBETCTBEHHO.
HacTpownkn CnHXxpoHn3aums BpemeHun, O6Lnim onpoc MOXXHO HaTU B MPaBOW 4YaCTu MPOrpaMMsbl, B BKJIaAKe
«Cucrtema».

BbiXoAHble KOMaHAbl YNPaBAsOTCA OKHOM «ObLe KoMaHabl» B MPAaBOW YacTu NpPOrpaMmbl, Ha BKlagke «CucteMma», C
agpecoM Bbixoda (Tun pyHKLUMM) 128 n HoMmepom BbiIxoda (HoMep nHopMaunum). Ha puc. 3.6 NnokasaHbl
oTnpasJieHHble 1-9 N 6-9 KOMaHAbl BbIXxo4a 1 nojsydeH oteeT «CMD ACK».

Ha Puc. 3.7 noka3aHbl nepsble 4 BbIXOAa U CrPyNnupoBaHHble nocaenHne 4 Bxoaa (obpaTnte BHUMaHME Ha MOPSALOK
MH(OPMaLIMOHHBIX HOMEPOB).

File Tags Options Help

Mode:

Extra
Port A Baudrate: [15200 -] Format- [eventd -] | Set VINCI ports | Device man

[m | Couse Jasou Teun  [ne [ Voo ETH | TneTag ] Court THa

(TI=008) Starv/cesvars 1 288 100 2 ASC=IOM... = 0 . asou: ]
(TI=008) End of g. dnz 1 %6 0 SCAN: 0 - 3 Couse: D
(Tr=001) oD ACK pos 1 128 1 M]2017.03.20 11:47... 2

(TI=001) General inter 1 128 1w M12017.09.30 11:44... O i

(TI=001) General inte:r 1 128 L] [¥]2017.03.20 11:44... 0 [ SCEh——— D |
(TI=001) Censral inter 1 120 4o ¥12017.03.20 11:44... 0 Clock sy

(T1=001) General inter 1 128 s 0 ¥12017.03.20 11:44... 0 IE' Ow Ose 0Ose
TI=001) O ACK pos 1 128 & o) M]2017.03.30 11:47... 2

(TI=001) Gensral inter | 128 7 1 M]2017.03.20 11:44... 0 i PCme e pa
(TI=001) Genersl inter 1 128 " M12017.09.30 11:44... 0 Prv—

(TI=001) General inter 1 160 ] (N)2017.03.20 11:44... 0 FUN NE D . E
(TI=001) Cenaral inter 1 160 2 (o) ™12017.09.20 11:44... O

(TI=001) General inter ! 160 3 M]2017.03.20 11:44... 0 III
(TI=a01) Canaral incar 1 160 . M12017.03.20 11:44... 0

ITI=001) Ceneral inter 1 160 L (W]2017.03.20 11:44... 0

(TI=001) Ganaral inter 1 160 & o) M12017.09.20 11:44... 0

(TI=001) General inter 1 160 T 0 [W)2017.03.20 11:44 0

(TT=001} Ganaral imear 1 160 " M12017.03.20 11:44._. 0

Puc. 3.6. OTBeThl ¢ ycTponcTea IOmod nocne oTnpaBku KOMaHAbl 4epes nporpammMmHoe obecneveHune «The Vinci»



or i AR

File Tags Options Help
P
4
.
Settings ] Conscle ] Events 1 Statistic ]TthhnnEzp!ﬂ | System | Tags

T Couse Aspu [ FUN [ Value Satus TimeT, Court [ he | [[Adoress

D Custom ASDU ASDU.
(TI=008) £nd of g. dnz 1 258 L SCAN: 0 3 D Custom Couse Couse
(TI=001) General inter 1 128 L SIN=0 [M]2017.03.20 12:00... 0
(TT=001) Ceneral inter 1 128 3 o) sTH=2 [W]2017.09.20 12:00... 0 General interop
(TI=001) General inter 1 128 5 (0) SIN=4 [¥]2017.03.20 12:00... 0 | <
(TI=001) General inter 1 128 & (o SIli=8 [W13017.03.20 12:00... 0 Clock synchroni sas o
(TI=001) Genezal inver 1 128 7 0 SIleg (¥12017.03.20 12:00... 0 @ Owv Ose Ose
(TI=001) Ceneral inter 1 ze B o SIN=7 [W}2017.03.20 12:00... 0
(TI=001) General inter 1 180 1 sines [W]2017.03.20 12:00... 0 & PCtme - ——
(TI=001) General inter 1 180 a Slk=% (W)3017.08.20 12:00 0 General d
TI=001 Ge: 1l im 1 160 3 @ SIN=10 [(W132017.03.20 12:00. ] e c 1 [
. L e = FuN:[122 | oF 6 Ri: [0
(TI=001) General inter 1 160 4 (0 SIN=11 [W]12017.03.20 12:00 0 Ny o B
(TI=001) Genezal inters 1 160 6 (0 INTERIM[00] SIN=12 [W]3017.03.20 12:00.. 0 m
(TI=001) General inter 1 160 7 0 INTERIM(00] SIN=14 [W]2017.03.20 12:00 0

Puc. 3.7. MpeacTaBieHne CrpynnmpoBaHHbIX BbIXOLOB 1 BXOA0B B MPOrpamMMHoOM obecrnedeHun «The Vinci»

TEXHUHECKAA NHOOPMAL WA

10.

11.

System

[abapuTHbIe pa3mepsbl

Kopnyc

Paboyas obcTaHoBKa

Paboyas TemnepaTypa

BnaxHocTb

KoHurypaums

O6HoBNIEHVE NPOLUNBKMU

dneKTpu4yeckne XxapakKTepucTUKU

Bxoabl

Bbixoabl

MouwHOCTbL

NCTOYHUK NuTaHmsa

MoTpebneHvie Toka

101 x 119 x 17.5 mm

IP20, cMmechb MK / ABC, camo3aTyxatowas,
YyepHas

B nomeweHnmn

40 ] +85°C

5-95% RH (6e3 KoHaeHcauumn)

USB - nocnegoBaTenibHas KOHCON

USB - yCTPONCTBO XpPaHEHNS AaHHbIX

8 x 2kV RMS (1 MUHYyTa) n3011MpoBaHHbIX 12-
24VDC; Bbibpaemas nHeepcus.

8 x 3kV nsonnpoBaHHble BbIXOAbI C OTKPbLIThIM
konnektopom (300 MA Kaxabii, Makc. 50 B);

OT 9B oo 33B

70 MA

PYKOBOLOCTBO INO MOHTAXY N YCTAHOBKE

NHTEP®EINC I0mod 8DISDO RS485

I0mod 8DI8DO nmeeT B MHTErpnpoBaHHbI 120 OM pe3nucTop, KOTOPbIA MOXKET ObiTh BKJIIOYEH UM OTKJIIOYEH MO
KOoHurypaumm USB. PekoMeHAyeTCH MCNOMb30BaTb OKOHEYHYIO Harpy3Ky Ha Ka)kAoM KoHue kKabens RS485. Cwm.
TvnoByl cxemy NMOAKJIIOYEHUSA Ha puc. 5.1.



Example of RS485 Bus configuration

MASTER 10mod 8DISDO
A . A
Ry Ry
B . € € B
l Integrated termination
resistor enabled
<« m < @ < @
| |
Rr Ry OTHER
SLAVE
1Omod 8DISDO 10mod 8DISDO DEVICE
Integrated termination Integrated termination
resistor disabled resistor disabled

Puc. 5.1. TunoBas cxemMa NOAKJ/IOYEHNSA YCTPONCTBA

IOmod 8DI8DO nmeeT NpnemMHUK Harpyskn 1/8 eaqnHuLbl, 4TO NO3BONAET UMeTb A0 256 egnHML B JIMHUMK (MO
CpaBHEHMIO CO CTaHAapTHbIMK 32 eanHULL@MK). YTOObl YMEHbLUUTbL OTPaXKeHWs, Npu NoAKI0HEHNN YCTPONCTBa
OepXXuTte 3arfyLlwKku (pacctossHne kabens oT OCHOBHOM LWNHbI RS485) Kak MOXXHO Kopoye.

IOmod 8DI8DO BXO4bl

Tunn4yHoe npumeHeHne BxoaoB |IOmod nokasaHo Ha puc. 5.2. Koraa npuMeHseTCs KOHPUrypaums no yMoa4aHuio ans
BXO[Z0B, MNOJib30BaTeNb OyaeT BUAETb BXOAbl, MOOK/OYEHHbIE K +12-24B, Kak «BbICOKWA» NN COCTOAHNE «1», 1
CBeTOAMOL COCTOSIHUS BXxoaa byneT cBeTUTbCS.

I0Omod 8DI8DO Vio + 4D +12-24V supply2
IN1 ——> +12:2av
|
+12-24V supplyt <J—— V+ |
0V supply1 |7 V- I
3kV |
Isolation IN8 il D +12-24V
RS485 + A
RS485- —— B
Vio - —| 0V supply2

Puc. 5.2. MpumMep KoHpuUrypaumm seoaa

Monb30BaTe b TaKXXe MOXKET HAaCTPOUTb BKJIIOYEHME HAarpy304HbIX Pe3MCTOPOB ((QYHKLMS NPUMEHSETCS OJ1s BCex
BXOA0B) U MPOrpaMMHYI0 MHBEPCUO BXoda. Mpu Takon KOHMUrypaumn rnosib3oBaTesb OyaeT BMAETb BXOLbI,
nogkatoyeHHble K 0B (cM. Puc. 5.3), Kak «BbICOKMIA» NN COCTOSHMNE «1%», CBETOAMOL COCTOSIHMS BXoAa He byneT
CBETUTbCS.

10mod 8DI8DO Vio + —D +12-24V supply2

IN1 —/—| 0V supply2

+12-24V supplyt <J—— v+ I
0V supply1 |— V- :

3kV

Isolation — l OV supply2

RS485 +

RS485- — B

Vio -

—| 0V supply2

Puic. 5.3. KoHgu1rypaumus ¢ NoATArMBaHWEM U NMPOrpPaMMHO MHBEPCMER BXOAA Ha BXOAHbIX KOHTaKTax

IOmod 8DISDO BbIXO bl



IOmod 8DI8DO has 8 open collector digital outputs. Internal clamp diodes are connected to each output which makes
IOmod 8DI8DO ideal for driving inductive loads like relays. Maximum 300mA per output is allowed. For higher loads
outputs can be connected in parallel. Make sure your power supply can provide enough power. Typical application of
outputs is shown on Fig. 5.4

IOmod nmeeT 8 UNPOBLIX BLIXOAOB C OTKPbITbIM KOEKTOPOM. K Ka)kaoMy BbIXO4Y NOOKAOYEHbI 4NOAbI C
BHYTPEHHUM 32)XMMOM, 4TOo genaeT IOmod naeanbHbIM A5 yNpaBAeHUS UHOYKTUBHbIMU Harpy3kaMm, TakKUMn Kak
pene. Makcumym 300 MA Ha BbIXOL fonyckaeTcs. [na 6onee BbICOKUX HAarpy3oK BbiIX0A4bl MOIYT 6bITb NOAKOYEHbI
napannensHo. YbeaumTech, 4To Baw 610K MUTaHUA MOXXeT obecnevynTb JOCTAaTOYHYIO MOLLHOCTb. TUnoBoe
rnpMMeHeHne BbIXOO0B MoKasaHo Ha puc. 5.4.

10mod 8DIBDO oy Vio + [> +12-2av supply2
clamp N LOAD
ghoce £ ouT1 A > +12:24V supply2
| maximum 300mA per output

+1224V supplyl <J—— v+ |
oV supplyl —— - clamp

3KV diode I iid
Isolation —oute Y[ +12.24V supply2
RS485+ — A
RS485- —— B \ \
a Vio - | ov supply2

Puc. 5.4. TunoBoe npMeHeHne BbIXOL0B

KOHOUT'YPALUUA HEPE3 USB

YCTAHOBKA [IPAABEPA

YcTponcTey TpebytoTcs gpaneepbl USB onsa paboThl B kKayecTBe BUpTYyasnbHoro COM- nopTta. lMepBoe coeanHeHne
MeXX[y YCTPOMNCTBOM U KOMMbIOTEPOM MOXKET NpUBECTU K ownbke «MporpammHoe obecneveHune aparisepa
YCTPOMNCTBA He BbINI0 YCMELIHO YCTAaHOBIEHO».

| Device driver software was not successfully installed

| Please consult with your device manufacturer for assistance getting this device installed.

| usevcoM M No driver found
What can | do if my device did not install propery?

[giose ]

Puc. 6.1. Owwnbka nporpamMmmHoro obecneyeHuns gpaneepa

3aTeM nosib3oBaTesb yCTaHaBANBAET ApaliBepbl BPY4YHYI0, BbIOpaB Narnky 3arpy’>KeHHblX ApaiBepoB: nepengmte B
MaHenb ynpasfieHus -> [ucneTyep yCcTPONCTB; BoibepnTe HemcnpaBHoe yCcTponcTBo; Haxxkmute «O6HOBUTH
nporpaMmmMmHoe obecneyeHne fpanBepa»; LO/KEH MOSBUTLCA CAeAYOLMNIA SKPaH:

i
w \L Update Driver Software - Unknown Device

How do you want to search for driver software?

% Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

# Browse my computer for driver software
Locate and install driver software manually,

Puc. 6.2. 9kpaH obHOBNEHNSA NporpamMmMHoro obecneveHus

BbibepuTe gpanBep «x86» Osa 32-6MTHON MaLLMHbI UK X64 na 64-6UTHOM MawunHbl. Ecnin He yBepeHbl, BbibepuTe
KOPHEBYI0 Nanky (nanky, B KOTOPON nexxaT x64 n x86).
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Puc. 6.3. Nanka c gpariBepamn ycTponcTs Elseta

HACTPOWKA I0mod C TEPMUHAJIOM PUTTY

HacTponka ycTponctea IOmod ocyuwecTtnaseTcsa Yyepes CLI (MHTepdenc KoMaHAHOW CTPOKK) Ha BUpTyasibHOM COM-
nopTy. ByayT npepocTaeneHbl AopanBepbl, Heobxoanmele ana MS Windows ans yctaHoBku VCOM. Y1o6bl oTKpbITh CLI,
MpPoOCTO NOAKAYMNTECH K onpeaesieHHoMy nopTy V-COM c nporpaMmmHbiM obecnevyeHnem TepMuHana. PekomeHayeTtcs
NCMnosib30BaTb NporpaMmHoe obecnevyeHne TepMmuHana PuTTY. ECam ncnonb3yeTcs Apyroe nporpaMmHoe
obecneyeHune, Nosb30BaTENO MOXET NOoTpeboBaTbLCA OTAPABAATL CMMBOJ <return> nocne Ka>kaowm KoMmaHAabl. Mpu
MOOKJ/IOYEHNN MNONb30BaTE/b AO/KEH Cpa3y YBUAETb M1aBHbIA 3KPaH, Kak NokasaHo Ha puc. 6.4. Chy4vanHoe
3aKpbITNE OKHa TepMUHala He ocTaHaB/nBaeT USB-coefnHeHne, Nosib30BaTe b MOXXET CHOBa NMOAKJI0YUTb
nporpamMmMy TepMmHana n Ha)kaTb Jt00yI0 KN1aBuLly Ha KnaBmaType, 4ToObl CHOBa OTKPbITh M1aBHOE MEHIO.

HaBurauymsa ocyLwecTBasSeTCSa NyTeM OTNPaBKM HOMepa Ha TepMunHasl. 3aTeM NoJsib30BaTesib MPOLOJKAET, cneays
OaNlbHENLINM MHCTPYKLMAM Ha 3KpaHe. Hanpumep, A5 HaCTPOMKK nepenaym CKoOpocTu, HaxxmuTe [2], 4Tobbl BONTKU B
3KpaH; HaxxmnTe [1] oNsA pefakTUPOBaHUS; BBEAUTE HOBYIO KOHGUrypauuto; Haxxmmte [RETURN], 4Tobbl cCOXpaHUTb,
nnun [ESC], 4Tobbl OTMEeHUTb U3aMeHeHnsa. Koraa 3akoHuynTe, HaxkxmuTe [0] (Bbixo4) nepen OTKAYEHNEM YCTPONCTBA.
3Ha4yeHns Mo yMon4aHUo yCTaHaBAMBAOTCA Ha)KaTuem [6] Ha rnaBHOM 3KpaHe 1 NoATBepXAEeHNEM namMmeHeHnn [1].

[naBHOE MEeHI0 COLEPXXUT pa3/inyHble BO3MOXKHOCTU HAaCTPOMKN YCTPONCTBa. [oNb30BaTelb MOXKET HacTpouTb Agpec
BBOAa, Haxas [1] (puc. 6.4).

&3 COMIS - PuTTY ESFRCET X

Puc. 6.4. 3kpaH rn1aBHOro MeHo 1 BBOLa ajpeca

YCTaHOBUTL NapaMeTpbl CBA3M, Haxkas [2] (puc. 6.5).



£ COM1S - PuTTY ool |

Puc. 6.5. 9kpaH HacTpoeK CBA3U

MHormne napameTpbl MOTyT ObITb M3MEHEHbI MOC/Ie BXOA4a B 3KpaH HAaCTPOWKK BBoAa / BbiIBOAA, HaxkaBs [6] (Pnc.6.6). K
HUM OTHOCSTCS BpeMs usibTpa, BPEMSA UMMyJibCa Ha BbIXOAE, KOHUIrypaumsa BxoAa 1 BbixoAa, obHapy>XeHure BbIXxoaa
C 9KpaHaMu BXO40B.

&P COM19 - PuTTY ol Eh e |

Puc. 6.6. 9kpaH HaCTPOMKN BXOLOB / BbIXO40B

OKpaH rpynnmpoBKY BXO40B (Pnc.6.7) noka3biBalOT CBA3b Mexay coceHUMUN KOHTaKTaMu. NpsaMble KOHTaKTbI
MoKa3blBalOT, YTO BXO WUJIN BbIXOL He CrpynnupoBaHbl. CrpynnmMpoBaHHble BXO4bl WK BbIXOAbl COAep»XaT KOCble
4epThbl B HanpaeBaeHU APYroro KOHTakKTa B nape.

£P COM19 - PuTTY T

Puc. 6.7. 9kpaH rpynnmpoBKu BXOL40B



JKpaH «HacTpolka BXxoAa / BbIX04a» NMO3BOJIAET MoJ/Ib30BaTEI0 HACTPOUTb 0OHapy>XeHMe BbIX0Aa C MOMOLLbI BXOAa
(pnc. 6.8). 9TOT 3KpaH CoAepPXUT BpeMsi 06paTHONM CBA3U U CBA3b MEXAY BXOoAaMu 1 Bbixodamun. CBA3b Mexnay
BXOZlaMN 1 BbIXOA4aMN OTMEeYeHa NPSMbIMU KOHTakTamMu. MNMpucoeanHeHHbIe KOHTaKTbl aBTOMaTUYECKN FPynnupyoTcs
B COOTBETCTBUM C NpoTOKosiom M3K-60870-5-103.

£P COM19 - PuTTY L) S

Puc. 6.8. ObHapy»xeHKe BbIXO4a C 3KPaHOM BXOL0B

YT1006bI yBUAETb 3Ha4YeHNA BXOO40B 1 BEPCUIO MPOLLUNBKK, NMOJIb30BaTENlb A0JIKEH Bb|6paTb 3KpaH ANarHOCTUKWN, Ha)>XaB
[9] (puc. 6.10.).

"B COM19 - PuTTY oo o5 S

Puc. 6.10. 9kKpaH ouarHoCTUKKN

FMABHOE MEHIKO

Ha3saHuve meHto hyHKUMA LleHHoCTKn 3Ha4YeHnsa No yMon4aHuto

YcTaHaBnuBaeT agpec

CCbIIKK 1-255 1

1. ALpec cCblku

CKOPOCTb Nepeaasn 841 nnn 8+2 (Data+Stop),

2. 4eTHOCTb U CTONGUTLI BBoA mapamMeTpoB CBA3M None, Odd,. Even, Mark, 9600, 8+1, Parity - None
Space (Parity)
KoHcurypaums agpecauyn ~ BBOA HaCTpOEK/””ﬂ 160 - BBOA,
3. LaHHbIX (aupeca BXOHOE)’ BbIXOAO0B 1 - 255 Kaxxabin 128 - Bbixopg; 128 -
‘ ‘ 1“"“ yHKLMM obpaTHas CBA3b BbIXOAA
/] | ]
4. Cornacytowmn pesnctop OKOHeYHbIN pe3nctop RS 0-1 (BbIKN / BKN) 1

RS485 485 120 Om



6.1.

6.2.

6.3.

6.4.

6.5.

PaspelwnTb noaTarveaHne
BXO04a N NHBEPCUIO
COCTOAHUA

KoHdurypuposaH ne
BXO/10B / BbIXO[0B

IpynnupoBka BX040B

IpynmnupoBKa BbIXOA0B

Bpems BxogHoro gpunbTpa

Bpems umnynbca Ha
BbIXOAE

O6Hapy»>xeHue Bbixoaa ¢
BXxoaamu (obpaTHas CBA3b)

YCTaHOBUTb HAaCTPONKK MO
yMoSlHaHuIo

O6HOBNEHUE MPOLLNBKM

[wnarHocTuka

Bobixon

CUMYJIATOP MNMPOTOKOJIA

[Mpn BXo4e B 3KpaH AMAarHOCTUKK MOJib30BaTeslb MOXKET BKJIIOYUTb CUMYJIATOP NPOTOKOJ1a, HaXkaB [9]. Korgpa

CUMYJIATOP MPOTOKOJIa BKJIKOYEH, YCTPONCTBO ByeT cBSA3bIBaThCA Yepe3 nopT USB, a He Yyepe3 nuHuio RS-485. CBA3b
no nuHun RS-485 3aMkHyTa, U BCe KOMaHabl MOK-103 6yayT npuHMMaTbCA ToNbKo oT USB. [ns Toro, 4Tobbl BbIATY U3

BkntovyaeT BxogHOM
noATSArvBaKoLNA
pe3ucTtop. Bxoabl 3aTem
AKTUBUPYIOTCA HU3KUM
curHanom; MiHeepcusa
Bxo4a (MHBepTUpyeT
BXOAHble COCTOAHNA B
Nornke rnpoToKona)

HacTpoikn Bxonos /
BbIX040B (cM. 6.1 - 6.5
CTPOKU HUXE

[pynnupoBaTb 1an
pasrpynnuposaTb BXOAbl

[pynnupoBaTb 1an
pasrpynnmpoBsaTb BbIXOAbI

®dunbTp cbosi BXOAa -
MWHUMaNbHoe cTabusibHoe
BpeMsi AN 06HapyXeHns
BXOAa

HacTponTb Bpems
MUMMyJSibCca Ha BbIXOAE

MopknoyeHve n
oTCoeAUHEeHne BXOL0B K
BbIXO04aM Onsa
obHapy>xeHus; YcTaHOBKa
TanM-ayT obHapyxeHus
(TanMayT ons oTnpaBKu
«AnCTaHUMOHHOIr O
yMpaBAEHUs», €CIN BXOAbI
He cpaboTann)

YcTaHaBnunBaeT HaCTpOI;IKIA
no ymoJsi4aHuto

O6HoBNEHWEe NPOLLUNBKN
YCTPONCTBa XpaHeHUs
[aHHbIX

CocToAHMA BXOA0B

Bbixon v oTKtO4eHne

3TOro peXxnma yCTPONCTBO A0JKHO ObIiTb MepesanyLleHo.

OBHABJIEHWE MPOLIMNBKW YEPE3 USB

015 06HOBNEHWS MPOLIMBKN YCTPOMCTBA MOJIb30BaTESNb AO/IKEH BOWTU B FTABHOE MEHI0 KOH(DUTYpaLUn 1 BONTY B

3KpaH 06HOBNEHMS NPOLLINBKMK, HaXkaB [8], Kak NoKa3aHo Ha puc. 6.11

0 -1 (BbIkN / BKI)

8 BXOLOB He
crpynnupoBaHo / 4 nap
CrpynmnMpoBaHo

Bce BxoAabl He
CrpynmnupoBaH bl No
yMOJIHaHUNIO

8 BbIXOA,0B He
crpynnupoBaHo / 4 nap
CrpynnmpoBaHo

Bce BbIXOAbl HE
CrpynmnupoBaH bl Mo
yMOJIHaHUNIO

1 - 60000 MunancekyHAabl 100

0 - 60000 munnucekyHg (0,
ec/n He NCnosb3yeTcs) 0

1 | ]

0 - 60000 munnucekyHg (0,
ec/iv He ncnosb3yeTcs) 0

1 | ]

(1 ona nogTeepxaeHus, 0
0151 OTMEHBbI)

(1 pna noaTBepxaenus, 0
018 OTMEHBbI)

£ COM19 - PuTTY

Puc. 6.11. OkHO noaTBep>XAeHNs 06HOBIEHNSA MPOLUMBKN

0 (He nHBEpTUpPOBaH 0)



MonTBepaunTe obHOBNIEHME, HaxaB [1]; YCTPONCTBO [O/IXKHO BOWTU B peXXMM 0OHOBJIEHMS MPOLUMBKU. 9TO O3Ha4vaeT,
4YTO YCTPOWNCTBO nepektoyaeTca ns pexxuma USB - nocnenoBaTesibHas KOHCOJIb B YyCTPONCTBO XPaHEHUS OaHHbIX, a
KOMMblOTEP pacrno3HaeT ero kak USB - yCTpOMCTBO XpaHEHNSA AaHHbIX.

]

. Mpw Bxoae B peXXrum 0O6HOBIEHMSA NMPOLUNBKN PEKOMEHAYETCSA 3aKPbITb OKHO TepMUHaNa.
YCTPONCTBO NOBTOPHO MNOAKJ/IOYAETCA KaK YCTPONCTBO XPaHEHUS AaHHbIX:

=

~ CRP1 ENABLD (E9)
-

General options

Open folder to view fles
o using Windows Explores

Ulba Use this drive for badap

using Windows Badop

c Import photos and videos

using Dropbax

Puc. 6.12. OkpaH yBeAOMAEHUIA YCTPONCTBA MAaCCOBOM MNamMaTun

3aTeM Nosb30BaTeNb AOJIKEH YAAINTb CyLecTByOWNA dann «firmware.bin», a 3aTem nepeTawwinTb HOBbIN hanin
npowmnsBkmu (prc. 6.13)

S Computer

& Local Disk (C:)

- CRP1 ENABLD (E
E

€ Hetwerk

Puc. 6.13. Manka, B KOTOpOn XpaHUTCcA dann npowmnskm IOmod

Mepe-noAKJYMTe YCTPONCTBO, YCTAHOBMTE HACTPOMKMN MO YMOHAHUIO 1 MPOBEPbTE BEPCUIO MPOLUMBKM Ha dKpaHe
LVAarHOCTUKM,


https://wiki.elseta.com/uploads/images/gallery/2021-06/image-1623914467899.png

IOMOD 8DI8DO User Manual IEC
60870-5-101

Introduction

IOMod 8DI8DO is a small-size stand-alone Modbus RTU, IEC 60870-5-103 or IEC-60870-5-101 digital input and digital
output controller (protocol depends on firmware). IOmod can be used for industrial applications, where digital signaling
is used and robust communication is needed. IOmod is an ideal solution for applications such as data acquisition,
control, and process monitoring at remote places. This user manual is written for IEC 60870-5-101 protocol firmware
version.

Features

8 digital inputs;

Configurable active input signal polarity or input inversion;

8 digital open collector outputs;

Galvanically isolated inputs and outputs;

Pulsed or latched mode for individual outputs;

Possible output feedback measurement with inputs;

Configuration over USB console;

Values with data and time information;

Drag and Drop firmware upgrade over USB mass storage;

Modbus RTU, IEC-60870-5-103, IEC-60870-5-101 communication over RS485;
Software-selectable line termination resistor on RS485;

LED indication for input/output and data transmission;

Easy integration with WCC Lite gateway and CloudIndustries.eu platform;

Operational information

IOmod 8DI8DO uses Modbus RTU, IEC 60870-5-103, or IEC 60870-5-101 protocol to communicate with the master
device over the RS485 interface. Protocol used by the device can be changed by uploading the corresponding
firmware. Default communication settings are 9600 baud rate, 8E1, Link address - 1.

IOmod 8DI8DO configuration can be changed over a USB interface with a terminal console likePuTTY or similar.

Status LED

Status LED can be in 3 colors :
Red - Missing power source to the outputs.
Blue - Device connected to USB.

Green - Normal operation.

Rx/Tx LED

The RX/TX LED on the IOMod flashes when data is either being transmitted or received via the RS485 port.

IEC 60870-5-101 working information

Initialization

IOmod uses a standard IEC-60870-5-101 communication scheme. Initiation, control messages, and queries are initiated
by the master (controlling station), while the IOmod device (controlled station) only answers these requests. Therefore,
the first message should be sent by the master to request status of link (function code = 9). This message is answered
by 10mod with the status of link (function code = 11) if link is available. Otherwise there is going to be no response.
After receiving the status of link the master will send Reset of remote link command (function code = 0) to restart the
communication. The IOMod can respond with either acknowledgment (function code = 0, ACK) or Negative
Acknowledgment (function code = 1, NACK). If IOMod respond is ACK then the initialization procedure is finished. The
described procedure enables the master to proceed with sending other messages defined by the IEC-60870-5-101
protocol.


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Data polling

When initialization is complete, the master may request data from the IOmod device with general interrogation.
Although according to the protocol specification IOMod will send data on value change. The 8DI8DO IOMod responds
with type 30 (M_SP_TB_1) a single point value with a time tag.

Output control

To control device outputs master (controlling station) sends a command conforming to the IEC-60870-5-101 protocols.
The I0As for outputs are [1,8]. By sending the 45-type command (C_SC_NA 1, single point command) with the selected
IOA you can either turn ON or OFF outputs, just make sure you have the power cable connected to the output power at
the top of the IOMod. Negative acknowledge is returned if the sent command isn't configured. For example wrong IOA
address or Type.

Input messages

When input status changes, IOmod device filters input glitches through filters with a user-configurable filter time. When
the filter is passed device sends a “Spontaneous” message with the 30 data types (M_SP_TB_1), and “IOA” as the input
pin number shifted by 8.

Time synchronization

To initiate the time synchronization between devices the master must send a Clock Sync command. The command
type is C_CS _NA 1 (103) and the Cause of Transmission (COT) has to be 6. The command has to be sent to the correct
link address and CASDU, which is the same as the link address by default. If the sent frame is correct the IOMod will
respond with a C_CS NA 1 (103) type command with the COT (cause of transmission) of 7 and the p/n bit will be
positive (0) also the command will be time-tagged with the device time. If the time synchronization feature is disabled
or the command is sent to an undefined CASDU the response is the same except the p/n bit will be negative (1).

General interrogation

General Interrogation (Gl) is initiated by the master sending the General Interrogation command. The command type is
C_IC_NA 1 (100) and the Cause of Transmission (COT) has to be 6. The command has to be sent to the correct link
address and CASDU, which is the same as the link address by default. If the sent frame is correct the IOMod will
respond with a C_IC_NA 1 (103) type command with the COT (cause of transmission) of 7 and the p/n bit will be
positive (0). Otherwise, it will respond with the same command just that the p/n bit will be negative (1). Then the
device will begin to send all of its data. After that's done the IOMOD will also send another 100 type command with the
COT (cause of transmission) of 10 (ActTerm) meaning the general interrogation is over.

I0As [1,8] are outputs [9,16] - inputs

Device configuration

Input inversion and polarity selection

When active low signaling is needed, the user can configure input polarity. When internal pull-up resistors are turned
on, all input statuses are turned on. When low signal is connected to input, status of that input is turned off. If user
desires to turn input status on, when that input signal is low, user then inverts inputs logically. All input indication
LED’s stay the same (are not inverted).

Input / Output grouping

Sometimes two inputs or two outputs must be captured as one DPI input or output. Inputs and outputs can be grouped
into the pairs of two. This allows outputs to be controlled by one DPI command (of address of first output in the group).
Only two neighbor pins can be grouped into pair, while first pin in pair must be an odd number pin. When grouped,
second pin in the pair is not used anymore - all requests for this pin generate an error. For example - OUT1 and OUT2
can be grouped, after that OUT2 is not used; OUT2 and OUT3 cannot be grouped; OUT3 and OUT4 can be grouped, but
OUT4 is not used, etc.
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Picture shows outputs and inputs ungrouped and controlled independently. In this mode, General Interrogation will be
composed of 8 output states and 8 input states.

Grouped into DPI pair.
Input statuses will be shown as

. . DPI - e.g.: when B1 is pressed -
gglcli?r?; “IgtI?FP I:\f"ﬁ:ﬁq status "OFF" (01b) occurs. When
both buttons are pressed "ERR"
OUT1 On and OUT2 Off. (11b) status occurs.
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In addition to this, picture shows first two outputs grouped into pair, while 3rd and 4th inputs are grouped into pair.
Now, General interrogation will be composed of 7 output states (with OUT2 missing), and 7 input states (with IN4
missing). Output and input numbers is represented by “Info number” in protocol.

Input filter

Input filter is a simple glitch filter with time input. This filter time corresponds to stable time that input must achieve
before sending a status change.

Output pulse time

User can configure outputs to be pulse controlled - it means that output will be turned on for configured amount of
time. When this time runs out, output is turned off. This is useful when pulse toggle relays are used. Output pulse is
independent from output grouping option and can be used on both grouped and ungrouped outputs. When output is
grouped, device will allow only one command completion at a time - when output is already turned ON, other “turn
ON" requests will be responded with NACK. If user desires latching outputs to be used, output pulse time is set to 0.
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Picture shows example of pulse output usage. In this example inputs and outputs are grouped, and output pulse time
is set to 1s. When user sends ON command, OUT2 is pulsed for 1s, and relay is set. This will connect NO contact and
IN2 will turn on (assuming it is not inverted). When user sends OFF command, OUT1 is pulsed, and relay is reset,
turning IN1 on.

Output detection with inputs

Users can detect an output change with inputs.
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To find out if relays are turned on, user can connect relay outputs to IOmod inputs (maximum allowed voltage must be
taken into account). When relays are turned on, device responds with IEC-60870-5-101 protocol message “Remote

Operation”. If inputs are never turned on or off, device will send “Remote Operation” message after time-out period,
with current input statuses. Time-out period is configured by user as a Feedback Time.

Technical information

System

Dimensions 101 x 119 x 17.5, mm

Case IP20, blend PC/ABS self-extinguishing, black

Working environment Indoors
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4. Operating temperature -40 , +85°C

5. Humidity 5-95% RH (non-condensing)
6. Configuration USB - serial console
7. Firmware upgrade USB - mass storage device

Electrical specifications

8 x 2kV RMS (1 minute) isolated 12-24VDC;

8 Inputs Selectable inversion.
8 x 3kV isolated open collector outputs (300mA
o Outputs each, Max 50V);
Power
10. Power Supply 9V to 33V
11. Current consumption 70 mA

Mounting and installation guide
IOmod 8DI8DO RS485 interface

IOmod 8DI8DO has an integrated 120Q termination resistor which can be enabled or disabled over USB configuration.
It is recommended to use termination at each end of the RS485 cable. See typical connection diagram on Fig. 1.

Example of RS485 Bus configuration
MASTER Iomod 8DI8DO

.‘ IRT :inr

B l i - G * < - ] B =——%

Integrated termination

A B ] A B A B ] resistor enabled
- o B

R OTHER

T Ry SLAVE

[0Omod 8DIBDO 10mod 8DI8DO DEVICE
Integrated termination  Integrated termination

resistor disabled resistor disabled
Fig. 1.

IOmod 8DI8DO has 1/8 Unit load receiver which allows to have up to 256 units on line (compared to standard 32 units).
To reduce reflections, keep the stubs (cable distance from main RS485 bus line) as short as possible when connecting
device.

IOmod 8DI8DO inputs

Typical application of IOmod 8DI8DO inputs is shown on Fig. 2. When default configuration for inputs is applied, user
will see inputs connected to +12-24V as “high” or state “1” and input status LED will glow.
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Fig. 2.

User also can configure to enable pull-up resistors (function is applied for all inputs) and software input inversion. With

this configuration, user will see inputs connected to OV (see Fig. 3.) as “high” or state “1”, input status LED will NOT
glow.
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=
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®|] VOC (%)
SI GND (-)

®|:| IN7

®|] IN6

®I] IN5

®D ouTe
ol -
Ol
ol
®[| IN2

Fig. 3.

IOmod 8DI8DO outputs

IOmod 8DI8DO has 8 open collector digital outputs. Internal clamp diodes are connected to each output which makes
IOmod 8DI8DO ideal for driving inductive loads like relays. Maximum 300mA per output is allowed. For higher loads

outputs can be connected in parallel. Make sure your power supply can provide enough power. Typical application of
outputs is shown on Fig. 4.

GND (-)

VDC (+)

(1010101010000 O]

®D INS
®[| IN6
®[| IN7
®[| IN8
®I] VDC (+)
®[| GND (-)

®[| IN4

®[| IN3

®[| ouT?7
S

S

®[| IN

®D ouTe

®D ouTS

®]] ouT4

®[| OuUT3

®D ouT1
®D ouT2

Fig. 4.
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Configuration over USB

Driver installation

Device requires USB drivers to work as a Virtual COM port. First-time connection between device and computer could
result in “Device driver software was not successfully installed” error (Fig. 5.).

A Dviver Software [nstallation
Device driver software was not successfully installed

Please cordult with your device manufacturer Tor ssistance getting this device mstalled.

LS VOO0 W vic driver tound

nat can i do if my eee 3il Dol InSall BIoReTT

Fig. 5.

User then manually installs drivers by selecting downloaded driver folder:
Go to Control Panel -> Device Manager;

Select failed device;

Press “Update driver software”; screen in Fig. 6. should appear:

- e |
o
s ' Update Driver Software - Uninown Device

How do you want to search for driver software?

& Search automatically for updated driver software
Windows will search your computer and the Internet for the Latest driver software
for your devece, unless you've disabled this feature in your device installation
settings.

& Browse my computer for driver software
Lecate and snstall derver software manually,

Fig. 6.

Select “x86" driver for 32-bit machine, or x64 for 64-bit machine. If not sure, select root folder (folder in which x64 and
x86 lays inside).

i libewny = Share with = Buin New folder

]

MHamae Date moddied Type Size

L 1172472005 15:20 File folder

] 1172472005 1520 Fibe Foldes

! Ipc-veom 12/572014 2 Security Catalog TKB
@ lpevenm 11/72,2004 23:20 Setup Information 3kB

IOmod configuration with PuTTY terminal

Configuration of IOmod device is done through CLI (Command Line Interface) on a virtual COM port. Drivers needed for
MS Windows to install VCOM will be provided. To open up CLI simply connect to specific V-COM port with terminal
software (it is advised to use PuTTY terminal software. If other software is being used, user might need to send
<return> symbol after each command). When connected user should immediately see main screen. Accidental close
of the terminal window doesn’t stop USB connection, user can connect terminal program again, and press any key on
keyboard to show up main menu again.
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User can select the link address of the device as shown on Fig. 7.

P COMT - PuTTY — O Py

Fig. 7.

Navigation is performed by sending number to terminal. User then proceeds by following further on-screen
instructions. For example, to set Baud rate, press [2] to enter baud rate screen; press [3] to edit; enter new
configuration; press [RETURN] to save, or [ESC] to cancel changes. When done, press [0] (exit) before disconnecting
device. Default values is set by pressing [7] on main screen and confirming changes [1]. Baud rate window is shown in
Fig. 8.

P COMT - PuTTY - O *

Fig. 8.

A lot of options can be changed after entering Input / Output configure screen (Fig. 9.). These include filter time, output
pulse time, input and output configuration, output detection with inputs screens.
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P COMT - PuTTY - O b

Fig. 9.

Input (Fig. 10.) and output grouping screen show the connection between neighbor pins. Straight pins show that input
or outputs are not grouped. Grouped inputs or outputs contain fold slashes in direction of another pin in the pair.

ER COMT - PuTTY - O *

Fig. 10.
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R COMT - PuTTY

Fig. 11.

Input / Output Configure screen lets user to configure Output detection with input (Fig. 11.). This screen contains
feedback time and connection between inputs and outputs. Connection between inputs and outputs is noted with

straight pins. Attached pins are automatically grouped to conform to IEC-60870-5-101 protocol

Fig. 12.

Changes in the device and firmware version are shown in a Diagnostics Screen. Such diagnostics screen for IOmod

8DIDO is shown in Fig. 12.

Main Menu
Menu name
1. Link Address
> Baudrate, Parity and

stop bits

Function

Setts Link address

Enters configuring
screen for
communication
settings

Values

1-255

8+1 or 8+2 (Data + Stop),
None, Odd, Even, Mark, Space (Parity)

Default values

9600,
8+1, Parity -Even
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5.1

5.2

5.3

5.4

5.5

6.1

6.2

6.3

RS485 Terminating
Resistor

Input pull-up enable
and state inversion

Input / Output
configure

Input grouping;

Output grouping;

Input filter time;

Output pulse time and
select timeout;

Output detection with
inputs;

Protocol settings;

Toggle 24/56 bit time

Change I0A size

Toggle use of
command qualifier

Set default settings;

Firmware update;

Diagnostics screen;

Exit;

Protocol simulator

RS485 120 Ohms
Terminating Resistor

Enables input pull-up
resistor. Inputs then
activated by low
signal;

Input inversion
(Inverts input states
in protocol logic)

Enters screen for
configuring (see 6.1 -
6.5 rows below)

Groups or ungroups
inputs

Groups or ungroups
outputs

Input glitch filter -
minimum stable time
to detect input

Sets output pulse
time

Attach and detach
inputs to outputs for
detection;

Set detection timeout
(timeout to send
“Remote Operation” if
inputs not triggered)

Protocol settings;

Changes toggle bit
time either to 24 or to
56

Changes IOA size
Enables or disables

toggle use of
command qualifier

Sets Default Settings

Mass Storage Device
Firmware Upgrade

Input / Output states

Exit and disconnect

0 - 1 (off/on)

0 - 1 (off/on)

8 inputs ungrouped / 4 pairs grouped

8 outputs ungrouped / 4 pairs grouped

1 - 60000 milliseconds

0 - 60000 milliseconds (0 if not used)

0 - 60000 milliseconds (0 if not used)

24/56

1-3

Disabled/Enabled

(1 to confirm, 0 to cancel)

(1 to confirm, 0 to cancel)

Disabled

0 (both off)

All inputs ungrouped
by default

All outputs ungrouped
by default

100

56

Enabled



When entered diagnostics screen, user can turn on protocol simulator by pressing [9]. When protocol simulator is
turned on, device will communicate through USB port rather than RS-485 line. Communication on RS-485 line is closed
and all IEC-101 commands will be accepted only from USB. To exit this mode user must restart device.

Firmware upgrade over USB

To update device firmware user must enter main configuration menu and enter Firmware upgrade screen by pressing
[8] is shown in Fig. 13.

E® COMT - PuTTY - O e

Fig. 13.

Confirm upgrade by pressing [1];

Device should enter a Firmware Upgrade mode. It means that device switches from USB Console mode into Mass
storage device and computer recognize it as USB Storage.

' It is recommended to close terminal window when entered firmware
. upgrade mode.

Device should the reconnect as a Mass Storage Device:

- butoPlay — X

CRP1 EMNABLD (E3)

Wi

General options
Cpen folder o view fies

x ; 4 Usa this drive for badwp
S

t‘; Impart photos And videos

User then must delete existing file “firmware.bin”, and simply drag and drop new firmware file.
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Reconnect device, set default settings and check firmware version in Diagnostics screen.
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