WCC Excel utility

WCC Excel Utility app can be used to:

e Upload configurations to WCC Lite device. App checks if there are no errors in your WCC Lite excel
configuration file and converts excel configurations to .json file. Excel file - validation— .json file.

e Debug various protocols.

e Create IEC 61850 protocol client and server model from .icd, .scd or .cid extensions.

e Create excel configurations for IEC 61850 protocols.

Connecting WCC Lite

To start using the app you will need to connect your WCC Lite. Fill inHost, Port, Username, password and connect as
required.

2 WCC Excel Utility
Settinas Help

*
Host: |192.168.'.-"3.2'D3 Port: |}’_?_ Uszername: |root Pazsword: |“"""""“""“r Connectl

Configuratien |EC 61850 Config |EC 61830 Excel Debugging

- O

(SRR Users/ elseta/Downloads,

J Output file: |C:,‘Usersfelseta,‘Desktop,‘templates_og,ﬂ Ve — | Convertl Upload configuration |

e Host - an IP address for the device to connect to. (Default value 192.168.1.1)

e Port - a PORT number to which an SSH connection can be made; valid values fall into a range between 1 and
65535. (Default is 22)

e Username - a username which is used to make an SSH connection. (Default username is root)
e Password - a password of a user used for establishing an SSH connection. (Default password is wcclite)

Successful connection

If connection is successful a connection status message will appear. Also a bar on the bottom of the app will turn
green.

e Connection status *

o Successfully connected to 192.168.73.203!

Connected to host: 192.1

Successful connection message

Once connected the app scans your current WCC Litte firmware version and suggest to use a correct conversion
version.

e Recormnmend configuration versi.,

o Recommended version: ¥1.8

If you are using previous WCC Lite firmware versions you could select that from dropdown tab.
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Configuration |EC 61850 Config |EC 61850 Excel Debugging

(2 WCC Excel Utility - O *
Settings  Help
Host: |192.153.?3.203 Port: |?_2 Username: |root Password: [<7

Connect

Excel file: li::_-"'Lls.ers._-"els.eta_-"'Dl::wﬂln::a-:I5-_-""0‘."'1:li:_full:' Output file: |C:.’Usersfelsetaf[}esktopftemplates_OQ. :orwertl Uplead configuration
extracting: etc/config/wcc 63
extracting: etc/ieclld4-slave/0-0-0-0-2404.F=on
extracting: etc/phub/ieclidslave.xlsx

Remowving old files

Setting up new configuration

Starting services

New Protocol HUB configuration was applied

WCC Lite firmware selection tab
Failed connection
In case connection was not successful a connection status message will appear.
€& WCC Excel Utility - O *®
Settings  Help
Host: |192.168.T3.203 Port: (22 Username: |root Password: |*"*"*" Connect
Configuration |EC 61850 Config |EC 61850 Excel Debugging
Excel file:| JOutputfile: J Vig — | Convertl Upload configuration

e Connection status *

e Failed to connect to 192.168.73.203!

Connecting to host: 192.168.73.203 o

Connection failure

Make sure parameters: Host IP, username and passwordyou have entered are correct. Note that connection can only
be successful if a port used for SSH connection is open for IP address filled in the hostname entry field. Also please

check WCC Lite firewall settings in case of connection failure.

Validate and upload

To make a conversion please select your excel configuration file and pressConvert. File will go through various
validation steps. If there are no errors found in the configuration, the output file should contain the generated

configuration, otherwise, an error message is shown to a user.
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(2 WCC Excel Utility - | x
Settings Help
Host: |19}’_.153.?3.203 Port: |P_2 Username: |root Password: |"‘""“"*’1 Connect

Configuration |EC 61830 Config |EC 61850 Excel Debugging

Excel file:|C:,‘Usersfelseta,‘Downloads.‘ApriI,‘iomcﬂ Outputfile:|C:}’Users.‘elsetafDownIoadszpriIfiomcﬂ vig — | Convertl Uplead configuration

Found empty row in excel, skipping.

Found 5 dewvices.

Device: ICMod288 found.

Device: IEC104 SCADA found.

Device: IEC101 SCADA found.

Device: DNP3_ SCRDA found.

Device: Modbus SCADA found.

Found empty row in excel, skipping.

Found 104 signals.

Error in file - C:/Users/elseta/Downloads/April/iomod SDISDC MBUS tcp to IEC104 IEC101 DNP3 Modbus_
SCRDR.x=l=x.

In sheet - Signals I0Mod. In row - 2. Device with device alias - I0Mod38 not found.

Error message indicates where changes need to be made

In order to send a configuration to your WCC Lite pressUpload configuration. If no errors occur, you should finally be
met with text output mentioning configuration has been applied. During the course of the upload process, the
aforementioned button is disabled to prevent spanning multiple concurrent processes.
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(2 WCC Excel Utility - m] *®

Settings Help

Host: |19?_.168.?3.."_03 Port: 22 Username: root Password: [™* Connect
Configuration |EC 61850 Config |EC 61850 Excel Debugging

Excel file: [@ I| - | Output file: C:/Users/elseta/Desktop/templates_ ug.J Vi — | Convertl Upload configuration
[Found 3U signals. A

|[In protocol: "iec el330 server" detected unused variables: access_point.
Generated iec6l8S0-server.json file,

Generated tag-engine.json file.

Generated events-log.json file.

Generated wec file.

COverall time taken: 0.03ms.

Writing file C:/Users/elseta/Desktop/templates_og/ieclO4slave
Copying C:/Usersa/elseca/Desktop/templates og/iecl0d4slave to remote /tmp/config.zip
Stopping services -

Stopping: tag-engine

Stopping: events-log

OF

Resetting GPIO

secting up led LAN

setting up led WAN

setting up led WLAN

Applying new configuration

Archive: /tmp/config.zip

extracting: wversion.txt

extracting: etc/tag-sngine,json

extracting: etc/config/fwcec

extracting: etc/events-log/events-log.json

extracting: ecc/iecél8S0-server/iescél8sS0-server.json
extracting: ecc/phub/WCC full2.xlsx

Removing old files

Secting up new configuration

Starting services ...

!:ar!mq Services

Starting: tag-engine

Starting: pooler

Starting: iecél8S50-client
Starting: events-log

Starting: lua-runner

Enabling on boot: tag-engine
Enabling on boot: pooler
Enabling on boot: iec6l850-client
Enabling on boot: events-log
Enabling on boot: lua-runner

Conr

Successful upload message

Configuration

Configuration of IEC61850 for WCCLite is done via WCC Utility. Elseta WCC Utility has two IEC 61850 selections - IEC
61850 Config and IEC 61850 Excel:

e IEC 61850 Config is used to create a configuration model file, which IEC 61850 Client service will use to
parse reports from the server. IEC 61850 Server is used to send responses to master requests and
commands.

e IEC 61850 Excel is used to generate excel configuration file which in turn will be used to generated
configuration .json via excel-utility.
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(2 WCC Excel Utility
Settings  Help

Cenfiguratic

Host: [192.168.1.1

— O x

Port: |}’_?_ Username:lroot Password: |7

IEC 61850 Config |EC 61850 Excel

Connect

ebugging

J Output file:

1CD files:

J Server —l| Convertl

WCC Utility with IEC61850 selections

Generate model fiIeJ

To generate IEC 61850 Client or Server model file select “Client” or "Server" in drop down selection tab. Upload file
with extensions .icd, .scd or .cid, then select where to output the generated model and press Convert.

2 WCC Excel Utility
Settings  Help
Host: |192.162.73.203

Port: |?_2 Username: |root Password:|*"*"*"* Connect

Configuration 1EC 81850 Config |EC 61850 Excel Debugging

ICD file: |C:.’Usersfelsetaf[}ownloadstCCE.icd J Output file: |C:.’UsersfelsetafDownIoadstCCE.server Server —! |JConvert |

| Server
Client

Generate |IEC 61850 model file

Generate excel file

To generate IEC 61850 Client or Server excel file select “Client” or "Server" in drop down selection tab. Upload file with
extensions .icd, .scd or .cid, then select where to output the generated file and press Convert.

2 WCC Excel Utility
Settings  Help
Host: |192.162.73.203

- O >

Port: |?_2 Username: |root Password:|*"*"*"* Connect

J Server _|| Convertl

Configuration 1EC 61850 Config |EC 81830 Excel Debugging

ICD file: |C:.’Usersfelsetaf[}ownloadstCCE.icd J Output file: |C:.’UsersfelsetafDownIoadstCCE.xlsx

Parsing: C:/Users/elseta/Downloads,/WCC2.icd Server
Found access point: LDO Client
Discovered: 3 RCB

Discovered: 3 datasets
Created file: C:/Users/elseta/Downloads/WCCZ.xlsx

Generate IEC 61850 excel file
After generating excel file additional configuration information must be written in the devices sheet:

e A valid host ip address must be provided.
e An authorization method must be provided (if it is a complex authorization method, additional parameters


https://wiki.elseta.com/uploads/images/gallery/2023-05/image-1683613769188.png
https://wiki.elseta.com/uploads/images/gallery/2023-05/image-1683273244549.png
https://wiki.elseta.com/uploads/images/gallery/2023-05/image-1683273424037.png

might be required).

e Model filename must be provided. The model filename must be exactly the same as that was generated one
step earlier (Model filename can include extension, but it is not mandatory).

host

authorization

model filename

192.168.122.146 |none

cc

Excel configuration (Devices sheet)

Debugger

WCC excel utility has a debugging tool. This feature helps to track protocol service process and monitor events in real
time. If protocol does not work properly (e.g. no communication between devices, data is corrupted, etc.), a user can
launch a debug session and find out why the link is not functioning properly

Configuration

Step 1. Use dropdown menu tab to select a protocol you want to debug.

2 WCC Excel Utility - O *®
Settings  Help
Host:|192.168.?3.203 Port: |?_2 Username: |root Password: [ Connect
Configuration 1EC 61850 Config |EC 61850 Excel Debugging
Protocol:] |EC 60870-5-104 Slave — |[Configuration:  0-0-0-0-2404json  — | ¥ Logtofile Scan configurations | Start session | Stop session
stoppil  IEC 60870-5-101 Master "
STartiy  |EC 60870-5-101 Master )
SEATEH ec 60870-5-101 Slave  fOIRE
Enalyli]
Enablil IEC 60870-5-103 Master kvetag-engine
scarcil  IEC 60870-5-104 Master
Startcil |IEC 80870-5-104 Slave
Starci |IEC 61830 Client
;ta;';% EC 61850 Server
nablil | 2
Enabli DMP3.0 Master -
Enablil DMP3.0 Qutstation Flient
Enablil Modbus Master -
Startci Madbus Slave
STopPiY  MQTT Client
Versicd DLMS 0
Forte T 1
Data-Export 11 A T A N A A Y
SMS-Sender I _l AU S I I A
Events-Log 1_1 (A A WA |
Pooler -

Protocol selection tab

Step 2. Click on Scan configurationsto validate protocol.

(2 WCC Excel Utility

Settings Help

— d x

Host: |192.153.?3.203 Port: |?_2 Username: |root

gging;
0-0-0-0-2404,json

| Configuration |EC 61830 Config IEC 61850 Excel
Protocol:  [EC 60870-5-104 Slave — | Cenfiguration:

Pasmord:l’*’*’*’

Connectl

—| I Log tofilel Scan configurations IStart SESSION | Stop session |

Scanning for iecl04-slave configurations...

Detected 1 configuration/s for IEC €0870-5-104 Slave protocol.

Successful protocol validation message
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Please note that Debugger only works with protocols that are uploaded to your WCC Lite. If you select a protocol that
is not configured on your device an error message will appear. Also you could only debug one protocol at a time.

Step 3. Click on Start session

Debugger logging

There is an option to store debugger log to a file. Thick the box before starting a session.

(2 WCC Excel Utility
Settings  Help

— O x

Host: |192.168.'.-"3.2'D3 Port: |}’_?_ Uszername: |root

Configuration IEC 61850 Config [EC 61850 Excel q!

Protocol:  |EC 60870-5-104 Slave — | Configuration: 0-0-0-0-2404.js0n

Password:|“"’"""* Connect

—II v Log to file tcan configurations | Start session | Stop session

In order to change debug logger output file location navigate toSettings -> Preferences

2 WCC Excel Utilit

Settings IHr:Ip

— O >

Host: |192.168.'.-"3.2'D3 Port: |22 Uszername: |root

Configuration |EC 61850 Config |EC 61850 Excel Debugging

| Protocol:  IEC 60870-5-104 Slave  —I | Configuration: 0-0-0-0-2404.js0n

Password: |7 Connect

—i | [# Logtofile Scan configurations | Start sessien | Stop session

e Preferences

~

- d >

"Debugging

Debug result file: |C:\Users\e|seta\Desk‘top\d ebug.log

Apply

ORevision #22
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