Connecting IOMod 16Dl to the
WCC Lite

Description

This article describes how to connect and configure IOMod 16DI to the WCC Lite using IEC101, IEC103, and Modbus
RTU.

W st com

WCCLITE

Typical connection schematic for IOMod 16DI

4 WCC Lite can be connected to IOMod 16Dl via PORT1 or PORT2.

Preparing the configuration

At first you need to make a configuration for the WCC Lite. This can be done using any spreadsheet editing program.
Templates for configuration can be found on the WCC Lite web. Protocol Hub --> Configuration. On the bottom of the
page there will be a Download button for template configurations.

PROTCCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT,

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS PROTOCOL LOGGER SCRIPT-RUNNER

Protocol confii uration
IMPORT PROTOCOL CON URATION
Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.
Configuration file: Mo file chosen
PLC (IEC-61499) Boot file: No file chosen
IEC61850 Client model file: No file chosen
Import sever model e

IEC61850 Server model file: Choose File | No file chosen Import server model file
DOWNLOAD CONFIGURATION

Template configurations:

X <—

You can download the example configuration for each firmware versions at the bottom of the article or create your own

[
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using these links:

e ForlEC103
e ForlEC101
e For Modbus

You need to configure Devices and Signals sheets before continuing. After downloading template configurations, open
phub templates folder. You will see that there's different template folders for each IOMod:

B 4Cs4vs 2025-03 File folder
W 4RTD File folder
il sal 2025-03-13 11:06 File folder
W 8DI4RO File folder

W 3DI18DO 2 26 File folder

m 1601 File folder

To select correct configuration, check the sticker on the back of IOMod. There you will find which protocol to use
according to Factory FW type. For example, if you have IOMod 16DI with IEC103 FW, select configuration
iomod_16DI_IEC103 to IEC104 DNP3 _Modbus SCADA.

Before connecting IOMods to WCC Lite you need to configure it via mini USB. This can be done followindOMod 16Dl
user manual.

You need to configure it, like it is done in the excel configuration. To do that, fist you need to open IOMod utility app
and change these parameters: baudrate, parity, link address. 1t is important, that /ink addresses for both IOMods are
different and parity and baudrate should be even. Other parameters such as databits and stopbits should be set to
default. Signals sheet should be mapped according to functionality needed.

Uploading configuration

Template configurations can work with default settings without any further changes. These template configurations
can also be used to configure protocols like Modbus-master and DNP3. Configuration can be modified according to
functionality needed. For that you can rely on the examples given in the links above (Preparing the configuration). If
you need to specify different IEC104 slave settings, you can do that by changing excel configuration. By changing
settings such as info_address or data typeyou can adapt IEC104 slave to work as needed. To test this example you
have to specify your computer's IP address in excel configuration for IEC104 slave.

After configuration is ready, upload it to WCC Lite (Configuration --> Choose file --> Import configuration):

PROTCCOL HUB STATUS SYSTEM SERVICES NETWORK USERS

CONFIGURATION IMPORTED SIGHALS EVENT LOG PROTOCOL COMMECTIONS SCRIPT-RUNNER

Protocol configuration
IMPORT PROTOCOL CON URATION

Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.

Configuration file: 1 |::> Choose File | No file chosen Import configuration <:| 2

FLC (IEC-61499) Boot file: Choose File | Mo file chosen Import FBOOT file

IECE1850 Client model file: Choose File | Mo file chosen Import client model file

IECE1850 Server model file: Choose File | Mo file chosen Import server model file

After upload is done and no errors were detected, you should see all imported signals (Protocol Hub --> Imported
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signals):

PROTOCOL HUB STATUS

SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT) e WCC LIT

CONFIGURATICN IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS PROTOCOL LOGGER SCRIPT-RUNNER
[T Column filter
Device name Signal name Device alias Signal alias Value Units State Attributes Time
Elseta 0Mod16D] DIt 10Mod16 DIt 0 cot=20 A0 -
Elseta I0Mod 16D DI2 10Mod16 DI2 0 cot=20 123235%%%;
Elseta I0Mod16D] DI3 10Mod16 DI3 0 cot=20 A0y
Elseta [OMod16D! D4 10Mod16 D4 0 cot=20 22o0e1t
Elseta 0Mod16D] DIS 10Mod16 DIS 0 cot=20 Py
Elseta [OMod16D!I DI 10Mod16 DI 0 cot=20 ey
Elseta I0Mod 16D DI7 10Mod16 DI7 0 cot=20 e
Elseta IOMod16D!I DIg 10Mod16 D8 0 cot=20 e
Elseta I0Mod 16D DIg 10Mod16 DI9 0 cot=20 ey
Elseta OMod18D! DI10 10Mod16 DI10 0 cot=20 A3l
Elseta 0Mod16D] DI 10Mod16 DI 0 cot=20 A0
Elseta [OMod16D!I DI12 10Mod16 DI12 0 cot=20 oy

Before doing anything further you should also check for protocol connections if IOMod 16Dl is connected to WCC Lite
via PORT1. Go to Protocol connections where you can see all the connected slave and master protocol devices:

PROTCOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT) e WCC LITE

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS PROTOCOL LOGGER SCRIPT-RUNNER

PROTOCOL CONN ON
Device name Device alias Protocol Host Status Timestamp
Elseta IOMod16DI 1OMod16 |IEC 60870-5-103 master PORT1 Connected 2025-03-14 14:37:50 *
Modbus SCADA system Modbus_SCADA Modbus TCP slave 192.168.1.2 Disconnected 2025-03-14 13:41:34
DNP3 SCADA system DNP3_SCADA DNP3 slave 192.168.1.2 Disconnected 2025-03-14 13:41:04
IEC104 SCADA system IEC104_SCADA IEC 60870-5-104 slave 192.168.1.2 Disconnected 2025-03-14 13:40:59
IEC101 SCADA system IEC101_SCADA IEC 60870-5-101 slave PORT2 Disconnected 2025-03-14 13:40:57

You can also change signal names according to your needs:
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SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT) e wcc LITE

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS PROTOCOL LOGGER SCRIPT-RUNNER

PROTOCOL HUB STATUS

IMPORTED SIGNALS

[] Column fiiter

Device name Signal name Device alias Signal alias Value Units State Attributes Time
_ 2025-03-14 -
Elseta IOMod16DI DOCR OPEN 10Mod16 DIt 0 cot=20 15122017 .

In every signals sheet you can see a signal named COMMUNICATION STATUS. It is an indicator that shows whether the
service is running and whether there is a connection with the device.
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IEC104 SCADA DI1 IEC104_SCADA [IEC104_SCADA_DI1 |IOModle |DI1 |1 1 0] 1] 1] 30|
IEC104 SCADA DI2 IEC104 SCADA [IEC104 SCADA DI2 |IOModl6 |DI2 |1 1 o] 1] 2| 30|
IEC104 SCADA DI3 IEC104 _SCADA [IEC104 SCADA_DI3 IOMod1e |DI3 |1 1] 0] 1] 3| 30|
IEC104 SCADA DI4 IEC104 SCADA [IEC104 SCADA DM |IOModl6 |DI4 |1 1] 0o 1] 4] 30|
IEC104 SCADA DIS IEC104_SCADA [IEC104 SCADA _DI5 |IOModl6 |DI5 |1 1 of 1] 5[ 30
IEC104 SCADA DI6 IEC104_SCADA [IEC104 SCADA_DI6 |IOModl6 |DI6 |1 1] 0] 1] 6] 30|
IEC104 SCADA DI7 IEC104 SCADA [IEC104 SCADA_DI7 |IOModl6 |DI7 |1 1 ol 1] 7| 30|
IEC104 SCADA DIS IEC104_SCADA [IEC104_SCADA_DI3 |IOModle |DIS |1 1] 0] 1] 38| 30|
IEC104 SCADA DI9 IEC104 SCADA [IEC104 SCADA DI9 |IOModl6 |DIS |1 1 ol 1] 9] 30|
IEC104 SCADA DI10 IEC104 SCADA |IEC104 SCADA _DI10 (IOMod16 |DI10 |1 1] o] 1] 10| 30|
IEC104 SCADA DI11 IEC104_SCADA [IEC104 SCADA_DI11 |IOModi6 |DI11 |1 i of 1] 11f 30
IEC104 SCADA DI12 IEC104_SCADA [IEC104 SCADA_DI12 |IOModl6 |DI12 |1 1 of 1] 12 30
IEC104 SCADA DI13 IEC104_SCADA [IEC104 SCADA_DI13 |IOModle |DI13 |1 1] 0] 1] 13| 30|
IEC104 SCADA DI14 IEC104_SCADA [IEC104_SCADA_DI14 |IOModle |DI14 |1 1] 0] 1] 14| 30|
IEC104 SCADA DI15 IEC104_SCADA [IEC104_SCADA_DI15 |IOModle |DI1S |1 1] 0] 1] 15| 30|
JECI04 SCARA NEci0a SCADA DUG LOModl6 (1S 1 1l ol 1l 15[ 3
ICOMMUNICATIDN STATUS |IEC104 SCADA |comm_stat 1 ‘communication_status I

If everything is connected and service is running, COMMUNICATION STATUS should display 1. Otherwise, if not it
should display 2.

SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT) e WCC LITE

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS PROTOCOL LOGGER SCRIPT-RUNNER

PROTOCOL HUB STATUS

IMPORTED SIGNALS

["] Column filter

Device name Signal name Device alias Signal alias Value Units State Attributes Time
COMMUNICATION 2025-03-14 A
IEC104 SCADA system STATUS IEC104_SCADA comm_stat 1 17-43:51 48

Simulating SCADA via Vinci software

After uploading Excel configuration, you can simulate SCADA using Vinci software. In order to simulate IEC104 slave
you need to choose IEC 60870-5-104 protocol and Master(Client) mode and press start. In Settings tab, check
Structure, Timeouts and Windows values to match Excel configuration.
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File Tags Options Hardware Help

Protocol: |IEC 60870-5-104 -
START
Mode: [Master (Clert) -]
Settings I Console I Statistic ]
r Structure rParameters
COT size in bytes: El [ Send Start DT on start up

ASDU size in bytes: [ Auto ack. Test Frame

I0A size in bytes:

'SECUri‘L')
_ [0 Enable TLS
r Timeouts
t0in seconds: III
t1in seconds:

t2in seconds:

t3in seconds:

rWindows

RWT (w) size:

SWT fk) size:

FE|E

Then set correct IP address and Port at the top of the program pagePort for IEC104 should be 2404 andIP address
should match your WCC Lite IP address (default address is 192.168.1.1 if it's connected to your computer via ethernet
cable).

File Tags Options Hardware Help

Protocol: [IEC 60870-5-104 | IP: [192.168.11
START
Mode: s G ] Fon
Setings | Console | Ststc ]

After clicking start, you should check protocol connections tab again to see if IEC104 slave is connected.

PROTCCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROCT) e WCC LITE

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS PROTOCOL LOGGER SCRIPT-RUNNER

PROTOCOL CONNECTIONS
Device name Device alias Protocol Host Status Timestamp
Elseta IOMod16DI I1OMod 16 IEC 60870-5-103 master PORT1 Connected 2025-03-14 17:43:41 &
Modbus SCADA system Modbus_SCADA Modbus TCP slave 192.168.1.2 Disconnected 2025-03-14 15:12:16
DNP3 SCADA system DNP3_SCADA DNP3 slave 192.168.1.2 Disconnected 2025-03-14 15:11:44
IEC104 SCADA system IEC104_SCADA IEC 60870-5-104 slave 192.168.1.2 Connected 2025-03-14 17:43:51
IEC101 SCADA system IEC101_SCADA IEC 60870-5-101 slave PORT2 Disconnected 2025-03-14 15:11:41

Once IEC104 slave is connected, console tab in Vinci software should look something like this:
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File Tags Options Hardware Help

-
Protocol: [ECe0e705104 -] IP: [192.168.1.1 | [T
STOP -

Mode- Master (Ciert) Port: | Interface info || Ping || Sockets

Settings Console I Statistic ]
[ Time: | Source | Message [T | Cause [aspu [10A TimeTag | Name | RawData
13:43:52.070 192.168.1.1:2404  RSN:0 SSN:0 M_SP_TB_1(30)  Sportan (3) 1 8 2025-3-1415:43: .. 68 F100 00 00
13:43:52:070 192.168.1.1:2404  RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 9 2025-3-1415:43:... 68 F10000 00
13:43:52:070 192.168.1.1:2404 RSN:0 S5N-0 M_SP_TB_1(30) Spontan (3) 1 10 2025-3-14 15:43: 68 F1 00 00 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 1 2025314 1543:... 68 F100 00 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN-0 M_SP_TB_1(30) Spontan (3) 1 12 2025-3-1415:43: 68 F1 00 00 00
13:43:52.070 192.168.1.1:2404 RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 13 2025314 15:43:... 68 F100 00 00
13:43:52:070 192.168.1.1:2404  RSN:0 SSN-0 M_SP_TB_1(30) Spontan (3) 1 14 2025-3-1415:43: 68 F100 00 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 15 2025314 15:43:... 68 F100 00 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 16 2025-3-1415:43:... 68 F100 00 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 1 2025314 15:43:... 68 F100 00 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 2 2025-3-1415:43:... 68 F100 00 00
13:43:52:070 192.168.1.1:2404  RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 3 2025314 15:43:... 68 F1 00 00 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 4 2025-3-1415:43:... 68 F100 00 00
13:43:52:070 192.168.1.1:2404  RSN:0 SSN:0 M_SP_TB_1(30) Spontan (3) 1 5 2025-3-1415:43:... 68 F100 00 00
13:43:52.070 192.168.1.1:2404  RSN:0 SSN:1 M_SP_TB_1(30) Spontan (3) 1 6 2025-3-1415:43:... 68 83 0200 00
13:43:52:070 192.168.1.1:2404  RSN:0 SSN:1 M_SP_TB_1(30) Spontan (3) 1 7 2025-3-14 15:43:... 68 83020000
13:43:52.070 192.168.1.1:2404  RSN:0 SSN:1 M_SP_TB_1(30) Spontan (3) 1 8 2025314 15:43:... 68 83 0200 00
13:43:52:070 192.168.1.1:2404  RSN:0 SSN:1 M_SP_TB_1(30) Spontan (3) 1 9 2025314 15:43:... 68 83 02 00 00
13:43:52.070 192.168.1.1:2404  RSN:0 SSN:1 M_SP_TB_1(30)  Spontan (3) 1 10 2025314 15:43:... 68 83 0200 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN:1 M_SP_TB_1(30) Spontan (3) 1 1 2025-3-1415:43:... 68 83 02 00 00
13:43:52.070 192.168.1.1:2404  RSN:0 SSN:1 M_SP_TB_1(30)  Spontan (3) 1 12 2025-3-1415:43:... 68 83 0200 00
13:43:52:.070 192.168.1.1:2404 RSN:0 SSN:1 M_SP_TB_1(30) Spontan (3) 1 13 2025-3-1415:43:... 68 83 02 00 00
13:43:52:070 192.168.1.1:2404  RSN:0 SSN:1 M_SP_TB_1(30) Spontan (3) 1 14 2025-3-14 15:43: . 68 83 02 00 00
13:43:52:070 192.168.1.1:2404 RSN:0 SSN:1 M_SP_TB_1(30) Spontan (3) 1 2025-3-14 15:43:... 68 83 02 00 00
- . 2 RENd portan (3 1 v o 22 i 1
@ AutoScrl Total36, Fitered0 [ Fiter || Fomat |[  Clear

If you want to configure IOMod 16DI, you should refer to ->I0OMod 16DI User Manual.
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