Connecting IOMod 16Dl to the
WCC Lite

Description

This article describes how to connect and configure IOMod 16DI to the WCC Lite using IEC101, IEC103, and Modbus
RTU.
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Preparing the configuration

At first you need to make a configuration for the WCC Lite. This can be done using any spreadsheet editing program.
Templates for configuration can be found on the WCC Lite web. Protocol Hub --> Configuration. On the bottom of the
page there will be a Download button for template configurations.

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROQT)

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

Protocol confii uration
IMPORT PROTOCOL CON URATION

Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.

Configuration file: Choose File | No file chosen Import configuration
PLC (IEC-61499) Boot file: Choose File | No file chosen Import FBOOT file
IEC61850 Server model file: Choose File | No file chosen Import server model file

DOWNLOAD CONFIGURATION

Current configuration

Template configurations: <:

You can download the example configuration for each firmware versions at the bottom of the article or create your own
using these links:
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e ForlEC103
e ForlEC101
¢ For Modbus

You need to configure Devices and Signals sheets before continuing. After downloading template configurations, open
phub templates folder. You will see that there's different templates for each IOMod:

@ iomod 4C54VS_IEC103_to IEC104 ..  Microsoft Excel Worksheet 63 KB No 105KB 41% 8/23/2022 454 PM
@ iomod_4CS4VS_modbus_RTU_to_IE..  Microsoft Excel Worksheet 68 KB MNo 114KB 41% 8/23/2022 4:56 PM
) iomod 4RTD_IEC103_to-IEC104 D..  Microsoft Excel Worksheet 30KB No 41KB 28% 5/18/2022 3:10 PM
ﬂz'r iomod_4RTD_Modbus_to_IEC104_D.. Microsoft Excel Worksheet 34KB No 45KB 27% 5/18/2022 310 PM
i iomod_8AIIEC103_to_IEC104 DNP..  Microsoft Excel Worksheet 30KB No 40KB 27% 5/18/2022 3:01 PM
ﬂ’J‘ iomod_8Al_modbus_RTU_to_IEC10..  Microsoft Excel Worksheet 31KB No 41 KB 26% 5/18/2022 3:19 PM
@ iomod_8DISDO_IEC103_to_IEC104_..  Microsoft Excel Worksheet 36 KB No 50KB  28% 5/18/2022 3:18 PM
) iomod_8DISDO_modbus_RTU_to_IE.. Microsoft Excel Worksheet 39KE No 54 KB 29% 5/18/2022 3:39 PM
) iomod_16DI_IEC103_to_IEC104_DN.. Microsoft Excel Worksheet 43 KB No 63 KB 33% 5/18/2022 3:44 PM
@ iomod_16D1_modbus_RTU_to IECT..  Microsoft Excel Worksheet 34KB No 45 KB  25% 5/18/2022 3:44 PM

To select correct configuration, check the sticker on the back of IOMod. There you will find which protocol to use
according to Factory FW type. For example, if you have IOMod 16DI with IEC103 FW, select configuration
iomod_16DI_IEC103_to IEC104_DNP3 Modbus SCADA.

Uploading configuration

Template configurations can work with default settings without any further changes. These template configurations
can also be used to configure protocols like Modbus-master and DNP3. Configuration can be modified according to
functionality needed. For that you can rely on the examples given in the links above (Preparing the configuration). If
you need to specify different IEC104 slave settings, you can do that by changing excel configuration. By changing
settings such as /info_address or data typeyou can adapt IEC104 slave to work as needed. To test this example you
have to specify your computer's IP address in excel configuration for IEC104 slave.

After configuration is ready, upload it to WCC Lite (Configuration --> Choose file --> Import configuration):

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT)

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

Protocol configuration
IMPORT PROTOCOL CON URATION

Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.

Configuration file: Choaose File | No file chosen Import configuration @
PLC (IEC-61499) Boot file: Choose File | No file chosen Import FBOOT file
IEC61850 Server model file: Choose File | No file chosen Import server model file

g

After upload is done and no errors were detected, you should see all imported signals (Protocol Hub --> Imported
signals):
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SYSTEM SERVICES NETWORK USERS LOGOUT (ROQT) e wcc LITE

PROTOCOL HUB STATUS

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

IMPORTED SIGNALS
Device Signal Value Units State Attributes Time
Elseta I0Mod18DI ol 0 asdu=1,cot=20103= 5453 9 11 07-26:53.39
1,sin=1 type=dp
asdu=1,cot=20 ica= s
Elseta I0Mod18DI DI2 0 et ey 2023-01-11 07:26:53.51
asdu=1,cot=20 ica= .
Elseta I0Mod18DI D3 0 et ypenay | 2023-01-11 07265373
Elseta IOMod18DI DI4 0 asdu=1,cot=20103= 5054 1 11 07.26.53.83
4 sin=1 type=dp
Elseta IOMod16DI DI5 0 asdu=1,col=2010a= 5053 0111 07:26:53.93
5,sin=1,type=dp
asdu=1,cot=20 i0ca= s
Elseta I0Mod18DI DIB 0 oS typendy | 20230111 07:26:54.29
asdu=1,cot=20 ioa= .
Elseta I0Mod 18D DI7 0 e tpesdn 2023:01-1107:2654.13
Elseta I0Mod18DI DIg 0 asdu=1,cot=20103= 5453 (11 14 07-26:54.23
8,sin=1,type=dp
Elseta IOMod16DI DIs 0 asdu=1,col=20i03= 5453 0111 07.26.54.33
9 sin=1type=dp
asdu=1,cot=20 ica= A
Elseta I0Mod 18D DI10 0 e poady | 2023-01-1107:26:54.43
asdu=1,cot=20 ica= .
Elseta I0Mod18DI DI 0 et ypesan | 2023-01-11 07265453
Elseta IOMod16DI D12 0 asdu=1,cot=20i0a= 5455 01 11 07.26.54.63
12 sin=1,type=dp

Before doing anything further you should also check for protocol connections if IOMod16DI is connected to WCC Lite
via PORT1. Go to Protocol connections where you can see all the connected slave and master protocol devices:

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (RCQT) e WCC LITE

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

PROTOCOL CONNECTIONS
Device Protocol Host Status Timestamp
10Mod16 IEC 60870-5-103 Master PORT1 Connected 2023-01-11 07:26:53
DNP3_SCADA DNP3 slave 192.168.1.2 Disconnected 2023-01-11 07:26:22
IModbus_SCADA IModbus TCP slave 192.168.1.212 Disconnected 2023-01-1107:26:21
IEC104_SCADA IEC 60870-5-104 slave 192.168.1.212 Connected 2023-01-11 07:30:30

Simulating SCADA via Vinci software

After uploading Excel configuration, you can simulate SCADA using Vinci software. In order to simulate IEC104 slave
you need to choose IEC 60870-5-104 protocol and Master(Client) mode and press start. In Settings tab, check
Structure, Timeouts and Windows values to match Excel configuration.
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File Tags Options Hardware Help

Protocol: [IEC 608705104 -
START
Mode: | Master (Cliert) -|

Settings I Console I Statistic ]

r Structure rParameters
COT size in bytes: vl Send Start DT on start up
ASDU size in bytes: E M Auto ack. Test Frame
I0A size in bytes: E
rSecurity

P O Enable TLS

t0in seconds: @

t1in seconds:

t2inseconds: (30 |

t3in seconds:
rwindows

RWT (w) size:

SWT (k) size:

Then set correct IP address and Port at the top of the program pagePort for IEC104 should be 2404 andIP address
should match your WCC Lite IP address (default address is 192.168.1.1 if it's connected to your computer via ethernet
cable).

File Tags Options Hardware Help

Protocol: [IEC 608705104 -
Mode: |Master (Client) -

Sellings | Cansuln | Statistic ]

IP: [152.168.1.1
por

After clicking start, you should check protocol connections tab again to see if IEC104 slave is connected.

On the right side of the page you can find Tags and System tabs. In Tags you can create jobs which are specified in you
excel configuration job todo and tag job todo. To do so, clickAdd and choose Type. This type should

match data type described in excel configuration. If needed change asdu (in Excel configuration -asdu_address) and
ioa (/nfo_address). Create user friendly name for this job and click save. To execute when needed clicksend.

Add

Delete

I I
| et |
| |
| |

Send
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Mame: | |
Type: |C_SC_NA_1(45) -]
Asdu: |1 | loa: |1 | Value: |On '|

Qualifier—————
R L

rLookup values:

[ Use | Value Custom value

This feature is only available with a Premium license.

On This feature is only available with a Premium license.

Save Cancel

In System tab you can execute commands accordingly by settingASDU, Type and /OA. To execute commands you
need to specify Value and Cause. To execute these commands you need to clickExecute.
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Tags Siystem T Channel

rAFDU

ASDU: O Test
Originataor: O PN

rGeneral interogation

Q0l:

rCounter interogation

FRZ: E RQT: E

rCommands

rClock synchronization

b PC time [2022-12:02 02:00.00

rCustom Command

Type: [C_SC_NA_1(45) -

Walue:

ﬂ

Cause: SBO delay:

I0A:
Qu/aL: D
.

| Select | | Execute |

rSelect——— Executs

| or || on || || oFF |[ on |
580

After executing one of the commands you should see results on the web as well as Vinci software window.

IEC104 SCADA system

|IEC104 SCADA system

|IEC104 SCADA system

|IEC104 SCADA system

|IEC104 SCADA system

IEC104 SCADA system

IEC104 SCADA system

ORevision #9

IEC104 SCADADI10 0
IEC104 SCADA DI 0
IEC104 SCADADI12 0
IEC104 SCADADI13 0
IEC104 SCADADI14 0
IEC104 SCADADI15 0
IEC104 SCADADI16 1

* Created 1 December 2021 11:55:36 by Tautvilis
/'Updated 15 June 2023 10:58:00 by Gabriele

asdu=1,cot=20,ica=
10 sin=1 type=dp

asdu=1,cot=20,i0a=
11,8in=1 type=dp
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12 sin=1 type=dp
asdu=1,cot=20,ioa=
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