Lua runner examples

e Configuration Example With Default and Saved Values (Modbus TCP, IEC104)
e Signal Delay with Lua

¢ Mathematical Operations With Lua (FW version 1.7)

e Cronjob example

e Execution_signal example



Configuration Example With
Default and Saved Values
(Modbus TCP, IEC104)

Excel configuration

An Excel configuration for WCC Lite is needed to control signals with a Lua script. In this case, three devices are
required: one for Modbus TCP Master, one for IEC104-slave and one for Lua runner. Configuration example:
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Modbus TCP device Modbus TCP signals  [Modbus_TCP |1 [Modbus TCP 1 |tcp |300 (3 |10000|0.0.0.0 502

1 2 |2 |3 (8 |12 |15 |10 |20 (1 (249|100

IEC104 SCADA system |IEC104 SCADA signals [IEC104_SCADA

IEC 60870-5-104 slave 0.000 2404
LUA device LUA signals LA 1 |Luarunner signal 0| | | \ \ |

To connect slave and master devices, the master's IP address and the slave's host addresses have to be specified.
Modbus IP address will be the address of Wi-Fi to which the computer is connected (this can be checked on the
terminal window with the command ipconfig), and the host address for IEC104 slave protocol will be the IP address to
which WCC Lite is connected. To reach the device via these addresses, WCC Lite has to be connected to the internet.

When creating an Excel configuration with Lua, there is an optiondefault value for the signal. This value will be set to
the signal right after uploading the configuration, or if the script does not return any saved values.

Signals sheet:
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Result_modbus  |Maodbus TCP |result [Lua result real | 2| 1 1|SIGNED16 3,0;1 |3;0;1
command LUA LUA command |IEC104 SCADA |Command 1] 20 1
result LUA LUA result 1
Command IEC104 |IEC104_SCADA [Command [LUA Icommand 1 2| 3] 1 1 1] 1| 50

As it is seen from example values, such asmin_value and max_value, can be added to determine the limits of a
signal. This way command signal will only return results which are within this range. Otherwise command value will
have negative cot with invalid, non topical or overflow attributes and new value will not be sent to result signals. As
configured, until command value is sent default value will be represented for Lua command signal. For saved values to
be represented a Lua script is needed.

Lua script

Lua script example for this configuration is shown below:

local saved = get(signals.result) --getting result signal which is equated to new variable 'saved'
local command = get(signals.command) --getting command signal which is equated to new variable 'command'

--get() function returns nill if there is no valid value

if not command then --if command is not nill
if saved then --if signal is not nill
publish(signals.result, saved.value) --this value is published to result signals and saved value
end
return 0
end

local time diff = time ms() - tonumber(command.time) --compares command time and real time
local is command = time diff < 30000 and time diff > -30000 --if command time differs from
--real time more than 30s it will not be executed
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if string.find(command.attributes, "nt") or string.find(command.attributes,
"iv") or string.find(command.attributes, "ov") then
--searching if signal has negative attributes

if is command then --if command execution time is not exceeding the limits then
command.attributes = "cot=7,cotn" --equates negative cot values to response signal attributes
publish(signals.command, command) -- and publishes value to command signals and value
if saved then --if there is saved value then

publish(signals.result, saved.value) --restores saved value to result signals

end
return 0
end
else
if is command then
command.attributes = "cot=7"
publish(signals.command, command) --in this cycle command value is being returned as well as

--cot7 and cotl® values in case given signal is command and has no negative attributes
command.attributes = "cot=10"
publish(signals.command, command) --publishes response to the command
save(signals.result, command.value) --command value is being saved to result signal

end
publish(signals.result, command.value) --in this row command value is being published to result signals

end

Uploading configuration and Lua script to WCC Lite

First Excel configuration needs to be uploaded to WCC Lite:

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

Protocol configuration
IMPORT PROTOCOL CON URATION
Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.

Configuration file: $ Choose File | Na file chosen Import configuration @
PLC (IEC-61499) Boot file: Choose File | No file chosen Import FBOOT file
IEC61850 Server model file: Choose File |No file chosen Import server model file

After uploading configuration default value will be shown:

IMPORTED SIGNALS
Device Signal Value Units State Attributes Time
Modbus TCP device Result_modbus 2023-08-22 16:53:40.45
IEC104 SCADA system Command IEC104
LUA device command LUA 20
LUA device result LUA

After uploading configuration no errors should appear and all signal should be represented on the web. To upload Lua
script go to Script-Runner, select upload script and then start:
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PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT)

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

Script-Runner

LUA SCRIPT INSTANCE CONTROL

Script Configuration Script process Status Script File

CMD - Stopped CMD.lua => Upload Script C:

SAVED VALUE CLEARING

Clear all saved values

Connecting master and slave via Vinci software

Connecting IEC104 slave

In order to connect to WCC Lite via IEC104 protocol, select Master(Client) mode on Vinci:

New

Protocol: [[EHEIIESTRN -]

Mode: [Master (Cient) - |

Check Settings tab to match excel configuration:

Settings | Console Statistic |

r Structure - Parameters
COT size in bytes: [ Send Start DT on start up
ASDU size in bytes: ] Auto ack. Test Frame
I0A size in bytes:
r Security
Tineouts O Enable TLS
t0in seconds:

t1in seconds:

t2 in seconds:

G| | s W

[2%)
=]
=1

t3in seconds:

rwindows

RWT (w) size:

H [0

SWT (k) size:
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Specify IP address which should match the one in Excel configuration.

Connecting ModbusTCP master:

To connect ModbusTCP Master, select Slave (Server) mode on Vinci:

New

Protocol: TSN - |

Mode: |5ave (Server) - |

Start

Check address to match id in Excel configuration:

Settings | Console | Statistic |
rAddress Value

l Seledall H Clearal ‘ Default value: El
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112
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Match the IP address given in Excel configuration as well.

Executing commands

Start both master and slave simulations on Vinci. Check if both protocols are connected to WCC Lite on the web tab
Protocol Connections:

PROTOCOL CONNECTIONS

Device Protocol Host Status Timestamp
Modbus_TCP Modbus TCP master 192.168.67.176 Connecied 2023-08-22 14:25:37 -
IEC104_SCADA IEC 60870-5-104 slave 192.168.1.216 Connected 2023-08-22 14:25:11

To execute commands, open Vinci program with IEC104 master running. Here, go toSystem tab and fill in required
fields such as IOA and select data type indicated in Excel configuration. First, try sending value that is outside the set
range:

rCustom Command

Type: [C_SE_NC_1(50) ~ I0A: \:|
e ] avaufp ]

| Select | | Execute |

After selecting execute this value will not be showed on the web and positive cot6 and negative cot7 values will be
seen on Vinci IEC104 simulation window. Positive cot6 indicates command activation and negative cot7 means that
command activation confirmation was denied. The command signal value will not be represented as result signals,
because it is determined in the script, that signals with negative attributes will not be published.
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IMPORTED SIGNALS

Device Signal Value Units State Attributes Time
Modbus TCP device Result_modbus 2023-08-25 12:32.03.43 -
IEC104 SCADA system Command IEC104 2 cotn cot=7 2023-08-25 13:0430.72
LUA device command LUA 2 cmaiv ! 2023-08-25 13:04.30.72
LUA device result LUA
Now specify value which will be sent as a result and is within the given range.
PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT {(ROQT) G wcc LITE
CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL GONMEGTIONS SCRIPT-RUNNER
Device Signal Value Units State Attributes Time
Modbus TCP device Result_modbus 2 2023-08-07 12:18:52 66
IEC104 SCADA system Command IEC104 2 cot=10 2023-08-07 12:17:57.42
LUA devics command LUA 2 cmd B eyt 2023-08-07 12:17:57 42
LUA device result LUA 2 2023-08-07 12.18:52.66
Positive cot7 and cotl10 values will be seen on the Vinci IEC104 simulation window:
Settings Console ] Statistic ]
| Time | Source [ Message [T [ Cause ] ASDUJ I0A | Value [ Status | T [ RawData
09:18:16:542 152.168.73.2162404  RSN:3 SSN:40 C_SE_NC_1(50) Pos. ActCon (7) (T=00=0) 1 1 2 Execute Default 68 12 50 00 06 00 32 01 07 00 01 00 01 00 00 00 00 00 40 00
09:18:16:993 152.168.73.216:2404  RSN:3 S5N:41 C_SE_NC_1(50) Pos.ActTerm (10)(T=00=0) 1 1 2 Execute Default 68 1252 00 06 00 32 01 0A 00 0100 01 00 00 00 00 00 40 00
09:18:17:004 Vinci RSN:42 6804010054 00
05:18:17:935 192.168.73.216:2404  RSN:3 S5N:42 C_SE_NC_1(50) Pos. ActCon (7) (T=00=0) 1 1 2 Execute Default 68 1254 00 06 00 32 01 07 00 01 00 01 00 00 00 00 00 40 00
05:18:17:985 192.168.73.216:2404  RSN:3 SSN:43 C_SE_NC_1(50) Pos.ActTem (10)(T=00=0) 1 1 2 Execute Default 68 12 56 00 06 00 32 01 0A 00 01 00 01 00 00 00 00 00 40 DO
09:18:18:933 152.168.73.216:2404  RSN:3 SSN:44 C_SE_NC_1(50) Pos. ActCon (7} (T=00=0) 1 1 2 Execute Default 68 1258 00 06 00 32 01 07 00 01 00 01 00 00 00 00 00 40 00
09:18:18:982 192.168.73216:2404  RSN:3 SSN:45 C_SE_NC_1(50) Pos. ActTem (10)(T=00=0) 1 12 Execute Default 68 12 5A 00 06 00 32 01 0A 00 01 00 07 00 00 00 00 00 40 00
09:18:19:942 192.168.73.216:2404  RSN:3 S5N:46 C_SE_NC_1(50) Pos. ActCon (7) (T=00=0) 1 1 2 Execute Defauit 68 12 5C 0006 00 32 01 07 00 0100 01 00 00 00 00 00 40 00
09:18:19:393 192.168.73.216:2404  RSN:3 55N:47 C_SE_NC_1(50) Pos. ActTem (10)(T=00=0) 1 1 2 Execute Default 68 12 5E 00 06 00 32 01 0A 00 01 00 01 00 00 00 00 00 40 00
05:18:20:936 192.168.73.216:2404  RSN:3 S5N:48 C_SE_NC_1(50) Pos. ActCon (7) (T=00=0) 1 1 2 Execute Default 68 12 60 00 06 00 32 01 07 00 01 00 01 00 00 00 00 00 40 00
09:18:21:001 192.168.73.2162404  RSN:3 SSN:49 C_SE_NC_1(50) Pos.ActTem (10)(T=00=0) 1 1 2 Execute Default 68 12 62 00 06 00 32 01 0A 00 01 00 01 00 00 00 00 00 40 00

This value will also be represented on Modbus TCP master Vinci simulation window:

12:21:36:324 192.168.67.1335... 1 3 0 1 091300000006010300000001
12:21:36:344 VINCI 1 3 0002 0913 000000050103 020002
12:21:36:648 192.168.67.1335. 1 3 0 1 09 14 00 00 00 06 01 03 00 00 00 01
12:21:36:728 VINCI 1 3 0002 0914 000000050103020002

To show what happens if the value is not within determined range after the correct value has been sent before, try

executing command with smaller or larger value specified:

09:22:40:066 Vinci RSN:62 SSN:3 C_SE_NC_1(50) Pos. Act () (T=00=1) 1 1 1 Execute Default 68 12 06 00 7C 00 32 0106 0101 00 01 00 00 00 00 80 3F DO
08:22:41:071 192.168.73.216:2404  RSN:4 SSN:62 C_SE_NC_1(50) Neg.ActCon (7)(T=00=0) 1 1 2 Execute Default 68 12 7C 00 08 00 320147000100 01 00 00 00 00 00 40 00
09:22:42:090 192.168.73.216:2404  RSN:4 SSN:63 C_SE_NC_1(50) Neg. ActCon (7) (T=00=0) 1 1 2 Execute Default 68 12 7E 00 08 00 32 01 47 00 01 00 0100 00 00 00 00 40 0O
09:22:43.071 192.168.73.216:2404  RSN:4 SSN:64 C_SE_NC_1(50) Neg. ActCon (7) (T=00=0) 1 1 2 Execute Default 68 12 80 00 08 00 32 01 4700 01 00 01 00 00 00 00 00 40 00
09:22:44:079 192.168.73.216:2404  RSN:4 SSN:65 C_SE_NC_1(50) Neg. ActCon (7) (T=00=0) 1 1 2 Execute Default 68 12 82 00 08 00 32 01 4700 01 00 01 00 00 00 00 00 40 00

Again, positive cot6 and negative cot7 values is seen on Vinci window.

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS

LOGOUT (ROOT) e WCC LITE

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER
Device Signal Value Units.
Modbus TCP device Resuli_modbus 2
IEC104 SCADA system Command IEC104 2
LUA device command LUA 2
LUA device result LUA 2

State

cotn

cmd,iv

Attributes Time
2023-08-07 12:23:07 22
cot=7T 2023-05-07 12:22:40.21

asdu=1,cot=6,i0a=1,0rg=1

al=0.type=Tloat 2023-05-07 12:22:40.21

2023-08-07 12:23:07 22
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As seen on WCC Lite web window, command signals have negative attributes and result signals have the same value
as before, because it was saved by Lua script. This example shows that Lua runner can be used to save certain values
to signal. For example after the restart saved value could be seen on command signal to determine minimum or

maximum value, last value or typical value. This solution could be useful for protecting important data even after
reboot or connection faults.

Configuration --> Download

Lua script --> Download
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Signal Delay with Lua

For delaying the response of command execution, the Lua runner could be used as one of the solutions. In this
example, IEC104 and Modbus TCP are used. IEC104 protocol sends the command to Modbus and Lua signals, and the
results are represented as two separate signals. To create an Excel configuration for WCC Lite, in this case device

sheet should look like this:
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Modbus TCP device  |Modbus _TCP |1 |Modbus TCP 1 |tcp|300(3 [10000|0.0.0.0 502
40412 (2 |3 |8 |12 |15 |10 (20 |1 |249]|100

IEC104 SCADA system |IEC104_SCADA [1 |IEC 60870-5-104 slave 0.0.0.0 2
LUA device LUA 1 |Lua runner signal |0 | ‘ | | ‘ ‘

In the fields marked red, for Modbus TCP, enter the IP address of the Wi-Fi connected to a computer, and for IEC104,
enter the IP address of WCC Lite. Map the signals as shown below:
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Result_modbus  |Modbus TCP [result [LuA result 1] 1|SIGNED16  |3;0;1 |3;0;1
command LUA LUA command [IEC104_SCADA |Command 1 1
result LUA LUA result 1
Command IEC104 |IEC104 SCADA [Command |[LUA L:ommand 1 1 1 1 1| 50

IEC104 SCADA will send a command, which will then go to the Lua signal. Lua signal will send the response back to the
IEC104 SCADA and Modbus TCP result signal.

For delaying signal response, a Lua script could be written in many ways, however, the simplest and effective one is to
determine a wait time before publishing signal values to result signals. So in this case Lua script will look like this:

local saved = get(signals.result)--getting result signal which is equated to new variable 'saved'
local command = get(signals.command) --getting command signal which is equated to new variable 'command'

if not command then
if saved then
publish(signals.result, saved.value)--this value is published to result signals and saved value
end
return 0
end

if string.find(command.attributes, "nt") or string.find(command.attributes, "iv") or
string.find(command.attributes, "ov") then
--searching if signal has negative attributes
if command then
command.attributes = "cot=7,cotn"--equates negative cot values to response signal attributes
publish(signals.command, command)-- and publishes value to command signals and value
if saved then
publish(signals.result, saved.value)--restores saved value to result signals
end
return 0
end
else
if command then
command.attributes = "cot=7"
publish(signals.command, command)--in this cycle command value is being returned as well as
--cot7 and cotl® values in case given signal is command type and has no negative attributes
command.attributes = "cot=10"
publish(signals.command, command) --publishes response to the command
save(signals.result, command.value)--command value is being saved to result signal
end
local sleepTime = 30
sleep(sleepTime) --before publishing values to result signals script waits 30s
publish(signals.result, command.value)--in this row values are being published to result signals
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end

After entering values to empty Excel configuration fields, upload the configuration to WCC Lite (it should upload without
any errors):

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS

CONFIGURATION IMPORTED SIGHALS EVENT LOG FROTOCOL CONNECTIONS SCRIPT-RUNNER

Protocol configuration
|_____IMPORT PROTOCOL CONFIGURATION|

Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.

Configuration file 1 |::> Choose File | No file chosen Import configuration <:| 2

PLC (IEC-61499) Boot file: Choose File | No file chosen Import FBOOT file
IECG1850 Client model file: Choose File | No file chosen Import client model file

|IECG1850 Server model file: Choose File | No file chosen Import server model file

Upload the Lua script to the script runner and press start. After this,Status should show Running, and the script
process number will appear.

PROTCOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT)

CONFIGURATION IMPORTED SIGHALS EVEMNT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

|

Script-Runner

LUA SCRIPT INSTANCE CONTROL

Script Configuration Script process Status Script File

1

control1 - Stopped Mo Script provided |::> Upload Script |§ Waiting for script

SAVED VALUE CLEARING

Clear all saved values

PROTOCOL HUE STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT)

CONFIGURATION IMPORTED SIGMALS EVENT LOG PROTOCOL CONMNECTIONS SCRIPT-RUNNER

|

Script-Runner

LUA SCRIPT INSTANCE CONTROL

Script Configuration Script process Status Script File

2

LUA - Stopped LUA Iua Upload Script @ <::|

SAVED VALUE CLEARING

Clear all saved values

Open Vinci as an IEC104 master, enter the IP address of WCC Lite and start communication. Then open another Vinci
window and connect Modbus TCP master - select Modbus TCP slave in Vinci and enter the same IP address as set in
the Excel configuration for the Modbus device. With both communications running, check Protocol connections on
the WCC Lite web interface, it should show connected. From the IEC104 Vinci window, go to theSystem tab. Select
command determined in the Excel configuration (50), IOA (1) and value (eg, 2).
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Tags I System Il:hannel ]

ASDU: [ Test

Originataor: O PN

rGeneral interogation

rCounter interogation

Send FRZ: RQT:
o Jremp ]

rCommands

rClock synchronization

m Ow DOsua [Oss

[w] PCtime 2023-08-10 11:10:44

rCustom Command

Cause: |Activation = | SBO delay:
| Select | | Execute

Execute the command and check /mported signals:

IMPORTED SIGNALS
Device Signal Value Units State Attributes Time
) 2023-08-10
Modbus TCP device Result_modbus 0 1-10:03.32
asdu=1,cot
=f,ioa=1,0r 2023-08-10
|IEC104 SCADA system Command IEC104 2 cmd o=1.g=0ty 11-35:40.18
pe=float
asdu=1,cot
. =f,ioa=1,0r 2023-08-10
LUA device command LUA 2 cmd o=1.qi=0 ty 11354018
pe=float
. 2023-08-10
LUA device result LUA 3 10:04-14.94
After 30s the result signals will now have the same value:
IMPORTED SIGNALS
Device Signal Value Units State Attributes Time
) 2023-08-10
Modhus TCP device Result_modbus 2 11-38-10 52
asdu=1,cot
=6 ioa=1,0r 2023-08-10
IEC104 SCADA system Command IEC104 2 cmd g=1.q1=0 ty 11-35:40 18
pe=float
asdu=1,cot
. =@ ioa=1,0r 2023-08-10
LUA device command LUA 2 cmd o=1.qi=0 1y 11-35:40 18
pe=float
. 2023-08-10
LUA device result LUA 2 11-35:10 20

Signal delay could be used as a tool to synchronise signals so all the values are received at the same time. It can also
be used to schedule commands or tasks when a delay is required. Since Lua is one of the fastest programming
languages, it is the most effective instrument to be used in such matters.
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Configuration --> Download

Lua script --> Download
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Mathematical Operations With Lua
(FW version 1.7

Mathematical operations can be applied to Lua signals as in any other protocol. This can be done by configuring WCC
Lite according to the solution needed. To create an example which tests multiple mathematical operations, an Excel
configuration and a Lua script are required. The device sheet should look similar to this:

A A A A A A A | A | A A A | A A A | A A | A | A | A | A
g
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Modbus TCP device |Modbus TP |1 |Modbus TCP I [ [500]c [10000[0.000 502
IEC104 SCADA system |IECL04_SCADA |1 |IEC 60870-5-104 slave 0.00.0 [ 22022 [2 |2 [8 |12 |15 [10 |20 |1 [249]100
LUA device LUAQ 1 |Lua runner signal 0
LUA device LUAL 1 |Lua runner signal |0
LUA device LUA2 1 |Lua runner signal 0
LUA device LUA3 1 |Lua runner signal |0
LUA device LUA4 1 |Lua runner signal 0
LUA device LUAS 1 |Lua runner signal |0
LUA device LUAG 1 |Lua runner signal |0
LUA device LUA7 1 |Luarunner signal |0
LUA device LUAB 1 |Lua runner signal |0
LUA device LUA9 1 |Luarunner signal |0
LUA device LUALD 1 |Lua runner signal |0
LUA device LUALL 1 |Lua runner signal 0
LUA device LUA12 1 |Lua runner signal |0

Each Lua device is created to send result values to Modbus TCP signals with different mathematical functions applied.
This way, the same Lua script can be reused and is more optimal since the signal alias for each device can stay the
same. There are many other solutions, but this one allows us to observe results more clearly.

In the field "ip" for Modbus TCP master, enter the IP address of the Wi-Fi connection for the computer in use. In the
field "host" for IEC104 slave protocol, enter the IP address of the WCC Lite device.

Signals for these devices should be mapped, for example, to this:
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Result_modbus0 Modbus_TCP |result0 LUAD |result 1 1|SIGNED16 |3;0;1 |3;0;1
command LUA LUAO command |IEC104_SCADA |Command0 1 1
result LUA LUAO result 1
Command IEC104.0 |IEC104 SCADA |Command0 |LUAD command 1 5 1 1 1| 1| 50|
Result_modbusl Modbus_TCP |resultl LUAL result 1 1|SIGNED16 (3;1;1 |3;1;1
command LUA LUAL command |IEC104_SCADA [Commandl 1 1
result LUA LUAL result 1
Command IEC104.1 [IEC104_SCADA |Commandl |LUAL command 1 -5 1] 1 1| 2| 50
Result_modbus2 Modbus_TCP |result2 LUA2 result 1 1|SIGNED16 (3;2;1 [3;2;1
command LUA LUAZ command  |IEC104_SCADA (Command2 1 1
result LUA LUA2 result 1
Command IEC104.2 |[IEC104_SCADA |Command2 |LUA2 command 1 5 1 1 1| 3| 50
Result_modbus3 Modbus_TCP |result3 LUA3 result 1 1|SIGNED16 (3;3;1 (3;3;1
command LUA LUA3 command  |IEC104_SCADA [Command3 1 1
result LUA LUA3 result 1
Command IEC104.3 |[IEC104_SCADA |Command3 [LUA3 command 1 1 1 1 1| 4| 50
Result_modbus4 Modbus_TCP |resultd LUAS result 1 1|SIGNED16 (3;4;1 [3;4;1
command LUA LUAS command |IEC104_SCADA [Command4 1 1
result LUA LUA4 result 1
Command IEC104.4 |IEC104_SCADA |Commandd |LUA4 command 1 6 2 1l 1 1| 5| 50
Result_modbus5 Modbus_TCP |results LUAS result 1 1|SIGNED16 (3;5;1 |[3;5;1
command LUA LUAS command  |IEC104_SCADA (Command5 1 1
result LUA LUAS result 1
Command IEC104.5 |IEC104_SCADA |Command5 [LUAS command 1 2| 3 1 1 1| 6| 50
Result_modbusé Modbus_TCP |resulté LUAG result 1 1|SIGNED16 [3;6:1 [3:6;1
command LUA LUAG command  |IEC104_SCADA (Command6 1 1
result LUA LUAG result 1
Command IEC104.6 [IEC104 SCADA |Command6 [LUAG command 1 5 34| 4 1 1 1 7| 50
Result_modbus? Modbus_TCP |result? LUAT result 1 1|SIGNED16 (3;7;1 [3;7;1
command LUA LUA7 command  |IEC104_SCADA (Command7 1 1
result LUA LUAT result 1
Command IEC104.7 |[IEC104_SCADA |Command? |LUAT |c0mmand 1 2| 20 1| 1 1| 8| 50

Each Lua device has command and result signals. Command received from the IEC104 protocol is sent to the Lua
command signal, and then this signal sends back a response for the IEC104 protocol. If the response does not have
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negative cot attributes, the value is then sent to the Lua result signal, which sends the value to the Modbus TCP result
signal. Mathematical operations are applied to IEC104 protocol signals since it is the one sending the commands.

As mentioned before Lua script for each Lua device is going to be unchanged and should look like this:

local saved = get(signals.result) --getting result signal which is equated to new variable 'saved'
local command = get(signals.command) --getting command signal which is equated to new variable 'command'

--get() function returns nill if there is no valid value

if not command then --if command is not nill
if saved then --if signal is not nill
publish(signals.result, saved.value) --this value is published to result signals and saved value
end
return 0
end

local time diff = time ms() - tonumber(command.time) --compares command time and real time
local is command = time diff < 30000 and time diff > -30000 --if command time differs from
--real time more than 30s it will not be executed

if string.find(command.attributes, "nt") or string.find(command.attributes,
"iv") or string.find(command.attributes, "ov") then
--searching if signal has negative attributes

if is_command then --if command execution time is not exceeding the limits then
command.attributes = "cot=7,cotn" --equates negative cot values to response signal attributes
publish(signals.command, command) -- and publishes value to command signals and value
if saved then --if there is saved value then

publish(signals.result, saved.value) --restores saved value to result signals

end
return 0
end
else
if is command then
command.attributes = "cot=7"
publish(signals.command, command) --in this cycle command value is being returned as well as

--cot7 and cotl® values in case given signal is command and has no negative attributes
command.attributes = "cot=10"
publish(signals.command, command) --publishes response to the command
save(signals.result, command.value) --command value is being saved to result signal
end
publish(signals.result, command.value) --in this row command value is being published to result signals
end

Upload Excel configuration to WCC Lite:

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOCT

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONMECTIONS SCRIPT-RUNNER

Protocol confii uration
IMPORT PROTOCOL CON URATION
Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.
Configuration file: $ No file chosen Import configuration @
PLC (IEC-61499) Boot file: No file chosen Import FBOOT file
IECE1850 Server model file: No file chosen Import server model file

After uploading the configuration, no errors should appear, and all signals should be represented on the web. To
upload a Lua script, go to Script-Runner, select upload script and then start (for each Lua device):
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PROTOCOL HUBE STATUS SYSTEM SERVICES MNETWORK USERS LOGOUT (ROOT)

COMFIGURATION IMPORTED SIGNALS EVENT LOG FROTOCOL COMMECTIONS SCRIPT-RUNNER

|

Script-Runner

LUA SCRIPT INSTANCE CONTROL

Script Configuration Script process Status Script File

1

control1 - Stopped Mo Script provided |:|'> Upload Script | Waiting for script

SAVED VALUE CLEARING

Clear all saved values

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT)

CONFIGURATION IMPORTED SIGMNALS EVENT LOG PROTOCOL CONMNECTIONS SCRIPT-RUNNER

|

Script-Runner

LUA SCRIPT INSTANCE CONTROL

Script Configuration Script process Status Script File

2

LUA - Stopped LUA lua Upload Script <::|

SAVED VALUE CLEARING

Clear all saved values

Open Vinci as an IEC104 master, enter the IP address of WCC Lite and start communication. Then open another Vinci
window and connect Modbus TCP master - select Modbus TCP slave in Vinci and enter the same IP address as set in
the Excel configuration for the Modbus device. With both communications running, check Protocol connections on
the WCC Lite web interface, it should show Connected. From the IEC104 Vinci window, go to the System tab. Select
command determined in the Excel configuration (50), IOA (different for each signal) and value. After executing the
command, each signal (IEC104 command, Lua command, Lua result and Modbus result) will have the same value,
which will now be with math applied. For example, a command with IOA=1 and value 1 is being executed. In Excel
configuration for this signal, add a column has a value of 5, which means that this value is going to be added to the
value sent and the result will be 6.

There can be multiple mathematical operations for one signal. For example, add, multiply, bit select, etc. If that is the
case, math will be applied in typical order (eg, first bit select, then multiply, then add). A more detailed explanation
about mathematical operations in Excel configuration can be found here: Optional parameters for signals.

A user can also apply a mathematical condition for the signal value. For example, minimum or maximum value,
threshold, suppression time for specific value, etc. Minimum and maximum values can be applied to set the range of
the signal; if the value is smaller or larger signal state will show invalid or overflow. Thresholds can be used in many
ways. It can be a specific value or a percentage. If the signal value passes the set threshold, it will be represented in
the imported signals window. Threshold works by comparing the old value with the new value and then applying the
condition of either representing the value or suppressing it, depending on the value change. Suppression value and
suppression time are best used together because suppression time determines how long the specific value should be
suppressed. There could be multiple values set for suppression. In Excel configuration, those values should be
separated by a comma.

Mathematical operations combined with a Lua script are useful for many cases. They can be used for filtering data,
converting units, applying specific mathematical logic or other solutions.

Configuration --> Download

Lua script --> Download
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Cronjob example

Lua device can be configured using a cron time expression. This way, script execution can be scheduled or executed at
certain times. To create such a solution, the device sheet of the Excel configuration should look like this:

execution_parameter

execution_type
bind_address
message_size
cache_size

error_limit
retry_count
timeout_ms
asdu_size
cot_size
ioa_size
time_sync

description
device_alias
enable
protocol

S [scan_rate_ms

£ 3 s £ Hoole |

H 2 = £ 2 g HHEIC R
Modbus TCP device  |Modbus TCP signals |Modbus_TCP |1 |Modbus TCP 1 |tcp|300|3 [10000|0.0.0.0 502
IEC104 SCADA system |IEC104 SCADA signals |IEC104 SCADA |1 |IEC 60870-5-104 slave 0.0.0.0 2404|2 |2 |3 |8 |12 |15 |10 |20 |1 |249|100
LUA device LUA signals LUA 1|Lua runner date  |*/30* **** D‘ ‘ ‘ ‘ ‘ |

As seen in this configuration, the execution type for the Lua device is date, and the execution parameter is in a cron
time expression. In this case script will be executed every 30 seconds starting from a mm:30 or a mm:00 mark. There
are a lot of online cron expression parsers or generators to convert this expression to a more understandable form:

https://crontab.cronhub.io/.

A Cron expression must have six variables; for instance, the code "0 * * * *" will not suffice because it contains only
five variables. To rectify this, add a "0" to the beginning of the code: "0 0 * * * *" Similarly, the code "0 20-23,0-4,11 **
*" which is displayed as correct on the website, to achieve the effect of every hour from 08:00 PM to 11:59 PM, 12:00
AM to 04:59 AM, and 11:00 AM, it must be adjusted as follows: "0 0 20-23,0-4,11 * * *",

To complete the Excel configuration, fill out the red fields with the correct parameters. For the "ip" field, enter the IP
address of the Wi-Fi connection that is connected to the computer. This can be checked by entering the command
"ipconfig" in a terminal window. For the "host" field, enter the IP address of the WCC Lite device.

The signals sheet should look similar to this:
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Result_maodbus  |Modbus_TCP |result LUA result 1 1|FLOAT 3;0;1|3;0;1
command LUA LUA command |I[EC104_SCADA |Command 1
result LUA LUA result 1
Command IEC104 |IEC104_SCADA |Command|LUA ‘command 1 1 1 1| 1|50

IEC104 SCADA will send a command, which will then go to the Lua signal. Lua signal will send the response back to
the IEC104 SCADA and Modbus TCP result signal.

The Lua script in this case will be very simple. To show how Lua with cronjob can be used in real life, a calculation for
kilowatts per hour has been added:

local kW = tonumber(get value(signals.command))--function "get value" will get value from iecl104 command
--without any attributes this value is still in string form so funtion "tonumber" will convert it to number
--a new variable is creted which is now equal to command value

value = value or 0 --new variable is created. It has to be equal to itself or to 0 if the script is running
--for the forst time

value = (kW * 30/3600) + value --formula for calculating kilowatts. command value from iecl04 is multiplied by
time.

--Since the script is being executed every 30s, this time needs to be converted to hours. an old value is being
--added to new value, this way result value that is being published will grow every 30s
publish(signals.result, value)--publishes result to result signals for lua and modbus TCP.

--Since the script is being executed every 30s, those values will be refreshed every 30s as well

To test the functionality of this script, upload the Excel configuration to WCC Lite (it should upload without any errors):
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PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS

‘CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL COMNECTIONS SCRIPT-RUNMER

Protocol configuration

Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.

Configuration file 1 |::> No file chosen Import configuration <:| 2
PLC (IEC-61499) Boot file: No file chasen Import FBOOT file

IEC61850 Client model file: No file chasen Import client model file

|IECG1850 Server model file: Mo file chosen Import server model file

Upload the Lua script to the script runner and press start. After this,Status should show Running, and the script
process number will appear:

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT)

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

Script-Runner

LUA SCRIPT INSTANCE CONTROL

Script Configuration Script process Status Script File 1
control1 - Stopped Mo Script provided Upload Script |§ Waiting for script

SAVED VALUE CLEARING

Clear all saved values

PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT)

CONFIGURATION IMPORTED SIGMALS EVENT LOG PROTOCOL CONNECTIONS SCRIPT-RUNNER

Script-Runner

LUA SCRIPT INSTANCE CONTROL

Script Configuration Script process Status Script File

2

LUA - Stopped LUA Iua Upload Script m <::|

SAVED VALUE CLEARING

Clear all saved values

Open Vinci as an IEC104 master, enter the IP address of WCC Lite and start communication. Then open another Vinci
window and connect Modbus TCP master - select Modbus TCP slave in Vinci and enter the same IP address as set in
the Excel configuration for the Modbus device. With both communications running, check Protocol connections on
the WCC Lite web interface, it should show connected. From the IEC104 Vinci window, go to theSystem tab. Select
command determined in the Excel configuration (50), IOA (1) and value (for example 3600).
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Tags | System [Channel |

rCommands

rClock synchronization

Owv Osu Oss

[ PCtime 2023-08-17 09:14:03 |

rCustom Command

Type: [C_SE_NC_1(50) ~ I0A:
Voo B0 | auaL[l_ |
Couse: fcivaion <60 deloy: 0]

| Select || Execute |

Execute the command and check /mported signals:

IMPORTED SIGNALS
Device Signal Value Units State Attributes Time
Modbus TCP device Result_modbus 0 2023-08-17 10:19:00.88 -
asdu=1,cot=6,i0a=1,0rg=1
IEC104 SCADA system Command IEC104 3600 cmd gi=0,type=float 2023-08-17 10:19:05.20
LUA device command LUA 3500 cmd asdu=1,cot=5 0a=1.org=1 20230817 10:19:05.20
.gi=0,type=float -
LUA device result LUA
On a 30s mark, result signals will have a calculated value:
IMPORTED SIGNALS
Device Signal Value Units State Attributes Time
Modbus TCP device Resuft_modbus 30 2023-08-17 10:19:30.35
asdu=1,cot=6 ioa=1,0rg=1 .
IEC104 SCADA systam Command IEC104 3600 cmd ai=0.type=fioat 2023-08-17 10:19:05.20
asdu=1,cot=6 ioa=1,0rg=1 )
LUA device command LUA 3600 cmd ai=0 type=noal 2023-08-17 10:19:05.20
LUA devica result LUA 30 2023-08-17 10:19:30.30

After another 30 seconds, a new value will be added to the old value, and the result signals will be updated
accordingly:

Device Signal Value Units State Attributes Time
Modbus TCP device Resull_modbus 60 2023-08-17 10:2000.36
IEC104 SCADA system Command IEC104 3600 cma ESUUf‘;I-:gf;ﬁbé":};;““:' 2023-08-17 10:19.05.20
LUA device command LUA 3500 eme e ! 2023-08-17 10:19.05.20
LUA device resull LUA 60 2023-08-17 10:20.00 39

Cronjob with Lua can be used mainly to schedule tasks. It can also be used as a way to filter, monitor or control the
data. As seen in this example, a Lua script can help calculate certain parameters, which then can be sorted using a
cron time expression.

Configuration --> Download

Lua script --> Download
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Execution _signal example

The execution signal parameter returns information about the specific signal that triggered execution. If there are
multiple possible source signals, it identifies the one that initiated the execution. In this example, the Modbus RTU
protocol is used. Configuration of devices:

r
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Elseta IOModBDIBDD [10Maod BDIBDO via modbuy I0Mod88 1 |Modbusru |1 [PORTZ2|19200 |[E |1 |even|none| 3000 |10000 (150 |
LUA device LUA script LUA 1 [ Lua runner [signalJoJT o] 1

Execution signal should always be "signal" when execution_signal is used. PORT2 is used to connect IOMod 8DI8DO to
WCC Lite via RS-485. IOMod signals configuration in this case:
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DI1 10Mod88 DI1 1 0,1 |real 1|DIGITAL 2;8,8 2;8;1
DI2 I0Mod88 Di2 0,1 |real 1|DIGITAL 2;8,8 2;9;1

In this case, IOMod's input signals are used, but other signals can be used depending on needs. Map the signals as
shown below:

threshold_units

source_device_alias
source_signal_alias
absolute_threshold

signal_name
device_alias
signal_alias
enable
execute
ag_type

-
=
o
3
=8

DI_1 LUA DI1_lua 10Mod88 |DI1 real 0 1
DI_2 LUA DI2_lua 10Mod88 |DI2 real 0 1

-
=
o
3
<R

Results LUA results real 0 normal

The first Lua signal is executing the first input signal, while the second Lua signal is executing the second input signal.
The results signal is used to store information about the executed signal.

A Lua script can be written in various ways using the execution signal parameter. However, in this example, a simple
Lua script is used to retrieve the signal alias of the executing signal by accessing execution signal.tag.signal alias:

local DI = execution signal.tag.signal alias

if DI == "DI1 lua" then
publish(signals.results, 1)
elseif DI == "DI2 lua" then
publish(signals.results, 2)
end

This is just one example of execution signal usage. It can retrieve different information about executing a signal
using:

execution signal.tag.device alias - retrieves device_alias

execution signal.tag.signal alias - retrieves signal alias

execution signal.value.value - retrieves the value of the executing signal (for example, 1 or 0)
execution signal.value.time - retrieves system time in milliseconds (UNIX timestamp)
execution signal.value.attributes - retrieves attributes (for example, iv, nt, sb)

Upload the configuration to WCC Lite (it should upload without any errors):
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PROTOCOL HUB STATUS SYSTEM SERVICES NETWORK USERS

CONFIGURATION IMPORTED SIGHALS EVENT LOG PROTOCOL COMMECTIONS SCRIPT-RUNNER

Protocol configuration
IMPORT PROTOCOL CONFIGURATION

Here you can import Excel configuration file. Up to 1000 signals are allowed. All previous signals will be replaced.

Configuration file: 1 |:> Choose File | No file chosen Import configuration <:| 2

PLC (IEC-61499) Boot file: Choose File | Mo file chosen Import FBOOT file

IECE1850 Client model file: Choose File | Mo file chosen Import client model file

IECE1850 Server model file: Choose File | Mo file chosen Import server model file

Upload the Lua script to the script runner and press start. After this,Status should show Running, and the script
process number will appear.

PROTOCOL HUBE STATUS SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT)
CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONMECTIONS SCRIPT—RUNNER
Script-Runner
LUA SCRIPT INSTANCE CONTROL
Script Configuration Script process Status Script File 1
controll - Stopped Mo Script provided |::> Upload Script |§ Wailing for script
SAVED VALUE CLEARING
Clear all saved values
PROTOCOL HUB STATUS SYSTEM SERVICES METWORK USERS LOGOUT (ROOT)
CONFIGURATION IMPORTED SIGNALS EVENTLOG PROTOCOL CONNEGTIONS SCRIPT—RUNNER
Script-Runner
LUA SCRIPT INSTANCE CONTROL
Script Configuration Script process Status Script File

2

LUA - Stopped LUA lua Upload Script m <::|

SAVED VALUE CLEARING

Clear all saved values

After activating the first input, in the WCC Lite web's imported signals tab, results should display 1:
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PROTOCOL HUB STATUS

SYSTEM SERVICES NETWORK USERS LOGOUT (ROOT) e wcc LITE

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS PROTOCOL LOGGER SCRIPT-RUNNER

IMPORTED SIGN.
[ Column filter
Device name Signal name Device alias Signal alias Value Units State Attributes Time

2025-02-27
Elseta IOMod8DI8DO DIt 10Mod88 DIt 1 05:36:12.29
2025-02-27
Elseta IOMod8DI8DO DI2 IOMod88 DI2 0 05:34:27.23
2025-02-27
LUA device DI_1 LUA DI1_lua 1 05:36:12.29
2025-02-27
LUA device DI_2 LUA DI2_lua 0 05:34:27.23
2025-02-27
LUA device Results LUA results _1_ 05:36:12.31

After activating the second input, in the WCC Lite web's imported signals tab, results should display 2:

SYSTEM SERVICES NETWORK USERS LOGQUT (ROQOT) e ch LITE

PROTOCOL HUB STATUS

CONFIGURATION IMPORTED SIGNALS EVENT LOG PROTOCOL CONNECTIONS PROTOCOL LOGGER SCRIPT-RUNNER
IMPORTED SIGNALS
[ Column filter

Device name Signal name Device alias Signal alias Value Units State Attributes Time
2025-02-27
Elseta IOMod8DIS8DO DI 10Mod88 DI1 0 05:36:24.30
2025-02-27
Elseta IOMod8DISDO DI2 10Mod88 DI2 1 05:38:09.37
. 2025-02-27
LUA device DI_1 LUA DI1_lua 0 05-36:24.30
. 2025-02-27
LUA device DI_2 LUA DI2_lua 1 05:38:09.37
. 2025-02-27
LUA device Results LUA results e 05:38:09.39

Configuration --> Download

Lua script --> Download
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