Protocol HUB

P Full Protocol HUB section is only available on “Cloud gateway” firmware type.
For “RTU” firmware type refer to Sequence of Events and Imported Signals subsections.

Protocol HUB section stores configuration for every connected device. There are three ways to configure these devices:
1. Manual configuration in Manage devices section.

2. Import settings from Excel file.

3. Remote configuration via CloudIindustries.eu.

P Any changes made in this section will take effect only after being applied. A notification with apply button will
appear after making any changes.

Manage devices

MANAGE MASTER PROTOCOLS

Name Description Protocol Enabled
) IOMod-8Al Modbus RTU Yes #»
IOMOD-8DIBDO Maodbus RTU Yes #

Export selected Delete selected
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The "Manage Master Protocols” section displays a list of configured devices. Devices can be edited, removed, added
and exported from this window.

#* This functionality is only available on “Cloud gateway” firmware type.

Further device configuration is described below in "Manual device configuration” section.
Manual device configuration
Manual configuration allows to create fine tuned device configuration that can later be exported as a template.

Create new device: Device creation is performed by selecting it’s working protocol and configuring it's name, slave
address and communication settings. Existing device configuration is performed similary.

CREATE A NEW DEVICE

Fields with * are required.

L3

Select protocol Modbus RTU
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CREATE A NEW DEVICE

Fields with * are required.

Mame * IOMOD-8DISDO

Input - Cutput module made by Elseta.
Consists of 8 inputs and 8 outputs.

Description

Alias (unigue identifier)

Enable

Event history size

Modbus ID * 1

ASCIl mode * O
Timeout (us) * 500000
Part* PORT1
Baud rate * 9600
Data bits * 8

Stop bits * 1

Parity * Maone
Flow control * None

Create

Name: Device name to be used further in signals and events

Description: Short device description

Alias: An unique alphanumeric string that identifies this device. If alias is left blank, it will be generated automatically.
Enable: If disabled, configuration for this device will be ignored and it's measurements will not be updated.

Event history size: Number of device measurements to keep in events history. If this field is left blank, history is
disabled.

Modbus ID: Modbus slave device unique identifier.

Modbus ASCII mode: Check to use Modbus ASCIlI mode. If left unchecked, RTU mode is used by default.

Timeout: Time limit to wait for a response from the device.

Port: Select port that device is connected to.

Communication settings: Serial port communication rate; Number of data bits; Number of stop bits; parity mode; flow
control.

Manage jobs: A job is a software instruction to communicate with a device and get required data. Further data
extraction is done with tags. Job creation and configuration is performed similarly.

NEW JOB

Fields with * are required.

Name

Function 01: Read coil status

Data address 0 bin hex dec
Number of coilsiregisters 0 hin hex dec
Retry Count 3

Create

Name: Job name

Description: Short device description

Function: A specific instruction to communicate with device. These instruction options are protocol specific.

Retry Count: This number indicates the retry limit when communication has failed.

When job is created and configuration is applied, WCC Lite immidietly starts sending data requests to configured port.
Tag settings needs to be configured for data extraction from job.
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Manage tags: Tag is one measurement for a device. Tags contain information how to obtain required values from job
data. Tag configuration is divided into two panes - "Tag settings” and "Advanced”, the latter dedicated only for
experienced users.

TAG SETTINGS

Fields with * are required.

Mame * First Input
Type Normal

Alias (unique identifier)

Enable

Record logs M

Function 02: Read input status

Data address 0 hin hex dec
Number of coilsiregisters 1 bin hex dec
Measurement unit State

Multiply value 1

Add to value 0

Name: Name for one measurement, e.g. "Temperature” or "Energy consumption”.

Type: Tag type.

Alias: An unique alphanumeric string that identifies this device. If alias is left blank, it will be generated automatically.
Enable: If disabled, configuration for this tag will be ignored and measurements will not be updated.

Function: A specific instruction to communicate with device. These instruction options are protocol specific.
Measurement unit: Units to show for this measurement, e.g. V, W or kg.

Multiply value: Value to multiply by measurement. Use values below 1 to divide.

Add to value: Adds value to measurement. Use negative values to substract.
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ADVANCED

Integer mask (AND)

Add other tags values

source tags

Source alarms

Minimum value

Maximum value

Threshold units %o

Absolute threshold

Integral threshold

Integral threshold interval (ms)
Suppression time (ms)
Suppression values

Data Type Unsigned 16

Swap bytes (8)
Swap words (16)
Swap double words (32)

lgnare in cloud

Create

Measurement data format and parsing rules can be configured via the "Advanced” pane.
Name: Name for one measurement, e.g. "Temperature” or "Energy consumption”
Integer mask (AND):

Add other tags values:

Source tags:
Source alarms:

Minimum value:

Maximum value:

Threshold units:

Absolute threshold:

Integral threshold:

Integral threshold interval (ms):

Suppression time (ms):

Suppression values:

Data Type: Selects data type e.g. Float, signed / unsigned integer.
Swap bytes (8): changes byte sequence.

Swap words (16): changes word sequence.

Swap double words (32): changes double word sequence.
lgnore in cloud:

Port settings

EDIT PORT

Fields with * are required.

Scan rate (ms) 1000
Pool delay (ms) 200

Port mode R5-485
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These options affect how device data polling is scheduled each port. These settings do not affect IEC 60870-5
protocols.

# This functionality is only available on “Cloud gateway” firmware type.

Scan rate: Time duration in milliseconds when all jobs on current port should be done. This option directly affects
measurement update speed on one port. For example, if this value is set to 10 seconds, every measurement will be
updated every 10 seconds if possible.

Poll delay: Minimum time delay in milliseconds to wait before sending any data on port. This is useful when devices fail
to respond when data is transmitted too fast.

Port mode: Mode selection for port. WCC Lite has first port selectable between RS-232 and RS-485 interfaces.

Import

IMPORT CONFIGURATION FROM EXCEL FILE

Configuration file | Choose File | Mo file chosen

Insert not existing items |

Update existing items |#]

# This functionality is only available on “Cloud gateway” firmware type.

Import new configuration from Excel file (.xls, .xIsx formats). If any errors in the file are found, device will not be
imported and importing process will be stopped.

Insert: If this checkbox is selected, items that are not yet present in current configuration will be added. Otherwise new
content will not be processed.

Update: If this checkbox is selected, any items that already exist in current configuration replaced with new
configuration. Otherwise existing configuration will be left intact.

Signals

Device name Name: Value Status Time
IfO-Mod 88 | | | | |
1/O-Mod 88 DI-1 _ 2017-04-07 07:34:24 »
I/O-Mod 88 Dl-2 _ 2017-04-07 07:34:24 »
1/O-Mod 88 DI-3 _ 2017-04-07 07:34:24 »
I/O-Mod 88 Dil-4 _ 2017-04-07 07:34:24 ~
1/O-Mod 88 DI-5 _ 2017-04-07 07:34:24 i
/O-Mod 88 Dl-& _ 2017-04-07 07:34:24 ~
1/O-Mod 88 DI-7 _ 2017-04-07 07:34:24 »
1/O-Mod 88 Dl-& _ 2017-04-07 07:34:24 »
1/O-Mod 88 DO-1 _ 2017-04-07 07:34:24 »
I/O-Mod 88 Do-2 _ 2017-04-07 07:34:24 »
1/O-Mod 88 Do-3 _ 2017-04-07 07:34:24 ~
I/O-Mod 88 DOo-4 _ 2017-04-07 07:34:24 »
1/O-Mod 88 DO-5 _ 2017-04-07 07:34:24 »
I/O-Mod 88 DOo-8 _ 2017-04-07 07:34:24 »
1/O-Mod 88 DO-7 _ 2017-04-07 07:34:24 »
I/O-Mod 88 Do-8 _ 2017-04-07 07:34:24 »
GECCON Page size: |2D = |

The "Tag Values” window displays a measurement list that contains information about tag states. Several columns can
be sorted and filtered. By clicking the magnifying glass icon measurement history is shown (if recording is enabled).
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# This functionality is only available on “Cloud gateway” firmware type.

Name: Device or tag label. Sorting and filtering can be applied.
Value: Latest measured value. Sorting and filtering can be applied.
Status: Any error flags are listed here.

Time: The time measurement was updated. Sorting can be applied.

Sequence of Events (SOE)

PROTOCOL HUB STATUS SYSTEM

SERVICES NETWORK USERS LOGOUT e ch LITE

CONFIGURATION IMPORTED SIGNALS EVENT LOG

Scada IEC104: v || Refresh |
Event time Time Dir Type Originator ggm;“s‘;“ coT Address Value state

2018-04-00T11:30:1521  2018-04-00T17:30-1351 it  M_DP_TB_1 0 1 Spontaneousiddt 20801 1
2018-04-00T11:30:1219  2018-04-00T17:30:1038 & M_DP_TB_1 0 1 Spoalaneousdata 20801 2
2018-04-00T11:28:54 43 2018-04-00T14:285154 bt M_DP_TB_1 0 1 Spontancous data 20801 1
2018-04-00T11:28:08.96  2018-04-00T14:28:0661 ©x  M_DP_TB_1 0 1 Spomtancous, det 20801 2
2018-04-00T11:28:04.95  2018-04-00T14:28:0224  tx  M_DP_TB_1 0 1 Spontaneous data 20801 1
2018-04-00T11:27:55.80  2018-04-00T11:27:55.88 tx  C_CS_NA_1 0 1 A Cli‘g‘t’i?ﬁ:gﬁ @ 0

2018-04-00T11:27:55.87  2018-04-00T11:27:55.828 = C_CS_NA_1 0 1 ag‘i’\g{iﬁ”fﬁ) 0

2018-04-00T11:27:47.91  2018-04-00T14:274650 it  M_SP_TB_1 0 1 Spoaiansotsidak 20416 1
2018-04-00T11:27:46.00  2018-04-00T14:274507 & M_SP_TB_1 0 1 Sportapeous:data 20415 1
2018-04-00T11:27:4680  2018-04-00T14:27:4548  ©  M_SP_TB_1 0 1 Spoglaneousiddt 20414 1
2018-04-0T11:27:4588  2018-04-00T14:27:4486  tx  M_SP_TB_1 0 1 Spontancous data 20413 1
2018-04-00T11:27:4588  2018-04-00T14:27:4438  M_SP_TB_1 0 1 Spontaneous,data 20412 1
2018-04-09T11:27:4498  2018-04-00T11:27:4498 tx  C_CS_NA_1 0 1 mi.g‘jﬂ:gf( . 0 -

SOE is the time-stamped status data. SOE allows to review latest events and changes for device’s state changes in
chronological order. Newest events are shown at the top of the list. WCC Lite will time-stamp the status data with a
time resolution of one millisecond.

Initially, all breakers, protection contacts digital status input points in the WCCLite; events captured from IEDs shall be
configured as SOE points. It's possible to assign any digital status input data point in the WCCLite as SOE point with
Excel template during configuration.

Each time a device changes state, the WCClite will save it with time-tag in internal storage. WCC Lite will maintain a
SOE buffer within the configured history size limitations.

o Events are recorded only for devices that have Event history size field set. When log size exceeds its limit,
oldest records are deleted.

Imported signals

Imported signals section shows basic information about applied configuration. This section is view only.
For signals and their states refer to “Protocol Hub” section “Signals”
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